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ABSTRACT	

Visual	cryptography	is	a	method	offering	plan	which	uses	pictures	circulated	as	shares	such	that,	when	the	shares	are	stack,	a	
sensitive	 or	 secrete	 image	 is	 uncovered.	 According	 to	 extended	 visual	 cryptography,	 the	 offer	 pictures	 are	 built	 to	 hold	
compelling	 spread	 pictures,	 accordingly	 giving	 open	 doors	 to	 coordinating	 visual	 cryptography	 and	 biometric	 security	
methods.	 In	 this	paper,	we	propose	a	 scheme	 for	halftone	pictures	 that	enhances	 the	nature	of	 the	 shares	generated	 from	
secrete	image	and	the	recouped	secrete	picture	in	an	extended	visual	cryptography	plan	for	which	the	figure	size	of	the	secret	
pictures	and	the	reconstructed	picture	by	stacking	shares	is	the	similar	with	respect	to	the	first	halftone	secrete	picture.	The	
ensuing	plan	upholds	the	ideal	security	of	the	first	developed	visual	cryptography	approach.	This	process	includes	2x2	block	
replacement	for	generating	shares	from	secrete	image.	

Index	Terms—	cryptography,	image	processing,	visual	cryptography,	secret	sharing	

	

1. INTRODUCTION	

Visual	cryptography	(VC),	 initially	 introduce	 in	1994	by	
Naor	 &	 Shamir	 [1],	 is	 a	 secrete	 sharing	 technique;	 this	
technique	is	totally	based	on	black	and‐	white	or	binary	
pictures.	 Secrete	 pictures	 are	 separated	 into	 shares;	 by	
stacking	 these	 shares	 secrete	 image	 can	 recover.	 These	
shares	 reveal	 no	 information	 of	 the	 original	 secret.	
Shares	generated	 form	secrete	 image	may	be	circulated	
to	 different	 parties	 so	 that	 only	 by	 superimpose	 of	 an	
appropriate	 number	 of	 shares	 can	 reveal	 the	 secret	
image.	 Recuperation	 of	 the	 secrete	 image	 is	 possible	
done	by	stacking	or	superimposing		

the	share	pictures	and,	thus,	 the	 interpreting	procedure	
obliges	 no	 extraordinary	 equipment	 or	 programming	
and	 could	 be	 basically	 done	 by	 the	 human	 eye.	 Visual	
cryptography	 is	 of	 specific	 enthusiasm	 for	 security	
provisions	 dependent	 upon	 biometrics	 [2].	 For	
illustration,	 biometric	 data	 as	 facial,	 finger	 impression	
what's	 more	 signature	 pictures	 might	 be	 kept	 mystery	
by	 apportioning	 into	 shares,	 which	 could	 be	
appropriated	for	security	to	various	parties.	The	secrete	
picture	 can	 then	 reveal	 when	 all	 shares	 containing	
parties	 gives	 their	 share	 pictures	 which	 are	 then	
superimposed	

	

	

	

	

Table	1:	(2;	2)	VC	Scheme	with	4	Subpixels	

	

The	visual	cryptography	contains	various	schemes	these	
are	‐:	

(A)	 2	 out‐of	 2	 visual	 cryptography	 scheme	 a	 normal	
scheme	 of	 (2,2)	 VCS	 generate	 2	 shares	 picture	 on	 the	
basis	 of	 an	 original	 image	 from	 share’s	 at	 user	 ‘s	 end	
must	 superimpose	 both	 shares	 to	 generate	 original	
image.	 To	 secure	 the	 ratio	 of	 obtained	 secrete	 image	
form	shares	in	(2,	2)	scheme	every	pixel	in	secrete	image	
(original	image)	can	be	replaced	in	share	image	by	a	2	x	
2block	 of	 sub	 pixels.	 According	 to	 table	 1,	 for	 white	
original	pixel	one	of	 six	 combinations	 is	 created.	 	 Same	
process	is	applicable	for	black	pixel.	After	superimposing	
the	shares	the	original	image	will	be	obtained	[3].		
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Figure	1:	The	2‐out‐of‐2	VCS	with	4‐subpixel	layout	(a)	
SI,	(b)	S1,	(c)	S2,	and	(d)	S1+S2	

(B)	 2	 out‐of	 n	 visual	 cryptography	 scheme	 in	 this	
scheme	n	shares	will	generated	form	a	secrete	image	and	
any	two	of	them	is	required	for	stacking	to	obtained	the	
original	image	[4][5].thesis	

	

			

	

	

		(a)	Secrete	image																								(b)		Share1	(s1)	

	

	

	

	

(c)			Share2	(s2)																														(d)			Share3	(s2)	

	

	

							(e)		S1+S2																																										(f)	S2+S3	

	

	

	

																																	

																																						(g)	S2+S3	

Figure	2:	The	2‐out‐of‐n	VCS	using	the	image	SI1	(a)	SI1	
(b)	S1,	(c)	S2,	(d)	S3,	(e)	S1+S2,	(f)	S1+S3,	and	(g)	S2+S3	

(C)	K	out‐of	N	visual	cryptography	scheme	(k,	n)	Visual	
Cryptography	Scheme	In	previous	scheme	of	(2,	2)	visual	
cryptography,	 both	 the	 shares	 are	 needed	 to	 obtained	
secret	 image.	 If	 one	 of	 them	 share	 gets	 hacked	 by	
someone	 or	 lost,	 secret	 image	 cannot	 be	 obtained.	 So	
there	is	a	confinement	of	keeping	all	the	shares	secure	to	
uncover	secrete	image	and	parties	cannot	bear	to	lose	a	
solitary	share.	To	overcome	this	problem	and	give	some	
flexibility	 in	 this	 scheme,	 base	 model	 of	 visual	
cryptography	 presented	 by	 Naor	 and	 Shamir	 could	 be	
summed	 up	 into	 a	 visual	 variant	 of	 k	 out	 of	 n	 visual	
cryptography	 scheme	 [6].	 In	 (k,	 n)	 visual	 cryptography	
scheme,	 n	 shares	 generated	 from	 secrete	 image	 and	
circulated.	 Secrete	 image	 is	 obtained	 only	 if	 k	 shares	
superimposed	 together,	where	 k	 lies	 between	2	 to	 n.	 If	
less	than	k	shares	superimposed	together,	secrete	image	
cannot	 be	 obtained.	 It	 gives	 some	 feasibility	 to	 user.	 If	
party	lost	one	or	two	of	the	shares	still	secret	image	can	
be	obtained,	if	minimum	k	number	of	shares	is	obtained.	
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Figure	3:	The	3‐out‐of‐6	VCS	with	ABM	of	SI2:	(a)	SI2	(b)	
S1,(c)	S2,	(d)	S3,	(e)	S4,	(f)	S5,	(g)	S6,(h)	S3+S4,	(i)	

S1+S2+S3,	(j)	S1+S2+S4,	(k)	S2+S3+S4	

The	 (2,2)	 extended	 visual	 cryptography	 scheme	
introduced	[7]	in	this	scheme		with	the	help	of	expansion	
of	one	pixel	in	the	secret	image	to	4	sub	pixels	which	can	
then	be	chosen	to	generate	the	required	cover	images	for	
each	 share.	 It	 is	 absolutely	 secure	 and	 no	 share	 image	
leaks	 any	 secrete	 information	 of	 the	 original	 image.	
Figure	 2	 illustrates	 a	 (2;	 2)	 scheme	 containing	 the	
original	 binary	 secret	 image,	 “Engineering”,	 with	 two	
cover	 images,	 “Memorial”	 and	 “University”,	 embedded	
into	the	shares.	

	

Figure	4:	Example	of	(2;	2)	EVC	Scheme:	(a)	first	cover	
image;	(b)	second	cover	image;	(c)	secret	image;	(d)	
share	1;	(e)	share	2;	(f)	recovered	secret	image	

Generally	 visual	 cryptography	 performs	 on	 binary	
images;	it	can	also	be	applicable	on	gray	scale	images	by	
converting	 them	 in	 binary	 images	 using	 halftoning.	 So	
halftoning	is	process	of	converting	gray	scale	image	in	to	
binary	 image	 this	process	 refers	 as	pre	processing	 step	
for	 visual	 cryptography.	 On	 the	 other	 hand,	 the	
technique	 of	 halftoning	 applied	 to	 a	 grayscale	 picture	
brings	about	a	decrease	of	the	picture	quality	and	since	
visual	 cryptography	 plots	 likewise	 bring	 about	 a	

diminishment	 in	 picture	 quality,	 relieving	 picture	
corruption	 turns	 into	 an	 essential	 goal	 in	 a	 visual	
cryptography	 plan.	 Past	 schemes	 integrating	 halftoning	
and	 visual	 cryptography	 have	 experienced	 issues,	 for	
example,	 picture	 extension	 (that	 is,	 obliging	 essentially	
more	 pixels	 for	 the	 shares	 and/or	 reveled	 secrete	
picture)	 [8]	 and	 trade	 off	 of	 the	 security	 of	 the	 scheme	
[9].	The	goal	of	the	research	delineated	in	this	paper	is	to	
generate	 a	 safe	 (k,n)	 	 visual	 cryptography	 plan,	 which	
does	not	 require	more	pixels	 in	 the	 shares	 and	 reveled	
picture	than	the	first	secrete	picture	but	contains	a	great	
quality	 picture	 for	 both	 the	 shares	 and	 the	 reveled	
picture.	Our	proposed	plan	keeps	up	the	ideal	security	of	
the	fundamental	EVC	plan	[7].	

2. BLOCK	 REPLACEMENT	 PROCESS	 ON	
HALFTONE	 IMAGE	 (PRE	 PROCESSING	
SCHEME)	

In	 this	 area,	 we	 think	 about	 the	 requisition	 of	 visual	
cryptography	 to	 gray	 scale	 pictures	 by	 first	 changing	
over	 the	 pictures	 to	 a	 binary	 picture	 by	 applying	 a	
halftoning	 scheme.	 In	 the	 wake	 of	 making	 a	 halftone	
picture,	to	protect	the	picture	size	when	applying	visual	
cryptography	 and	 extended	 visual	 cryptography,	
straightforward	scheme	might	be	applied.	For	instance,	a	
fundamental,	 secure	 scheme	 that	 is	 not	 difficult	 to	
execute	 is	 based	 on	 a	 block‐wise	 methodology	 to	 pre‐
processing	the	binary	halftone	picture	prior	to	applying	
visual	 cryptography	 [8base	 paper].	 In	 this	 paper	 we	
include	 some	 normal	 approach	 of	 block	 replacement	
these	are‐:	

(A)	 Simple	 block	 replacement	 according	 to	 this	
scheme,	 it	 consider	 The	 SBR	 plan	 recognizes	 group	 of	
four	pixels	from	the	halftone	secrete	picture	in	one	2	x	2	
blocks,	alluded	as	a	secrete	block	or	square,		what's	more	
creates	 the	 shares	 block	 by	 block	 (instead	 of	 pixel	 by	
pixel).	 As	 every	 secrete	 block	 with	 four	 pixels	 encodes	
into	 n	 secrete	 shares	 each	 one	 holding	 four	 pixels,	 the	
size	of	the	reveled	picture	is	the	same	as	the	first	secrete	
picture	 after	 stacking	 the	 any	 k	 shares	 among	n	 shares	
together.	 In	 this	 method,	 all	 the	 secrete	 blocks	 in	 a	
picture	 need	 to	 be	 transformed	 before	 visual	
cryptography	 encoding	 and	 every	 secrete	 block	 is	
swapped	 by	 the	 comparing	 foreordained	 applicant,	
which	is	a	block	containing	4	white	pixels	(a	white	block)	
or	a	block	containing	4	black	pixels	(a	dark	piece).	

The	SBR	pre‐processing	method	is	particular	based	upon	
various	dark	and	white	pixels	in	every	secrete	block.	On	
the	off	chance	that	the	amount	of	black	pixels	in	a	secrete	
block	is	bigger	than	or	equivalent	to	2,	the	secrete	block	
replace	 by	 a	 black	 block.	 On	 the	 off	 chance	 that	 the	
amount	of	black	pixels	in	a	secrete	block	is	short	of	what	
or	 equivalent	 to	 1,	 it	 is	 changed	 over	 to	 a	white	 block.	
This	step	produce	a	new	secrete	picture	which	holds	just	
white	and	black	blocks.	The	picture	got	from	this	step	is	
alluded	 to	 as	 a	 processed	 secret	 image.	 The	 prepared	
picture	 is	 ready	 to	 utilized	 as	 a	 secrete	 picture	with	 in	
visual	cryptography	methods,	for	example,	traditional	VC	
or	 EVC.	 A	 problem	 is	 associate	 with	 this	 scheme	 is	 if	
block	 contain	 exactly	 two	 black	 pixel	 and	 two	 white	
pixel.	 To	 remove	 this	 problem	 a	 new	 scheme	 was	
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introduced	 called	 balanced	 block	 replacement	 (BBR)	
method.	

(B)	 Balanced	 Block	 Replacement	 (BBR)	 the	 novel	
viewpoint	 in	 this	 methodology	 is	 to	 perform	 the	 block	
replacement	such	that	there	is	a	superior	equalization	of	
white	 and	 dark	 in	 the	 processed	 secrete	 image.	 The	
previously	 SBR	 method	 brings	 about	 darker	 pictures,	
since	 block	which	 hold	 two	white	 and	 two	black	 pixels	
are	changed	over	to	a	black	pixel.	In	the	BBR	approach,	it	
balances	 white	 and	 black	 in	 the	 processed	 picture	 by	
providing	some	candidate	blocks	 to	black	and	others	 to	
white.	The	assignment	of	these	candidate	blocks	perform	
randomly	 this	 improves	 the	 quality	 of	 visual	 processed	
secrete	image	[8].	

	

															Figure	5:	Example	of	the	BBR	Method	

3. AN	 IMPROVED	 BLOCK	 REPLACEMENT	
ALGORITHM	

This	 scheme	 include	 few	 steps	 for	 use	 in	 visual	
cryptography	these	are	as	follow	

Step1.	 First	 convert	 the	 secrete	 gray	 scale	 image	 in	 to	
halftone	image.	If	there	is	a	color	secrete	image	then	first	
convert	 it	 into	 gray	 scale	 image	 than	 perform	 halftone	
image.	Before	halftoning	of	a	gray	scale	image	the	size	of	
an	image	should	be	fixed	to	avoiding	pixel	expansion.	For	
halftoning	Jarvis	halftoning	algorithm	is	use.	

Step2.	 Similarly	 a	 different	 image	 is	 taken	 for	 covering	
the	 secrete	 image	 by	 this	 image.	 Again	 first	 step	 is	
applied	 for	 this	 image	 also.	 This	 image	 is	 referred	 as”	
stego	image”.	

Note‐	here	1	 stand	 for	white	and	0	stands	 for	black	 for	
applying	 algorithm	 we	 have	 to	 convert	 the	 images	 in	
negative.	

Step	 3	 to	 hide	 the	 secrete	 image	 by	 covering	 it	 from	 a	
stego	 image.	 For	 this	 bit	 ending	 operation	 is	 perform	
between	stego	image	and	secrete	image.	This	new	image	
referred	as	“processed	image”.		

Step	4	share	generation	is	perform	on	“processed	image”	
so	for	this	entire	image	is	divided	in	2x2	blocks	and	also	
divide	 stego	 image	 and	 secrete	 image	 in	 2x2	 blocks.	
Count	operation	is	performing	to	identify	the			no	of	ones	
in	 each	 block.	 After	 this	 4	 condition	 is	 arise	 for	 block	
replacement.	

4.1	 if	 count	 >=	 2	 type1	 algorithm	 is	 use	 for	 shares	
generation.	This	includes	three	sub	conditions	these	are		

4.1.1	If	counts==4	then	type14	algorithm	is	use	for	share	
generation.	

4.1.2	If	counts==3	then	type13	algorithm	is	use	for	share	
generation.	

4.1.3	 If	 counts	 ==	 2	 then	 type12	 algorithm	 is	 use	 for	
share	generation.	

4.2	 If	counts	==	1	 then	type2	algorithm	is	use	 for	share	
generation.	

4.3	If	counts	==	0	then	type	3	algorithm	is	use	for	share	
generation.	

Step	5	by	performing	the	bit	or	operation	on	shares	the	
final	output	secrete	image	is	reveled.				

4.	GENERAL	ALGORITHM	DESCRIPTION	

In	 this	 scheme	 of	 visual	 cryptography	 it	 includes	 the	
various	 algorithms	 for	 halftoning,	 shares	 generation.	
This	section	describes	some	general	information	related	
to	the	algorithm.	These	are		

(1)	Type	14	‐:	This	algorithm	is	applicable	is	the	no	of	1	
in	 2x2	 blocks	 is	 4.	 Here	 base	 matrix	 is	 used	 for	 block	
replacement.		

B1=[1,1;0,0]	 ,	 B2=[0,1;1,0]	 ,	 B3=[0,0;1,1]	 ,	
B4=[1,0;1,0]				,					B5=[0,1;0,1]					,				B6=[1,0;0,1]	

Here	1stands	for	black	and	0	stands	for	white.	

A	 random	value	 is	 generating	between	1	 to	 6	 and	base	
matrix	 is	 selected	 corresponding	 to	 the	 random	
generated	number.	For	example	if	random	no	are	3	then			
B3=	[0,	0;	1,	1]	is	selected.	The	execution	of	this	process	
depends	on	the	no	of	share’s	if	there	are	6	share	then	6	
time	execution	accord.	 In	(k,n)	scheme	n	zero	matrix	of	
(fixed	 size	 equal	 to	 the	 size	 of	 processed	 image)	 is	
requires	 for	 share	 generation.	 	 At	 each	 execution	 2x2	
block	of	a	single	zero	matrix	 is	replace	by	selected	base	
matrix.	

(2)	Type	13‐:	This	algorithm	is	applicable	is	the	no	of	1	in	
2x2	 blocks	 is	 3.	 Here	 base	 matrix	 is	 used	 for	 block	
replacement.	Here	number	of	1’s	is	3		and	in	base	matrix	
number	of	1’s	2	for	a	block	replacement	first	convert	the	
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2x2	block	s	containing	3	ones	in		processed	image		in	to	a	
1x4	matrix.	For	example	

													[1,1;1,0]								[1,1,1,0]	

																			2x2																																1x4	

Now	 calculate	 the	 position	 m	 of	 min	 value	 n	 in	 1x4	
matrix	 suppose	 here	 is	 4.	 Random	 value	 r	 is	 generate	
between	1	to	4	

			If	 r	 ==	m	 then	 again	 generate	 random	 value	 between	
1to	4		

St=	ones	(2,	2)	

Replace	the	position	m	in	St	with	value	n	

	if	r	==1	or	m	==1	then	replace		st	(1,1)	=	0	end	

if	r	==2	or	m	==2	then	replace		st	(1,2)	=	0	end	

if	r	==3	or	m	==3	then	replace		st	(2,1)	=	0	end	

if	r	==4	or	m	==4	then	replace		st	(2,2)	=	0	end		

At	 each	 execution	 2x2	 block	 of	 a	 single	 zero	 matrix	 is	
replace	by	St	matrix.	

(3)	Type	12‐:	This	algorithm	is	applicable	is	the	no	of	1	in	
2x2	blocks	is	2	then	value	of	2x2	block	of	zero	matrix		is	
replace	 by	 the	 same	 value	 of	 2x2	 block	 of	 processed	
image.	

For	example		

	

	

	

							2x2	block	of	processed	image	

	

																																								

	

										2x2	block	of	single	shares	

																							

	

	

After	replacement2x2	block	of	single	shares	

(3)	Type	2‐:	This	algorithm	is	applicable	is	the	no	of	1	in	
2x2	 blocks	 is	 1.	 Here	 base	 matrix	 is	 used	 for	 block	
replacement.	For	generate	the	base	matrix	input	is	taken	
from	bit	ended	matrix	(processed	image)	and	input	from	
secrete	 image	 (original	 image).	 Replacing	 zero	 matrix	
(2x2)	on	the	base	matrix	of	S	and	Sec	(	S	is	a	2x2	block	of	
processed	image	and	Sec	is	2x2	block	of	original	secrete	
image).			

	(3)	Type	3‐:	This	algorithm	is	applicable	is	the	no	of	1	in	
2x2	 blocks	 is	 0.	 Here	 base	 matrix	 is	 used	 for	 block	
replacement.	For	generate	the	base	matrix	input	is	taken	
from	stego	image	denoted	by	“Ste”	(cover	image	use	for	
hiding	 secrete	 image)	 and	 input	 from	 secrete	 image	
denoted	by	“Sec”	(original	image).	Replacing	zero	matrix	
(2x2)	on	the	base	matrix	of	S	and	Sec	(	Ste	is	a	2x2	block	
of	 cover	 image	 and	 Sec	 is	 2x2	 block	 of	 original	 secrete	
image).	

4. RESULTS	IMAGE	

(a):Secret	image(Sec)										(b):	halftone	secret	image		

	

	

	

	

											

					(c):	Negative	of	halftone	secret	image	

									

	

	

	

	

(d):	cover	image	(Ste)	(e):	halftone	cover	image	

	

	

	

	

(f):	Negative	of	halftone	cover	image	

	

	

	

	

	

1			 0	

0	 1	

0			 0	

0	 0	

1			 0	

0	 1	
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(g):	Bit	ending	between	Sec	&	Ste	(Processed	Image	S)		

	

	

	

	

		

																												(h):	(7,	12)	share	generation	

	

	

									

	

	

	

															(i):	Reconstructed	Image	using	stacking	

Figure	6:	process	of	(k,	n)	visual	cryptography	scheme	

5. CONCLUSION	

In	 this	 paper,	 we	 have	 investigated	 developed	 visual	
cryptography	 without	 pixel	 expansion.	 We	 have	
demonstrated	 that	 utilizing	 a	 best	 pre‐processing	 of	
halftone	 pictures	 based	 upon	 the	 aspects	 of	 the	 first	
secrete	 picture,	we	 can	handle	 great	 quality	 pictures	 in	
the	shares	and	 the	obtained	picture.	Note	 that	different	
provisions	 can	 likewise	 profit	 from	 the	 pre‐processing	
methodology,	 for	 example,	 different	 picture	 visual	
cryptography,	 which	 conceals	 different	 pictures	 in	
shares	[11].	
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