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ABSTRACT	

In	this	paper	a	new	technique	is	stated	which	is	implement	the	denial	of	services	attack	and	also	implement	the	way	via	which	
we	will	overcome	this	attack.	

Denial‐of‐service	(DoS)	attacks	exploit	this	to	target	critical	Web	services.	This	type	of	attack	is	intended	to	make	a	computer	
resource	unavailable	to	its	legitimate	user’s.	Denial	of	service	attack	programs	is	been	going	on	from	a	long	time.	Old	single	
source	attacks	are	now	countered	easily	by	many	defense	mechanisms	and	the	source	of	these	attacks	can	be	easily	re	buffed	
or	shut	down	with	improved	tracking	capabilities.	

1. INTRODUCTION	

With	the	astounding	growth	of	the	Internet	during	the	last	
decade,	 an	 increasingly	 large	 number	 of	 vulnerable	
systems	are	now	available	to	attackers.	Attacker	scan	now	
employ	 a	 large	 number	 of	 these	 vulnerable	 hosts	 to	
launch	 an	 attack	 instead	 of	 using	 a	 single	 server,	 an	
approach	which	is	not	very	effective	and	detected	easily.	A	
distributed	denial	of	service	(DDoS)	attack	is	a	large‐scale,	
coordinated	 attack	 on	 the	 availability	 of	 services	 of	 a	
victim	 system	 or	 network	 resources,	 launched	 indirectly	
through	 many	 compromised	 computers	 on	 the	 Internet.	
The	 first	 well‐documented	 DDoS	 attack	 appears	 to	 have	
occurred	in	August	1999,	when	a	DDoS	tool	called	Trinoo	
was	 deployed	 in	 at	 least	 227	 systems,	 to	 flooda	 single	
University	 of	 Minnesota	 computer,	 which	 was	 knocked	
down	for	more	than	two	days.	The	first	 large	scale	DDoS	
attack	 took	 place	 on	 February	 2001.	 On	 February	 7,	
Yahoo!	was	 the	victim	of	 a	DDoS	attack	during	which	 its	
Internet	 portal	 was	 inaccessible	 for	 three	 hours.	 On	
February	8,	Amazon,	Buy.com,	CNN	and	eBay	all	were	hit	
by	 DDoS	 attacks	 that	 made	 them	 to	 either	 shut	 down	
functioning	completely	or	slowed	down	significantly.	

There	are	several	steps	in	launching	a	DDoS	attack:‐	

1.	 Selection	 of	 agents:‐	 The	 attacker	 chooses	 the	 agents	
that	 will	 perform	 the	 attack.	 Based	 on	 the	 nature	 of	
vulnerabilities	present,	some	machines	are	compromised	
to	 use	 as	 agents.	 Attackers	 victimize	 these	 machines,	
which	have	abundant	resources,	so	that	a	powerful	attack	
stream	 can	 be	 generated.	 In	 early	 years,	 the	 attackers	
attempted	to	acquire	control	of	these	machines	manually.	
However,	 with	 the	 development	 of	 advanced	 security	
tools,	 it	 has	 become	 easier	 to	 identify	 these	 machines	
automatically	and	instantly.		

2.	 Compromise:‐The	 attacker	 exploits	 security	 holes	 and	
vulnerabilities	of	the	agent	machines	and	plants	the	attack	
code.	 Not	 only	 that,	 the	 attacker	 also	 takes	 necessary	
steps	 to	protect	 the	planted	code	 from	 identification	and	
deactivation.	 As	 	 per	 the	 direct	 DDoS	 attack	 strategy,	

shown	 in	Figure	3,	 the	compromised	nodes,	 i.e.,	 zombies	
between	 the	 attacker	 and	 victim	 are	 recruited	 unwitting	
accomplice	 hosts	 from	 a	 large	 number	 of	 unprotected	
hosts	connected	 through	 the	 Internet	 in	high	bandwidth.	
On	 the	 other	 hand,	 the	 DDoS	 attack	 strategy	 is	 more	
complex	 due	 to	 inclusion	 of	 intermediate	 layer(s)	
between	the	zombies	and	victim(s).	It	further	complicates	
the	trace	back	mostly	due	to	(i)	complexity	in	untangling	
the	 trace	 back	 information	 (partial)	 with	 reference	 to	
multiple	 sources,	 and/or	 (ii)	 having	 to	 connect	 a	 large	
number	 of	 routers	 or	 servers.	 Unless	 a	 sophisticated	
defense	mechanism	 is	 used,	 it	 is	 usually	 difficult	 for	 the	
users	and	owners	of	the	agent	systems	to	realize	that	they	
have	 become	 a	 part	 of	 a	 DDoS	 attack	 system.	 Another	
important	 feature	 of	 such	 an	 agent	 system	 is	 that	 the	
agent	 programs	 are	 very	 cost	 effective	 both	 in	 terms	 of	
memory	 and	 bandwidth.	 Hence	 they	 affect	 the	
performance	of	the	system	minimally.	3.	Communication:‐
The	attacker	communicates	with	any	number	of	handlers	
to	 identify	 which	 agents	 are	 up	 and	 running,	 when	 to	
schedule	 attacks,	 or	 when	 to	 upgrade	 agents.	 Such	
communications	among	the	attackers	and	handlers	can	be	
via	 various	 protocols,	 such	 as	 ICMP,	 TCP,	 or	UDP.	 Based	
on	 configuration	 of	 the	 attack	 network,	 agents	 can	
communicate	with	a	single	handler	or	multiple	handlers.	

	4.	 Attack:	 ‐	 The	 attacker	 initiates	 the	 attack.	 The	 victim,	
the	duration	of	the	attack	as	well	as	special	features	of	the	
attack	such	as	the	type,	length,	TTL,	and	port	numbers	can	
be	 adjusted.	 If	 there	 are	 substantial	 variations	 in	 the	
properties	of	attack	packets,	it	is	beneficial	to	the	attacker,	
since	it	complicates	detection.	
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Figure	1:	DDoS	attacks	statistics	for	2011	[Ref.	Google	
Image	Search]	

2. IMPORTANCE	 AND	 RELEVANCE	 OF	 THE	
STUDY	

Denial	of	service	 is	when	someone	decides	to	make	your	
network	or	 firewall	useless	and	unavailable	 to	others	by	
disrupting	 it,	 crashing	 it,	 jamming	 it,	 or	 flooding	 it.	 The	
problem	with	denial	of	service	on	the	Internet	is	that	it	is	
impossible	 to	 prevent.	 The	 reason	 has	 to	 do	 with	 the	
distributed	nature	of	the	network:	every	network	node	is	
connected	 via	 other	 networks	 which	 in	 turn	 connect	 to	
other	networks,	 etc.	A	 firewall	 administrator	or	 ISP	only	
has	 control	 of	 a	 few	 of	 the	 local	 elements	 within	 reach.	
Many	universities	have	become	the	hosts	for	such	attacks,	
because	there	are	so	many	computers	available	for	public	
use.	 An	 attacker	 can	 always	 disrupt	 a	 connection	
"upstream"	 from	 where	 the	 victim	 controls	 it.	 In	 other	
words,	 if	 someone	wanted	 to	 take	 a	 network	off	 the	 air,	
they	could	do	it	either	by	taking	the	network	off	the	air,	or	
by	 taking	 the	 networks	 it	 connects	 to	 off	 the	 air,	 ad	
infinitum.		

There	 are	many,	many,	ways	 someone	 can	 deny	 service,	
ranging	 from	 the	 complex	 to	 the	 brute‐force.	 Presenting	
these	attacks	to	the	media	can	be	good	to	inform	others	of	
the	 potential	 risks	 they	 face.	 It	 can	 also	 be	 a	 drawback,	
because	 people	 want	 to	 mimic	 these	 actions.	 Denial	 of	
service	 attacks	 have	 been	 increasing	 in	 popularity	
because	 kids	 can	 simply	 download	 software	 that	will	 do	
the	 attack	 work	 for	 them.	 All	 they	 need	 is	 an	 internet	
connection	and	a	 compiler,	 such	as	gcc	 that	 comes	along	
with	a	free	distribution	of	Linux.	With	these	 'easy	to	use'	
programs,	 people	 think	 they	 should	 not	 be	 held	
accountable	 for	 their	 actions	 if	 they	 really	 didn't	 know	
what	they	were	doing.	There	is	a	hefty	penalty	for	getting	
caught	disrupting	someone	else's	services	by	a	DoS	attack.	
Someone	 found	 guilty	 of	 engaging	 in	 a	 DoS	 attack	 will	
suffer	a	penalty	of	6	months	to	5	years	in	jail	and	up	to	a	
$250,000	fine.	

2.1 ANALYSIS	

Denial‐of‐service	 (DoS)	 attacks	 exploit	 this	 to	 target	
critical	 Web	 services.	 his	 type	 of	 attack	 is	 intended	 to	
make	 a	 computer	 resource	 unavailable	 to	 its	 legitimate	
user’s.	

Solution	1	:		

In	 this	 case	 we	 have	 a	 request	 number	 which	 is	 being	
prompted	 form	 the	 user	 before	 starting	 the	
communication	and	if	the	request	number	is	being	among	

the	valid	request	number	then	the	access	to	the	network	
services	will	be	granted.	

Steps	for	the	validation	process	

Step1:	Read	the	Request	Number	

Step	2;	Check	form	the	valid	list	of	the	request	numbers	

Step	3:		 If	the	request	number	is	valid		

Grant	the	access	to	the	communication	system	

													 Else		

Access	is	not	granted	

	 End	

Step	4	Release	all	resources	

Solution	2	:		

In	this	case	we	have	the	concept	of	checking	how	long	the	
service	 is	 being	 waited	 for	 being	 granted	 ,	 suppose	 we	
have	assigned	a	limit	of	30	seconds	,	if	the	service	if	being	
waited	 for	 granted	 for	 more	 than	 30	 seconds	 than	 the	
waiting	is	being	cancelled.	

Step1:	Request	the	Service	

Step	2;	Check	form	the	wait	count	

Step	3:	If	service	granted	

Grant	the	access	to	the	communication	system	

													 Else	if	waited	for	more	than	30	seconds	

Access	is	not	granted	

	 End	

Step	4	Release	all	resources	

3. IMPLEMENTATION	

	

Figure	2:	Implementation	in	Matlab,About	DOS		[Ref.	
Proposed	Implementation]	
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Figure	3:	Symptoms	of	DOS	[Ref.	Proposed	
Implementation]		

	

Figure	4:	Attack	Simulation	[Ref.	Proposed	
Implementation]	

4. REQUIREMENT	SPECIFICATION	

The	 main	 processing	 of	 data	 is	 done	 by	 using	 Software	
MATLAB	7	and	the	hardware	required	is	Intel(R)	Core™2	
Duo	CPU		E7500	@2.93GHz	2.93	GHz,2.96GB	of	RAM.		

5. CONCLUSION	

In	 current	 scenario	 of	we	 have	 implemented	DOS	 attack	
and	proposed	a	concept	of	providing	reference	parameter	
or	argument	as	overconing	 the	attack,	we	 latter	will	 find	
more	 advance	 ways	 like	 digital	 signatures	 etc.	 for	
overcoming	the	attacks	
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