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Figure	 1	 illustrates	 a	 translator	 for	 an	 IPv6	 site	
communicating	 with	 nodes	 in	 an	 IPv4	 network.	 The	
internal	routing	of	the	IPv6	site	must	be	configured	such	
that	 packets	 intended	 for	 IPv4	 nodes	 route	 to	 the	
translator.	Hosts	in	the	IPv6	site	send	packets	to	nodes	in	
the	 IPv4	 network	 using	 IPv6	 addresses	 that	 map	 to	
individual	 IPv4	 hosts.	 For	 this	 scenario,	 a	 design	
presented	 in	 [4]	 proposes	 that	 IPv6	 nodes	 use	 an	IPv4‐
compatible	 IPv6	address	 as	 their	 own	 address	 and	
an	IPv4‐mapped	 IPv6	address	when	 communicating	with	
IPv4‐only	nodes.	An	 IPv4‐compatible	 IPv6	address	holds	
an	 IPv4	 address	 in	 the	 low‐order	 32‐bits,	with	 a	 unique	
high‐order	 96‐bit	 prefix	 of	0:0:0:0:0:0(all	 zero	 bits),	 and	
always	 identifies	 an	 IPv6/IPv4	 or	 IPv6‐only	 node;	 they	
never	 identify	 an	 IPv4‐only	 node.	 Similarly,	 an	 IPv4‐
mapped	IPv6	address	identifies	an	IPv4‐only	node	and	its	
high‐order	 96‐bits	 bear	 the	 prefix0:0:0:0:0:FFFF.	 The	
address	 of	 any	 IPv4‐only	 node	may	 be	mapped	 into	 the	
IPv6	address	space	by	prefixing0:0:0:0:0:FFFF	to	 its	 IPv4	
address.	The	benefit	of	this	approach	is	that	the	translator	
can	 be	 stateless.	 However,	 regardless	 of	 the	 96‐bit	 IPv6	
prefix	 that	 is	 used	 to	 map	 between	 the	 IPv4	 and	 IPv6	
address	 domains	 it	 still	 remains	 necessary	 to	 identify	 a	
host	in	the	IPv6	site	with	an	unique	IPv4	address.	That	is,	
in	 Figure	 1,	 for	 Host	 B	 to	 communicate	 with	 Host	 A	
requires	an	 IPv4	address	 that	can	be	routed	 through	the	
IPv4	 Internet.	 To	 overcome	 this	 limitation	 a	 stateful	
translator	 could	 multiplex	 several	 IPv6	 hosts	 onto	 a	
single,	 globally	 unique	 IPv4	 address	 using	 the	 TCP/UDP	
port	translation	technique	described	in	[2].	

A	translator	for	an	IPv4	site	communicating	with	nodes	in	
an	 IPv6	 network.	 Hosts	 in	 the	 IPv4	 site	 send	 packets	 to	
nodes	 in	 the	 IPv6	 network	 using	 IPv4	 destination	
addresses	 assigned	 by	 the	 translator	 that	 map	 to	
individual	 IPv6	 hosts.	 For	 this	 to	 work,	 the	 internal	
routing	 of	 the	 IPv4	 site	 must	 contain	 routes	 to	 the	
translator	for	packets	with	the	destination	field	using	one	
of	 these	 IPv4	 addresses.	 The	 translator,	 upon	 receiving	
such	 packets,	 will	 do	 the	 IPv4‐to‐IPv6	 translation	 and	
forward	the	packet	to	the	IPv6	network.	In	contrast	to	the	
above	 scenario,	 the	 translator	 can	 use	 unique	 IPv6	
addresses	to	refer	to	nodes	in	the	IPv4	site	in	order	to	do	
IPv6‐to‐IPv4	 translation	 for	 packets	 it	 receives	 from	 the	
IPv6	 network.	 These	 IPv6	 addresses	 may	 come	 from	 a	
pool	that	is	dynamically	assigned	to	the	set	of	IPv4	hosts	
communicating	with	 IPv6	 hosts.	 A	 better	 approach	 is	 to	
assign	unique	and	routable	IPv6	addresses	to	all	nodes	in	
the	 IPv4	site	and	to	register	 them	with	DNS.	This	should	
be	 easily	 possible	 given	 that	 the	 IPv6	 address	 space	 is	
sufficiently	 large,	 and	 also	 has	 the	 benefit	 that	 arbitrary	
hosts	 in	 the	 IPv6	 Internet	 can	 easily	 lookup	 and	 initiate	
sessions	with	nodes	in	the	IPv4	site	via	the	translator.	

2. IMPORTANCE	 AND	 RELEVANCE	 OF	 THE	
STUDY	

As	 described	 above,	 the	 performance	 is	 the	 primary	
requirement	 of	 source	 address	 validation	 algorithm.	 In	
our	 approach,	 this	 requirement	 means	 whether	 the	
performance	of	the	hash	digest	algorithm	is	high	enough.	
We	do	some	experiments	to	 testify	 it.	Table	1	shows	our	
experimental	results,	which	are	evaluated	in	the	platform	
of	 Intel	 P4	 2.0G	 CPU	 and	 512M	 memory.	 HASH	 Digest	
algorithm	 the	 capacity	 per	 second	 (MB/S)	MD5	 204.346	

SHA‐1	65.963.	

The	 results	 show	 that	 the	 performance	 of	MD5	 is	 about	
1.63	 Gbps	 (204.346MB/s	 ×	 8).	 This	 performance	 can	
satisfy	 the	 requirements	 of	 most	 edge	 networks.	 We	
should	 note	 that	 this	 result	 is	 gotten	 from	 the	 MD5	
algorithm	implemented	 in	 the	software.	 If	we	 implement	
the	 MD5	 algorithm	 by	 using	 hardware,	 we	 will	 get	 a	
higher	 performance.	 Therefore,	 the	 source	 address	
validation	 algorithm	 in	 our	 approach	 is	 completely	
feasible.	

2.1	THE	CORRECTNESS	EVALUATE	

In	 order	 to	 test	 the	 correctness	 and	 the	 effectiveness	 of	
the	 source	 address	 validation	 mechanism	 and	 the	 anti‐
replay	 mechanism,	 we	 performed	 a	 simulation	
experiment	

	

Figure	3:	Water	Pumping	System	level	switch	in	the	well	

[Ref.	 http://iamechatronics.com/notes/lessons‐in‐
instrumentation/477‐limit‐selector‐and‐override‐
control]	

As	 shown	 in	Figure	4,	 host	A	 is	 the	 victim;	host	B	 sends	
packets	to	somewhere	outside	the	edge	network	using	the	
host	A’s	IP	address	as	its	source	address;	host	C	sniffs	the	
packets	sent	by	A	and	replays	them.	Initially,	the	functions	
of	 the	 security	 gateway	 are	 turned	 off.	 All	 the	 forged	
packets	produced	by	B	 and	 the	 replay	packets	produced	
by	C	can	be	sent	outwards.	Once	we	turn	on	the	functions	
of	 the	 security	 gateway,	 all	 these	 malicious	 packets	 are	
filtered	 by	 the	 security	 gateway	 (We	 build	 10,000,000	
malicious	 packets	 during	 the	 experiment.).	 The	
experiment	 results	 show	 that	 both	 the	 source	 address	
validation	mechanism	and	the	anti‐replay	mechanism	are	
effective		

2.2 PROPOSED	MODEL	

We	 aim	 to	 prevent	 the	 attackers	 from	 attacking	
somewhere	 outside	 the	 IPv6	 edge	 network	 with	 forged	
source	 address	 in	 the	 fine	 granularity.	 The	 proposed	
methods	 include	 source	 address	 authentication	 and	 the	
mechanism	 of	 anti‐replay.	 The	 authentication	 algorithm	
uses	 the	signature	generated	by	 the	hash	digest	 function	
(such	 as	MD5,	 SHA‐1,	 etc.)	with	 the	 session	 key	 and	 the	
certain	 part	 of	 the	 packet.	 The	 anti‐replay	 mechanism	
combines	 the	 sequence	 number	 method	 and	 the	
timestamp	 method	 to	 prevent	 the	 replay	 attack	 more	
reliably.	 We	 evaluate	 our	 approach	 by	 using	 the	
simulation	 experiments.	 The	 experiment	 results	 show	
that	 our	 approach	 can	 prevent	 the	 source	 address	
spoofing	 and	 the	 replay	 attack	 effectively;	 and	 the	
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performance	of	our	approach	is	high	enough	to	satisfy	the	
requirement	 of	 the	 most	 edge	 networks.	 Moreover,	 our	
approach	 supports	 partial	 employment.	 The	 proposed	
fine‐granularity	method	can	work	with	other	effective	but	
rough	granularity	methods	such	as	ingress	filing	and	SPM	
to	 form	 multi‐fence	 defense	 architecture	 for	 the	 next	
generation	Internet.	We	have	implemented	the	prototype	
system	and	are	deploying	those	mechanisms	in	CERNET2	
(China	 Education	 and	 Research	 Network)	 IPv6	 network.	
The	proposed	method	doesn’t	consider	the	multi	homing	
situation	 yet,	 which	 refers	 to	 that	 an	 edge	 network	
obtains	two	or	more	simultaneous	IP	connectivity.	 In	the	
multi	 homing	 environment,	 a	 host	 in	 the	 edge	 network	
may	have	several	IP	addresses	and	the	edge	network	may	
have	several	outbound	links	to	different	ISPs.	In	this	case,	
we	 are	 studying	 whether	 we	 should	 deploy	 security	
gateway	 for	 each	 outbound	 link	 or	 just	 use	 one	 security	
gateway	for	all	outbound	traffic.	We	are	also	considering	a	
gateway	 backup	 mechanism	 to	 protect	 the	 security	
gateway	from	attacking	and	becoming	a	bottleneck	of	the	
user	traffic.	

2.3 ANALYSIS	

In	 this	 thesis	 we	 have	 proposed	 a	 solution	 in	 order	 to	
double	protect	the	whole	system.	

In	 order	 to	 provide	 the	 double	 security,	 we	 have	
encrypted	IP	address	as	well	as	the	data.	

In	order	to	encrypt	the	IP	address	we	have	taken	the	key	
which	will	be	of	4	characters	in	length.	And	it	will	encrypt	
the	IP	address	by	adding	the	ASCII	value	of	each	character	
to	the	each	of	the	IP	part.		

And	the	key	is	further	encrypt	and	the	last	IP	part	will	be	
concatenated	in	the	key.	

Now	 to	 decrypt	 the	 IP,	 the	 process	 is	 the	 receiver	when	
type	 the	 encrypted	 IP	 with	 the	 Key,	 the	 first	 four	
characters	of	the	key	are	first	extracted	and	then	decrypt	
the	encrypted	IP	by	subtracting	the	ASCII	values	and	also	
the	last	part	of	the	new	IP	is	matched	with	the	remaining	
characters	of	the	encrypted	key.	And	if	the	match	then	we	
proceeds	further.	

Algorithm	of	Encrypting	IP	is	as	follows,	

Step	1	:	Read	IP,KEY	

Step	 2:	 If	 Length(KEY)	 <>	 4	 then	 Exit	 by	 Giving	 Error	
Message	

Step	 3:	 Extract	 each	 part	 of	 IP	 address	 separated	 by	
.(period)	

Step	 4:	 Now	 find	 ASCII	 values	 of	 each	 of	 the	 four	
characters	

Step	 5:	 Add	 the	 both	 values	 to	 get	 the	 encrypted	 IP	
denoted	by	EIP.	

Step	6:	Now	last	 IP	part	of	our	actual	 IP	 is	extracted	and	
concatenated	with	the	KEY	to	form	the	new	EKEY.	

	

Algorithm	of	Decrypting	IP	is	as	follows,	

Step	1	:	Read	EIP,EKEY	

Step	2:	Extract	first	four	character	of	EKEY	and	find	their	
ASCII	values.	

	Step	 3:	 Extract	 each	 part	 of	 EIP	 address	 separated	 by	
.(period)	

Step	 5:	 Subtract	 the	 both	 values	 to	 get	 the	 actual	 IP	
denoted	by	IP.	

Step	6:	Now	last	 IP	part	of	our	actual	 IP	 is	extracted	and	
compared	 with	 the	 characters	 after	 the	 first	 four	
characters	in	the	EKEY.	

Step	7:	If	both	match	then	we	will	proceed	further.	

Encrypting	the	Plain	Text		

Now	 the	 Message	 is	 also	 further	 encrypted	 	 and	 in	 this	
case	we	will	follow	the	following	steps.	

Step	1:	Read	PTEXT	

Step	2:	KEY	initialized	with	

Dim	KEY_128	As	Byte()	=	{42,	1,	52,	67,	231,	13,	94,	101,	
123,	6,	0,	12,	32,	91,	4,	111,	31,	70,	21,	141,	123,	142,	234,	
82,	95,	129,	187,	162,	12,	55,	98,	23}	

Step	3:	IV	initialized	with	

Dim	 IV_128	As	 Byte()	 =	 {234,	 12,	 52,	 44,	 214,	 222,	 200,	
109,	2,	98,	45,	76,	88,	53,	23,	78}	

Step	4	:	CTEXT	which	is	cipher	text	is	formed.	

Decrypting	the	Plain	Text		

Now	the	Message	is	also	decrypted	after	the	validation	of	
IP		and	in	this	case	we	will	follow	the	following	steps.	

Step	1:	Read	CTEXT	

Step	2:	KEY	initialized	with	

Dim	KEY_128	As	Byte()	=	{42,	1,	52,	67,	231,	13,	94,	101,	
123,	6,	0,	12,	32,	91,	4,	111,	31,	70,	21,	141,	123,	142,	234,	
82,	95,	129,	187,	162,	12,	55,	98,	23}	

Step	3:	IV	initialized	with	

Dim	 IV_128	As	 Byte()	 =	 {234,	 12,	 52,	 44,	 214,	 222,	 200,	
109,	2,	98,	45,	76,	88,	53,	23,	78}	

Step	4	:	PTEXT	which	is	plain	text	is	formed.	

3. IMPLEMENTATION	

Here	 we	 have	 proposed	 a	 solution	 which	 is	 being	
implemented	in	 .Net	and	hereby	we	will	describe	each	of	
the	forms	with	their	working.	
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In	this	form	we	have		give	the	IP	address	192.168.1.212	,	
which	is	being	implemented	using	the	key	jkac	

	

This	 form	will	 be	 used	 for	 encrypting	 the	 text	 using	 the	
key	 	

	

	

This	will	first	decrypt	the	key	and	if	it	found	ok	then	it	will	
display	the	Plain	Text	decryption	form	

4. CONCLUSION	

The	 proposed	 fine‐granularity	 method	 can	 work	 with	
other	 effective	 but	 rough	 granularity	 methods	 such	 as	
ingress	 filing	 and	 SPM	 to	 form	 multi‐fence	 defense	
architecture	 for	 the	 next	 generation	 Internet.	 We	 have	
implemented	 the	 prototype	 system	 and	 are	 deploying	
those	 mechanisms	 in	 CERNET2.	 The	 proposed	 methods	
include	 source	 address	 authentication	 by	 using	 session	
key	 and	 hash	 digest	 algorithm,	 and	 replay	 attack	
prevention	 by	 combining	 the	 sequence	 number	 method	
and	 the	 timestamp	 method.	 This	 paper	 presents	 the	
algorithm	 design	 and	 evaluates	 its	 feasibility	 and	
correctness	by	simulation	experiments.	
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