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ABSTRACT	

In	 this	paper	a	new	 technique	 is	 stated	which	 is	 implement	 the	 security	 concept	 in	 the	wireless	networks.	 In	 the	wireless	
networks	on	of	the	foremost	problem	is	the	authentication	of	the	authorized	user	,	which	we	have	done	by	taking	the	image	as	
a	password	and	also	the	image	is	encrypted	further	to	enhance	the	security	

WSNs	 consist	 of	multifunction	 and	 spatially	 distributed	 sensor	 nodes	 that	 are	 small	 in	 size.	 The	 sensor	 nodes	 integrate	
different	properties	for	sensing	the	environment,	as	well	as	data	processing	and	communication	among	other	sensors.	WSN	
monitors	physical	or	environmental	conditions,	such	as	temperature,	sound,	vibration,	pressure,	humidity,	motion	or	pollution.	
WSNs	perform	an	 important	 role	 in	many	applications,	 such	as	battlefields	 surveillance,	patient	health	monitoring,	home	
automation,	traffic	control,	environmental	observation	and	building	intrusion	surveillance.	

KEYWORDS:	Encryption,	Decryption,	Image	encryption.	

	

1. INTRODUCTION	

The	 wireless	 networking	 has	 improved	 productivity	
through	 increased	 accessibility	 to	 information	 resources	
and	 easier,	 faster	 and	 less	 expensive	 network	
configuration.	WSNs	provide	convenience,	cost	efficiency,	
and	ease	of	integration	with	other	networks	and	network	
components.	 However,	 wireless	 technology	 also	 creates	
new	threats.	Since	communication	 for	WSNs	are	 through	
radio	 frequencies,	 the	risk	of	 interception	 is	greater	than	
with	wired	networks.	

If	the	message	is	not	encrypted,	or	encrypted	with	a	weak	
algorithm,	the	attacker	can	read	it,	thereby	compromising	
confidentiality.	 Security	 objectives	 include:	 preserving	
confidentiality,	 ensuring	 integrity,	 and	 maintaining	
availability	of	the	information	and	information	systems.	

WSNs	present	a	handful	of	 issues	 for	network	managers.	
Unauthorized	 access	 points,	 unknown	 stations,	 captured	
nodes,	 spoofed	 acknowledgements	 are	 just	 a	 few	 of	 the	
problems	addressed	in	WSN	troubleshooting.	

Moreover,	 onsite	 maintenance	 for	 remotely	 deployed	
sensor	nodes	is	 infeasible,	 thus	a	thorough	consideration	
of	 security	 solutions	 and	 troubleshooting	 tools	 must	 be	
available.	

In	 this	paper,	 the	different	countermeasure	schemes	and	
solutions	that	can	address	the	risks	offered	by	the	threats	
and	 attacks	 related	 to	 WSNs	 have	 been	 identified	 and	
discussed.	 Although	 these	 threats	 cannot	 be	 totally	
eliminated,	a	desired	level	of	security	can	be	achieved	by	
adopting	 such	 countermeasure.	 The	 objective	 of	 this	
paper	 is	 to	 assist	 managers	 in	 making	 decisions	 by	
providing	them	with	a	basic	understanding	of	 the	nature	
of	 the	 various	 threats	 associated	 with	 wireless	

networking	and	available	countermeasures.	

Wireless	sensor	networks	(WSNs)	consist	of	hundreds	or	
even	 thousands	 of	 small	 devices	 each	 with	 sensing,	
processing,	 and	 communication	 capabilities	 to	 monitor	
the	 real‐world	environment.	They	are	envisioned	 to	play	
an	important	role	in	a	wide	variety	of	areas	ranging	from	
critical	 military	 surveillance	 applications	 to	 forest	 fire	
monitoring	 and	 building	 security	monitoring	 in	 the	 near	
future.	In	these	networks,	a	large	number	of	sensor	nodes	
are	 deployed	 to	 monitor	 a	 vast	 field,	 where	 the	
operational	 conditions	 are	 most	 often	 harsh	 or	 even	
hostile.	However,	the	nodes	in	WSNs	have	severe	resource	
constraints	due	to	their	lack	of	processing	power,	limited	
memory	 and	 energy.	 Since	 these	 networks	 are	 usually	
deployed	 in	 remote	 places	 and	 left	 unattended,	 they	
should	be	equipped	with	 security	mechanisms	 to	defend	
against	attacks	such	as	node	capture,	physical	tampering,	
eavesdropping,	denial	of	service,	etc.	

2. IMPORTANCE	 AND	 RELEVANCE	 OF	 THE	
STUDY	

WSN	Vulnerabilities,	Threats	and	Attacks:	

This	section	covers	 the	different	attacks	and	threats	 that	
relate	to	WSNs.	Most	of	these	attacks	are	similar	to	those	
that	 apply	 to	 traditional	 networks.	 However	 a	 node	
capture	attack	 is	 a	 totally	new	and	distinct	phenomenon	
which	does	not	apply	to	traditional	networks.	

2.1	NODE	CAPTURE	ATTACK	

One	of	 the	distinct	attacks	 in	WSNs	 is	a	node	capture.	 In	
this	 attack,	 an	 attacker	 gains	 full	 control	 over	 a	 sensor	
node	 through	a	direct	physical	 access.	Then	 the	 attacker	
can	 easily	 extract	 cryptographic	 primitives	 and	 obtain	
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unlimited	access	to	the	information	stored	on	the	memory	
chip	of	 the	captured	node	through	a	reverse	engineering	
process	with	the	potential	to	cause	substantial	damage	to	
the	entire	WSN.	

Three	 main	 factors	 that	 can	 aid	 the	 attackers	 during	 a	
node	capture	attack:	

•	If	sensor	nodes	within	the	WSN	share	a	key	or	keys	with	
neighboring	nodes	that	is	used	to	encrypt	or	decrypt	data.	

•	 A	 node	 capture	 attack	 has	 a	 great	 impact	 on	 the	
structure	or	topology	of	a	WSN.	

•	The	density	of	 the	WSN	has	a	direct	 influence	on	node	
capture	 attacks,	 having	 a	 similar	 affect	 to	 the	 network	
structure.	

2.2	SIDE	CHANNEL	ATTACK	

A	side	channel	attack	refers	to	any	attack	that	is	based	on	
information	 gathered	 from	 the	 physical	 implementation	
of	 a	 cryptosystem,	 in	 contrast	 to	 vulnerabilities	 in	 the	
algorithm	itself	[9].	For	example	the	attacker	monitors	the	
power	 consumption	 or	 the	 electromagnetic	 (EM)	
emanation	 from	 such	 cryptographic	 devices,	 and	 then	
analyzes	 the	 collected	 data	 to	 extract	 the	 associated	
crypto	key.	

Side	channel	attacks	include:	

•	Simple	power	analysis	(SPA)	is	a	technique	that	involves	
directly	 interpreting	 power	 consumption	 measurements	
collected	 during	 cryptographic	 operations.	 No	 statistical	
analysis	is	required	in	such	an	attack.	

•	Simple	electromagnetic	analysis	(SEMA)	an	adversary	is	
able	 to	 extract	 compromising	 information	 from	 a	 single	
electromagnetic	sample.	

•	 In	 differential	 power	 analysis	 (DPA)	 an	 adversary	
monitors	 the	power	consumed	by	cryptographic	devices,	
and	then	statistically	analyzes	the	collected	data	to	extract	
a	key	in	contrast	to	the	simple	power	analysis.	

•	In	differential	electromagnetic	analysis	(DEMA),	instead	
of	 monitoring	 the	 power	 consumption,	 an	 attacker	
monitors	electromagnetic	emanations	from	cryptographic	
devices,	and	then	the	same	statistical	analysis	as	 that	 for	
the	 differential	 power	 analysis	 is	 performed	 on	 the	
collected	 electromagnetic	 data	 to	 extract	 secret	
parameters.		

2.3	DENIAL	OF	SERVICES	(DoS)	

A	Denial‐of‐Service	attack	(DoS)	occurs	when	an	attacker	
continually	 bombards	 a	 targeted	 AP	 (Access	 Point)	 or	
network	 with	 bogus	 requests,	 premature	 successful	
connection	 messages,	 failure	 messages,	 and/or	 other	
commands.	DoS	is	an	event	that	diminishes	or	eliminates	
a	 network’s	 capacity	 to	 perform	 its	 expected	 function	
through	 hardware	 failures,	 software	 bugs,	 resource	
exhaustion,	malicious	broadcasting	of	high	energy	signals,	
environmental	conditions,	or	any	complicated	interaction	
between	these	factors.	

Communication	 systems	 could	 be	 jammed	 completely	 if	

such	 attacks	 succeed.	Other	 denial	 of	 service	 attacks	 are	
also	 possible,	 e.g.,	 inhibiting	 communication	 by	 violating	
the	 MAC	 protocol.	 These	 cause	 legitimate	 users	 not	 be	
able	 to	 get	 on	 the	 network	 and	 may	 even	 cause	 the	
network	 to	 crash.	 These	 attacks	 rely	 on	 the	 abuse	 of	
protocols	 such	 as	 the	Extensible	Authentication	Protocol	
(EAP).	

2.4	SOFTWARE	ATTACKS	

In	 Software‐based	 attacks	on	WSNs,	 an	 attacker	may	 try	
to	modify	the	software	code	in	memory	or	exploit	known	
vulnerabilities	 in	 the	 software	 code.	 A	 well‐known	
example	 of	 such	 an	 attack	 is	 a	 buffer	 overflow	 attack	
where	 a	 process	 attempts	 to	 store	 data	 beyond	 the	
boundaries	of	a	 fixed	 length	buffer,	 thus,	 resulting	 in	 the	
extra	data	overwriting	the	adjacent	memory	locations.	

2.5	ROUTING	ATTACKS	

As	described	earlier,	every	node	acts	as	a	router	in	a	WSN.	
Routing	 and	 data	 forwarding	 are	 an	 important	 task	 for	
sensor	 nodes.	 Routing	 protocols	 have	 to	 be	 energy	 and	
memory	 efficient,	 but	 at	 the	 same	 time	 they	 have	 to	 be	
robust	against	attacks	and	node	failures.	There	have	been	
many	 power‐efficient	 routing	 protocols	 proposed	 for	
WSNs.	 However,	 most	 of	 them	 suffer	 from	 security	
vulnerabilities	of	one	sort	or	another.	In	the	real	world,	a	
secure	 routing	 protocol	 should	 guarantee	 the	 integrity,	
authenticity	and	availability	of	messages	 in	 the	existence	
of	 adversaries	 of	 arbitrary	 power.	 Every	 authorized	
receiver	 should	 receive	all	messages	proposed	 for	 it	 and	
should	 be	 capable	 of	 proving	 the	 integrity	 of	 every	
message	and	also	the	identity	of	the	sender.	

Some	of	the	routing	protocol	attacks	are	the	following:	

•	Black	hole	attacks	or	packet	drop	attack;	

•	Spoofed,	altered,	or	replayed	attack;	

•	Wormholes	attack;	

•	Selective	forwarding	attack;	

•	Sinkhole	attack;	

•	HELLO	flood	attack;	

•	Acknowledgement	spoofing.	

2.6	TRAFFIC	ANALYSIS	ATTACKS	

All	 communication	 is	 WSNs	 is	 moving	 toward	 a	 base	
station	 in	 many‐to‐one	 or	 many‐to‐few	 patterns.	 An	
attacker	 is	 able	 to	 gather	 much	 information	 on	 the	
topology	of	the	network	as	well	as	the	location	of	the	base	
station	 and	 other	 strategic	 nodes	 by	 observing	 traffic	
volumes	and	pattern.	

There	are	two	types	of	traffic	analysis	attacks	in	WSNs:	a	
rate	monitoring	attack	and	a	time	correlation	attack.	In	a	
rate	 monitoring	 attack	 an	 attacker	 monitors	 the	 packet	
sending	rate	of	nodes	near	the	attacker	and	moves	closer	
to	the	nodes	that	have	a	higher	packet	sending	rate.		

In	 a	 time	 correlation	 attack	 an	 attacker	 observes	 the	
correlation	 in	 sending	 time	 between	 a	 node	 and	 its	
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neighbor	node	that	is	assumed	to	be	forwarding	the	same	
packet	 and	 deduces	 the	 path	 by	 following	 the	 sound	 for	
each	 forwarding	 operation	 as	 the	 packet	 propagates	
towards	the	base	station.	

2.7	SYBIL	ATTACKS	

The	 Sybil	 attack	 is	 defined	 as	 a	 malicious	 device	
illegitimately	taking	on	multiple	identities.	For	example,	a	
malicious	node	can	claim	false	 identities,	or	 impersonate	
other	 legitimate	 nodes	 in	 the	 network.	 The	 Sybil	 attack	
can	 affect	 a	 number	 of	 different	 protocols	 such	 as	 the	
following:	

•	Distributed	storage	protocols;	

•	Routing	protocols;	

•	Data	aggregation	(used	in	query	protocols);	

•	Voting	(used	in	many	trust	schemes);	

•	Fair	resource	allocation	protocols;	

•	Misbehavior	detection	protocols.	

To	attack	routing	protocols	a	Sybil	attack	would	rely	on	a	
malicious	 node	 taking	 on	 the	 identity	 of	multiple	 nodes,	
thus	 routing	 multiple	 paths	 through	 a	 single	 malicious	
node.	 However	 the	 Sybil	 attack	 can	 operate	 in	 different	
ways	to	attack	the	protocols	listed	above.	

2.8	ATTACKS	ON	IN‐NETWORK	PROCESSING	

Data	aggregation	or	 in‐network	processing	 is	very	useful	
in	terms	of	reducing	the	communication	overhead.	

However	 there	 can	 be	 different	 types	 of	 attack	 on	 in‐
network	processing:	

•	 Compromise	 a	 node	 physically	 to	 affect	 aggregated	
results;	

•	Attack	aggregator	nodes	using	different	attacks;	

•	Send	false	information	to	affect	the	aggregation	results.	

2.9	 ATTACKS	 ON	 TIME	 SYNCHRONIZATION	
PROTOCOLS	

Time	synchronization	protocols	provide	a	mechanism	for	
synchronizing	 the	 local	 clocks	 of	 nodes	 in	 a	 sensor	
network.	 Three	 of	 the	most	 prominent	protocols	 are	 the	
reference	 broadcast	 synchronization	 (RBS)	 protocol,	
Timing‐sync	 Protocol	 for	 Sensor	 Networks	 (TPSN)	 and	
Flooding	 Time	 Synchronization	 Protocol	 (FTSP).	 Since	
most	 of	 the	 time	 synchronization	 protocols	 do	 not	
consider	 security,	 an	 attacker	 can	 physically	 capture	 a	
fraction	of	 the	nodes	and	 injecting	 them	with	 faulty	time	
synchronization	 message	 updates	 easily.	 This	 event	 can	
make	 the	 nodes	 in	 the	 entire	 network	 out‐of‐sync	 with	
each	other.	

2.10	REPLICATION	ATTACKS	

There	are	two	ways	to	launch	replication	attacks	in	WSNs.	
First,	 an	attacker	 can	eavesdrop	on	communications	and	
resend	old	packets	again	multiple	times	in	order	to	waste	

its	 neighboring	 sensor	 nodes	 energy.	 Then,	 an	 attacker	
can	 insert	additional	replicated	hostile	sensor	nodes	 into	
the	 WSN	 after	 obtaining	 some	 secret	 information	 from	
captured	sensor	nodes	or	through	infiltration.	

ANALYSIS	

In	 this	 paper	 we	 have	 devised	 the	 simulation	 of	 the	
security	mechanism.	

In	 this	 we	 will	 first	 register	 the	 user	 by	 giving	 the	
following	details	

 User	name	

 Password	which	 is	 the	 image	and	 it	will	be	stored	 in	 the	
encrypted	manner.	

 Emailid	

 Phone	number	

Now	,	in	order	to	implement	the	login	process	,	

 Firstly	the	user	name	and	password	in	the	form	of	image	
is	given	

 Secondly	if	the	username	is	present	in	the	database	,	then	
the	 image	 corresponding	 to	 its	 password	 is	 fetched	 and	
decrypted.	

 Both	the	images	are	then	compared	and	if	matched		then	
the	user	details	will	be	displayed.	

3. IMPLEMENTATION	

	

Figure	1:	Implementation	in	.Net	Main	Screen	

[Ref.	Proposed	Implementation]	
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Figure	2:	Image	Encryption	Screen	

[Ref.	Proposed	Implementation]	

	

Figure	3:	Image	Decryption	Screen	

[Ref.	Proposed	Implementation]	

	

Figure	4:	User	Registration	[Ref.	Proposed	
Implementation]	

	

Figure	5:	Login	Screen	[Ref.	Proposed	Implementation]	

4. REQUIREMENT	SPECIFICATION	

The	 main	 processing	 of	 data	 is	 done	 by	 using	 Software	
MATLAB	7	and	the	hardware	required	is	Intel(R)	Core™2	
Duo	CPU		E7500	@2.93GHz	2.93	GHz,2.96GB	of	RAM.		

5. CONCLUSION	

In	current	scenario	of	we	have	implemented	the	Security	
mechanism	using	the	images	and	in	future	not	only	for	the	
password	 this	 mechanism	 can	 also	 we	 implemented	 for	
transferring	the	actual	data	also.	
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