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ABSTRACT	

It	becomes	very	important	when	it	comes	to	the	data	transmission	over	a	channel,	as	the	major	issues	are	associated	with	it.	
One	of	the	biggest	challanges	is	to	make	the	system	more	secure	and	it	should	be	able	to	detect	the	errors	as	well.	In	this	thesis	
the	concept	of	orthogonal	encoding	has	been	adopted	to	reduce	the	security	threats	and	it	also	enables	the	system	to	detect	
the	errors.	For	the	fast	communication	the	system	has	been	enabled	with	a	SIPO	and	a	PISO	pair	as	well.	 	

Index	Terms—Orthogonal,	sipo,	piso,	security.

1. INTRODUCTION	 	

In	 this	 paper	 a	 system	has	 been	 proposed	 to	 transmit	 the	
data	 over	 a	 channel	 securely	 and	 quickly,	 to	 enable	 it	 few	
concepts	 have	 been	 used	 in	 this	 system,	 orthogonal	
encoding,	SIPO	(Serial	In	and	Parallel	Out),	PISO	(Parallel	in	
Serial	Out).	 	

Orthogonal	 codes	 have	 zero	 cross‐correlation!	 They	 may	
seem	to	be	attractive	to	replace	PN	codes	which	have	non‐
zero	cross‐correlations	but	things	are	not	going	perfect.	The	
cross‐correlation	value	is	zero	only	when	there	is	no	offset	
between	the	codes.	In	fact,	they	have	large	cross‐correlation	
values	 with	 different	 offsets,	 much	 larger	 than	 PN	 codes.	
The	 autocorrelation	 property	 is	 usually	 not	 good	 either.	
Orthogonal	 codes	 have	 an	 application	 in	 perfectly	
synchronized	 environments	 such	 as	 in	 the	 forward	 link	 of	
mobile	communications.	 	

A	 serial‐in/parallel‐out	 shift	 register	 is,	 which	 shifts	 data	
into	 internal	 storage	 elements	 and	 shifts	 data	 out	 at	 the	
serial‐out,	data‐out,	pin.	It	is	different	in	that	it	makes	all	the	
internal	 stages	 available	 as	 outputs.	 Therefore,	 a	
serial‐in/parallelout	shift	register	converts	data	from	serial	
format	to	parallel	 format.	 If	 four	data	bits	are	shifted	in	by	
four	clock	pulses	via	a	single	wire	at	data‐in,	below,	the	data	
becomes	 available	 simultaneously	 on	 the	 four	 Outputs	 QA	
to	QD	after	the	fourth	clock	pulse.	 	

Figure	1:	SIPO	with	four	stages	

The	parallel	data	is	loaded	into	the	register	simultaneously	
and	 is	 shifted	 out	 of	 the	 register	 serially	 one	 bit	 at	 a	 time	
under	clock	control	is	known	as	PISO.	 	

2. PREVIOUS	WORK	

We	 have	 made	 an	 extensive	 research	 regarding	 the	 gen‐

eration	of	the	random	key	for	the	encryption	of	data.	M.G.	
Madiseh	 et.	 al.	 [1]	 used	 the	 information	of	 the	 source	 in	
order	 to	 generate	 the	 random	 key,	 the	 author	 has	
generated	the	key	rather	than	keeping	an	eye	on	the	key	
distribution.	 The	 author	 has	 used	 the	 characteristics	 of	
the	 random	 source	 and	 then	 generated	 the	 key.	 In	 my	
proposed	 approach	 I	 will	 try	 to	 use	 some	 easy	 way	 to	
generate	the	key	rather	than	going	for	the	information	of	
the	random	source.	G	Ramesh	et.	al.	 	

[3]	has	proposed	the	new	encryption	algorithm	in	which	a	
key	 is	 generated	 randomly	 and	 used	 for	 the	 encryption	
but	 the	 algorithm	 proposed	 by	 him	 is	 very	 complex,	
includes	lots	of	computation	and	difficult	to	implement.	N	
Khanna	et.	al.	 	

[2]	 algorithm	 that	 uses	 the	 symmetric	 key	 cryptography	
in	which	 the	 key	must	 be	 known	 on	 the	 both	 sides	 and	
using	 that	 key	 certain	 parameters	 are	 calculated	 which	
then	 be	 used	 to	 construct	 the	 matrix	 and	 then	 the	
encryption	 is	done	but	as	 the	key	must	be	known	at	 the	
both	sides	so	 that	may	 lead	 to	problems	that	 if	 the	 third	
party	 get	 to	 know	 about	 the	 key	 so	 the	 data	 won’t	 be	
secure	 any	more.	 Hatem	Hamad	 and	 Souhir	 Elkourd	 [4]	
used	the	method	for	key	generation	in	mobile	network.	In	
their	 paper	 they	 have	 used	 the	 location	 coordinates	 and	
the	dtd	for	their	key	generation	but	the	problem	with	that	
was	that	the	phone	has	to	be	GPS	enabled	and	if	there	the	
device	is	moving	fast	so	there	are	chances	of	error	in	the	
generation	of	the	key.	

3. METHODOLOGY	

In	 this	 paper,	 the	 proposed	 model	 has	 in	 total	 of	 six	
sections.	 Data	 Input	 section,	 Data	 Encoding	 section,	
parallel	 conversion,	 Data	 received,	 Serial	 Conversion,	
Error	 detection,	 Data	 decoding	 and	 the	 Data	 Output	
Section.	 	

Data	Input	Section:	This	section	takes	the	serial	input	data	
from	 the	 input	 ports	 and	 fed	 it	 to	 the	 Data	 encoding	
section.	 	

Data	 Encoding:	 Here	 the	 main	 processing	 starts	 of	
converting	 input	 data	 into	 the	 orthogonal	 codes,	
orthogonal	 codes	 are	 those	 codes	 which	 have	 equal	
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number	 of	 zeros	 and	 ones	 and	 in	 this	 state	 they	 have	 the	
parity	as	zero	otherwise	its	parity	will	be	one.	 	

Serial	Conversion:	A	parallel	 in	serial	out	shift	register	will	
be	 used	 by	 the	 system	 to	 convert	 the	 parallel	 data	 into	 a	
serial	form	for	the	further	processing.	 	

Data	Recieved:	The	parallelly	converted	data	will	be	
recieved	by	the	reciever.	Parallel	Conversion:	Serial	in	
Parallel	out	shift	register	is	used	to	convert	the	serial	data	
into	the	parallel	data.	
	

	

Figure	2:	Proposed	Architecture	

Error	 Detection:	 The	 received	 data	 will	 now	 be	 examined	
and	 its	property	 for	being	orthogonal	will	 be	 tested	 and	 if	
the	parity	founds	to	be	zero	the	data	will	get	accepted	else	it	
will	be	thrashed	out.	 	

Data	Decoding:	From	the	key	used	for	data	encoding	the	the	
encoded	data	will	get	decoded	back	into	its	original	form	
and	hence	the	output	will	be	generated.	
 
4. RESULTS	

On	 successful	 compilation	 of	 the	 VHDL	 Code	 Xilinx	 will	
generate	few	corresponding	RTL	Schematic	diagrams.	 	

 
Figure	3:	Data	Encoder	

 
Figure	4:	Receiver	Module	

5. CONCLUSIONS	 	

After	 the	 successful	 implementation	 of	 the	 proposed	 ar‐
chitecture	 it	 can	be	postulated	that	Orthogonal	Encoding	
can	come	 in	handy	when	 the	situation	demands	 for	high	
security	along	with	the	error	detection	and	correction	as	
well,	 in	 future	 there	 can	 be	 various	 methodologies	 to	
enhance	 the	 designed	 system	 such	 as	 adding	 a	 mod	
counter	to	the	bits	of	the	transmiited	data	can	also	help	in	
error	detection	and	its	correction.	 	

REFERENCES	 	

[1]	M.G.	Madiesh,	M.L.	Mcguire,	 S.W.	Neville,”	 Secret	Key	
Generation	Within	Peer‐To‐Peer	Network	Overlays”,	p2p,	
Parallel,	 Grid,	 Cloud	 And	 Internet	 Computing	 (3pgcic),	
2012	Seventh	International	Conference,	Pp	156‐163,	Ieee	
2012.	 	

[2]	 N	 Khanna,	 J	 Nath	 ,	 J	 James,	 S	 Chakraborty,	 A	
Chakrabarti,	A	Nath,	”	New	Symmetric	Key	Cryptographic	
Algorithm	 Using	 Combined	 Bit	 Manipulation	 And	 Msa	
Encryption	Algorithm:	Njjsaa	Symmetric	Key	Algorithm”,	
2011	 International	 Conference	 On	 Communication	
Systems	 And	 Network	 Technologies,	 Pp	 125‐130,	 Ieee	
2011.	 	

[3]	 G	 Ramesh,	 R	 Umarani,	 “UMARAM:	 A	 novel	 fast	
encryption	 algorithm	 for	 data	 security	 in	 local	 area	
network”,	pp	758	–	768,	IEEE	2010.	 	

[4]	 Hatem	Hamad	 and	 Souhir	 Elkourd,”	 Data	 encryption	
using	 the	 dynamic	 location	 and	 speed	 of	 mobile	 node”	
Journal	Media	and	Communication	Studies,	Vol.	2(3),	pp.	
067‐075,	JMCS	2010.	 	

[5]	 I	 Zarei	 Moghadam,	 A.S.	 Rostami,	 M.R.	 Tanhatalab,”	
Designing	 A	 Random	 Number	 Generator	 With	 Novel	
Parallel	 Lfsr	 Substructure	 For	 Key	 Stream	 Ciphers	 ”,	
Computer	Design	And	Applications	 (Iccda),	 International	
Conference,	V5‐598	‐V5‐601,	Ieee	2010.	 	

[6]	T	Yao,	K	Fukui,	J	Nakashima,	T	Nakai,	“Initial	Common	
Secret	 Key	 Sharing	 Using	 Random	 Plaintexts	 For	
Short‐Range	Wireless	Communications	”,	Vol.	55,	Pp.	2025	
–	2033,	Ieee	2009.	 	

[7]	Dutta,	Chayan,”	A	New	Encryption‐Decryption	Scheme	
that	Solves	Key	Management	Problem	in	Remote	Sensing	
Satellite”,	 Emerging	 Trends	 in	 Engineering	 and	
Technology,	ICETET	’08,	pp.	1261	–	1266,	IEEE	2008.	 	

[8]	William	Stallings	(2004),	"Network	Security	Essentials	
(Applications	and	Standards)",	Pearson	Education.	 	

 
	

 

 

ROOPAM HARSH et al. 
Volume 3 Issue 3: 2015

Citation: 10.2348/ijset06150828 
Impact Factor- 3.25

ISSN (O): 2348-4098 
ISSN (P): 2395-4752

International Journal of Science, Engineering and Technology- www.ijset.in 829




