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ABSTRACT	

The	term	“Rijndael”	has	been	used	for	the	specification	in	advanced	encryption	standard	for	the	encryption	of	electronic	data.	
The	Rijndael	Algorithm	defined	by	AES	is	a	symmetric‐key	algorithm,	means	for	encrypting	and	decrypting	the	data	the	same	
key	is	used.	This	algorithm	uses	different	key	sizes	128,192,256	bits	and	it	is	suitable	for	both	software	and	hardware.	A	FPGA‐
based	Implementation	of	work	includes	both	encryption	and	decryption	process	will	be	operated	with	key	size	256	bits	and	the	
AES	encrypted	and	decrypted	both	devices	are	integrated.	The	key	size	256	bits	and	the	plain	text	128	bits	(input	block	size)	
can	be	provided	into	the	encrypted	device	and	gives	the	cipher	text	as	a	result.	In	decrypted	device,	this	cipher	text	used	as	an	
input	and	same	key	size	provided	to	get	the	desired	result.	The	AES‐256	is	design	by	VHDL	(very	high	speed	integrated	circuit	
hardware	description	language).	The	design	simulation	and	synthesized	is	done	using	Xilinx	ISE	(13.3)	EDA	software.	In	this	
paper,	AES‐256	is	implemented	and	the	synthesis	results	are	found	in	terms	of	the	use	I/Os,	lookup	table,	flip	flops,	the	number	
of	slices	and	the	design	is	optimizing	in	terms	of	and	memory	and	speed	and	timing	constraints.	

Index	Terms:	AES,	Rijndael	Algorithm,	FPGA,	VHDL,	Cryptography,	Encryption,	Decryption.	

	

1. INTRODUCTION	

In	present	time,	Data	security	is	a	main	issue	because	in	
this	process	millions	of	users	 store	&	 interchange	 large	
volume	 of	 information	 in	 various	 field	 for	 example	
financial	 documents,	 confidential	 files,	 medical	 reports	
etc.	 Cryptography	 plays	 a	 significant	 role	 to	 secure	
electronic	 data	 transfer.	 RIJNDAEL,	 RC6,	 MARS,	 TWO	
FISH	 and	 SERPENT	 are	 selected	 by	 NIST	 in	 mid	 2000.	
But	Rijndael	algorithm	is	considered	as	the	no.	1	among	
all	for	the	further	analysis	which	wins	better	selection	of	
AES	 than	 others.	 In	 2nd	 October,	 2000,	 NIST	 (National	
Institute	of	Standards	and	Technology)	declare	Rijndael	
Algorithm	 is	 the	winner	 algorithm	 for	 the	 AES	 [2].	 The	
advanced	 encryption	 standard	 comes	 to	 replace	 the	
existing	 data	 encryption	 standard	 algorithm	 which	 is	
mostly	 used	 algorithm	 in	 many	 security	 purpose	
applications	 [3].	 In	Rijndael	Algorithm,	we	use	different	
length	of	key	size	i.e.	128,	192	or	256	bits.	And	as	long	as	
we	 use	 the	 size	 of	 the	 key	more	will	 be	 the	 security	 of	
data.	 It	 has	 a	 fixed	 input	 block	 size	 (128	 bits)	 and	 key	
size	 varies	 between	 128,	 192	 or	 256	 bits.	 The	
transformation	of	plain	text	(input	block)	into	converted	
data	 as	 cipher	 text	 (output	 block)	 by	 use	 of	 algorithm	
referred	 to	 encryption.	 The	 longer	 is	 the	 key	 size,	 the	
more	secured	ciphered	output	data	 is	 found,	but	 in	 this	
process	 the	 more	 number	 of	 rounds	 needed.	 The	
simulation	 and	 synthesis	 of	 AES	 encryption	 and	
decryption	algorithm	implementation	of	key	length	(key	
size)	256	bit	has	been	performed	using	VHDL	(Very	High	
Speed	 Integrated	 Circuit	 Hardware	 Description)	
language	 and	 Xilinx	 ISE	 13.3	 and	 other	 EDA	 platforms.	
The	 size	 of	 key	 determines	 the	 strength	 of	 power	
consumption,	 area,	 and	 the	 security	 strength	 especially	
in	embedded	hardware	devices	[3].	

2. AES	ALGORITHM	

The	 Advanced	 Encryption	 Standard	 mainly	 Consist	 of	
two	types	of	units.	Which	are	following	explain.	

1) The	Data	processing	unit		

2) The	Key	Expansion	unit	

The	 Data	 processing	 Unit	 used	 for	 encryption	 and	
decryption	 process	 includes	 mainly	 four	 operations	 or	
transformations	 or	 modules.	 These	 are	 Sub	 Byte	
Transformation,	Shift	Row	Transformation,	Mix	Column	
transformation	 and	 Add	 Round	 Key	 are	 performed.	 In	
the	 Key	 Expansion	 Unit,	 the	 round	 key	 is	 generated	 to	
the	 next	 round.	 Decryption	 process	 has	 the	 same	 four	
operations	in	the	order	of	inverse	form.		

	

Fig.	Encryption/Decryption	Process	

2.1	AES	ENCRYPTION	

The	 AES	 operates	 on	 128	 bit	 input	 plain	 text	 [2]	 and	
length	 of	 key	 is	 128,	 192	 or	 256	 bits	 in	 size.	 In	 this	
process,	we	can	use	the	size	of	256	as	key1	128	bits	and	
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key2	 128	 bits	 as	 a	 model	 for	 general	 explanation.	
According	 the	 size	 of	 key	 used	 which	 is	 128,	 192,	 256	
bits	 then	 the	 rounds	 are	 generated	 is	 10,	 12,	 14	
respectively	 as	 shown	 in	 table.	 During	 the	 execution	 of	
operations	 of	 encryption	 and	 decryption	 process,	 the	
number	 of	 rounds	 are	 generated	 continuously	 which	
fully	 depends	 on	 key	 size	 used.	 AES	 performs	on	 a	 4*4	
matrix	array	of	bytes	as	‘state’.		

Table	1:	presents	the	number	of	generated	rounds	
depends	on	key	size	

KEY	SIZE	 Size	 of	
block	
(Nb)	

Length	 of	
key	(Nk)	

Number	 Of	
Rounds	
(Nr)	

AES128BITS	 4	 4	 10	

AES192BITS	 4	 6	 12	

AES256BITS	 4	 8	 14	

	

The	 Four	 following	 Transformation	 or	 Operation	 are	
used	for	Encryption:		

1) Sub	byte	operation	or	transformation	
2) Shift	row	operation	or	transformation	
3) Mix	column	operation	or	transformation	
4) Add	round	key	

There	are	mainly	four	top	level	steps	includes	in	AES:		

A. key	expansion	starts	
B. Starting	round	unchanged	
C. Number	of	Rounds		
D. Last	Round	

In	 the	 step	 of	 add	 round	 key	 step,	 a	 4x4	 key	 block	 is	
derived	from	the	key	expansion	unit,	and	this	expansion	
key	 generated	 by	 key	 expansion	 unit	 	 XORs	 it	with	 the	
“state	block”[5].	

1) Sub	Bytes	Transformation		

These	Operation	includes	non‐linear	substitution	of	byte	
and	which	operating	on	every	bytes	of	the	“state	block”	
[2].The	operation	of	decryption	process	of	AES	 is	called	
as	inv	Sub	bytes.	In	this	transformation,	a	16*16	lookup	
table	is	used	to	find	byte	replacement	for	an	input	state	
byte	array.	This	look	up	table	are	formed	using	t	inverse	
multiplicative	 in	 gf	 (2^8)	 and	 the	 bit	 level	 correlation	
destroyed	by	bit	scrambling	inside	each	byte.	S‐box	table	
includes	256	numbers	and	their	resulting	corresponding	
values	[3].		

2) Shift	Rows	Transformation		

Shift	Rows	Operations	includes,	the	rows	of	the	state	are	
shifted	 towards	 left	 cyclically.	 Zero	 Row	 Remain	
unchanged;	1st	Row	does	 shift	of	one	byte	 towards	 left;	
2nd	 Row	 does	 shift	 two	 bytes	 towards	 left	 and	 3rd	 Row	
does	 shift	 of	 three	 bytes	 towards	 left.	 The	 rows	 are	
shifted	in	cyclically	at	different	offsets	.The	achievement	
of	this	process	or	operation	is	to	correlate	and	scramble	
the	order	of	byte	inside	every	128	bits	block[3][2].	

3) Mix	Columns	Transformation		

Mix	Columns	operation	issued	for	mixed	up	the	bytes	in	
every	 column	 separately.	 Mix	 Columns	 operation	
includes,	 the	 state	 columns	 are	 considered	 as	 a	
polynomial	 above	 the	 gf(2^8)	 and	 this	 would	 be	
multiplying	 by	 this	 module	 x^4	 +	 1	 by	 the	 stable	 and	
fixed	polynomial	p(x),	which	is	given	as:	p(x)=(3)	x^3	+	
(01)	x^2	+	(01)x	+	(02).	The	operation	during	decryption	
process	 is	 known	 as	 inv	mix	 columns.	Here	 the	 goal	 of	
this	operation	is	to	the	getting	back	the	same	input	block	
of	128	bits	[2].	

4)			 Add	Round	Key	Transformation		

The	Round	Key	 for	 every	 round	 is	 comes	 from	 the	 key	
size	 using	 by	 the	 key	 expansion	 unit	 [2].	 This	 module	
includes,	the	generated	round	key	is	applied	to	the	bytes	
of	 state	by	normal	XOR	operation	 (bit	by	bit).	The	next	
round	key	is	generated	by	the	key	expansion	unit	for	the	
different	 key	 length,	 mainly	 10,	 12	 or	 14	 rounds	
generated.	 Anew	 round	 key	 is	 generated	 after	 every	
round	key.	

2.2	AES	DECRYPTION	

In	 Decryption	 process,	 the	 operations	 are	 same	 as	
Encryption	process	but	 in	 inverse	 form.	The	Decryption	
process	found	in	inverse	order	–	it	takes	the	cipher	text	
output	 of	 128	 bit	 as	 an	 input	 and	 converts	 into	 input	
block	 that	 is	 plain	 text	 of	 128	 bit	 by	 the	 inverse	
operations	 of	 the	 three	 operations	 of	 the	 process	 of	
encryption.	 The	 Add	 Round	 Key	 module	 performs	 the	
similar	 operations	 for	 both	 process	 Encryption	 and	
Decryption.	 The	main	 operations	 or	 functions	 used	 for	
the	 process	 of	 Decryption	 are	 Inv	 Sub	 bytes,	 Inv	 Shift	
rows,	and	Inv	Mix	columns	[1].	The	final	output	values	of	
Encryption	 process	 is	 an	 input	 for	 the	 Decryption	
process	 and	 operates	 forward	 in	 descending	 order	 and	
gives	 the	 same	 output	 data	 which	 is	 given	 to	 the	
encryption	process.	

3. THE	HARDWARE	DESIGN	

	

Fig.1	AES	Processor	Design	

In	 the	 hardware	 design	 implementation,	 the	 AES‐	 256	
processor	 is	 presented.	 The	 model	 is	 designed	 using	
VHDL	 language.	 The	 model	 developed	 in	 this	 paper	 is	
synthesizable.	 The	 modeling	 process	 utilized	 in	 this	
paper	is	encrypted	and	decrypted	process.		

4. SIMULATION	AND	RESULTS	
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Simulation	 and	 synthesis	 of	 AES	 algorithm	 is	 done	 on	
Xilinx	 ISE	 13.3	 software	 and	 the	 implementation	 of	
Encryption	 and	 Decryption	 transformation	 on	 a	 Xilinx	
Spartan‐3E	FPGA	kit	and	other	EDA	platforms.		

	

Fig.2	Simulation	Result	of	AES‐2556Design	

In	 synthesis	 report	 number	 of	 logic	 is	 shown	 in	 Fig.	
Number	 of	 bonded	 IOBs	 used	 are	 642	 but	 available	
encryption	 and	 decryption	 design	 are	 implemented	
continuously	 on	 Xilinx	 XC3S1600	 Spartan‐3E	 FPGA	 kit.	
From	synthesis	report	we	calculate	parameters	like	Max.	
Freq.	 and	 delay	 for	 encryption	 and	 decryption	 design	
separately.	 The	 resulting	 waveform	 is	 shown	 in	
simulation	result	in	which	plaintext	and	key	are	applied	
as	input.	When	“Reset”	signal	is	‘0’	and	“clock”	is	applied	
and	“en”	is	‘1’,	we	will	get	encrypted	data	called	as	cipher	
text	after	some	delay.		

4.1.	Design	Statistics	

#	IOs																																	 :	643	

Cell	Usage:	

#						BELS																								 :	66179	

#						BUF																										 :	23	

#						GND																									 :	1	

#						LUT2																								 :	404	

#						LUT2_D																			 :	55	

#						LUT2_L																				 :	770	

#						LUT3																									 :		486	

#						LUT4																									 :	34631	

#						LUT4_L																					 :	528	

#						MUXF5																						 :	15616	

#						MUXF6																						 :	7808	

#						MUXF7																						 :	3904	

#						MUXF8																						 :	1952	

#						VCC																												 :	1	

#						Flip	Flops/Latch				 :	11520	

#						FDC																													 :	11520	

#						Clock	Buffers											 :	1	

#						BUFGP																								 :	1	

#						IO	Buffers																		 :	385	

#						IBUF																												 :	129	

#						OBUF																											 :	256	

	

4.2.	TIMING	SUMMARY	

Speed	Grade:	‐5	

Minimum	period:	4.085ns		

Maximum	Frequency:	244.810MHz	

	Minimum	i/p	arrival	time	before	clock:	72.539ns	

Maximum	o/p	required	time	after	clock:	4.040ns	

Delay:	4.085ns	(Levels	of	Logic	=	5)	

Total	REAL	time	to	Xst	completion:	250.00	sec	

Total	CPU	time	to	Xst	completion:	249.73	sec	

Offset	 in	 before	 for	 clock:	 	 72.539ns	 (Levels	 of	 Logic	 =	
87)	

	Offset	out	after	for	clock:			4.040ns	(Levels	of	Logic	=	1)	

Encryption/decryption	process	

In	Encryption	process	

AES	Plain	Text	(input	block)	=	128	bits		

Key	Size	(length)	=	256	bits	

Number	of	rounds	(Nr)	=	14	

Plain	 Text	 (Input	 block)	 =	
00112233445566778899aabbccddeeff	

secret_key1	=	000102030405060708090a0b0c0d0e0f	

secret_key2	=	000102030405060708090a0b0c0d0e0f	

Cipher	 text	 (output)	 =	
0bac5d9a974fc98cb232ba0dc7ccb32f	

In	Decryption	process		

Input	 block	 (Cipher	 Text)	 =	
0bac5d9a974fc98cb232ba0dc7ccb32f	

secret_key1	=	000102030405060708090a0b0c0d0e0f	
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secret_key2	=	000102030405060708090a0b0c0d0e0f	

Output	 Text	 (Plain	 Text)	 =	
00112233445566778899aabbccddeeff	

5. CONCLUSION	

The	 simulation	 result	 shows	 that	 the	 plain	 text	 (input	
block)	 and	 the	 key	 size	 will	 be	 given	 to	 Encryption	
process	and	the	cipher	text(output	of	encryption)and	the	
same	key	will	be	given	to	Decryption	process	and	getting	
proper	input	block(plain	text)	as	an	output.	
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