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ABSTRACT 

VPN has become increasingly popular due to its inherent privacy as it allows a network connection through LAN over existing 
internet. As the data transaction is over existing internet network, there is always a threat for eavesdropping, cyber-attack 
etc. For the efficient use of the existing internet infrastructure some prebuilt security features has to be added. Some security 
wrap-up functions either implemented in software or hardware can help in mitigating these security issues. Although many 
security applications such as DES, Triple-DES, AES, RSA, DH, MD5, SHA-1 have been developed using software and provide a 
necessary functionality towards safe communication but they lack the performance due to CPU hogging. Here I am presenting 
a low cost FPGA based security implementation with 64 bit DES, 128 bit MD5 and 128 bit RSA on Xilinx platform which can be 
interfaced through an ordinary PCI slot in a desktop environment. The implemented solution can provide an accelerated VPN 
mechanism, with a performance boost up. The PCI interface logic with the FPGA on a desktop environment has also been 
implemented for creating a complete security package in a plug and play environment. As shown in the paper, the FPGA based 
RSA encryption/decryption mechanism can achieve a throughput of 8.15 Mb/s while MD5 and DES can achieve a throughput 
of 1.195 Gb/s and 4.25 Gb/s respectively providing an approximate of 30% speedup over the software implementation. 

Index Terms: VPN, PCI, DES, RSA, MD5 and FPGA 

  

1. INTRODUCTION 

Computer communication within its internal and external 
or business partners requires information and resources 
sharing without compromising the security lurking 
around the data communication. Internet being free 
media, it can be used for safe data communication with 
embedded security algorithms. Security configuration can 
be achieved using software but it leaves a bottleneck in its 
performance due to sequential programming and the 
main processor’s capability. The data transmission 
efficiency can be improved if the software algorithm can 
be implemented in hardware at minimal cost. Field 
Programmable Gate Array (FPGA) implementation can 
provide one alternative due to its higher performance and 
reliable communication. Another advantage of the FPGA 
based solution is, many additional security algorithms can 
be added making the encryption/decryption mechanism 
configurable apart from the option of field programming, 
bug fixing on the go, easy replacement of the device with 
faster and new alternative without carrying out major 
revision. When a PC communicates with another PC using 
Transmission Control Protocol/Internet Protocol 
(TCP/IP), security can be provided for the data in transit 
by using encryption/decryption technologies 
implemented in this PCI based hardware. This paper 
provides the functionality of Virtual Private Network 
(VPN) accelerator card by implementing Key Exchange 
Algorithm using Rivest, Shamir, and Adleman (RSA) [1] 
and Diffie - Hellman (DH) [2], Data Encryption algorithm 
using Data Encryption Standard (DES) [3] and RSA and 
authentication algorithm using Message Digest (MD5) [4] 
and SHA-1 [5, 6] implemented using a synthesis tool on a 
Xilinx FPGA (XC2VP4-6fg256) interfaced with Peripheral 
Component Interface (PCI) [7] device. The PCI being the 
universal interface across PCs, it becomes interoperable 
quite easily. The rest of the paper is organized as follows. 

Section 2 describes about the implementation of the card, 
the algorithms, DES, RSA, DH and MD5 while section 3 
describes about results and section 4 talks about the 
conclusion. 

2. IMPLEMENTATION 

Hardware based VPN card provides a significantly higher 
performance in comparison of the software 
implementation however the hardware requires a full 
functionality card development with voltage regulator, 
flash memory, PCI bridge device, FPGA and other discrete 
components. The in-house designed card has been shown 
in Fig. 1 with three different supply (3.3 V, 2.5 V and 1.8 
V), PLX 9656 bridge, Xilinx XC18V04128 kB flash, 
NMS562 kb EEPROM and Xilinx XC2VP4-6fg456 (speed 
grade – 6) FPGA. The card provides PCI (revision 2.2) 
interface (32/66 bit, 33/66 MHz bus speed) with power 
management and is hot plug compliant.  

 

 

 

 

Fig. 1 - Accelerator Card 
The hardware logic supports up to seven masters. The 
logic can support programmable burst management 
transactions with programmable interrupt controller. The 
DES, RSA and MD5 algorithm along with PCI interface 
logic has been implemented using Xilinx modelsim 5.6 [8] 
and synthesis tool Xilinx ISE 5.2i [9] while the test bench 
has been written using Active HDL 3.3 [10]. PCI interface 
was tested using Windriver 6.0 [11] provided by Jungo 
system. 
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2.1 RSA ALGORITHM 

RSA is a public-key crypto security system to provide 
necessary data protection service in a network 
communication. However the implementation of RSA is 
dependent on complex mathematical operations and 
these operations are highly resource consuming. The 
FPGA implementation has been described here for a cost 
and performance effective solution. The implementation 
as shown in Fig. 3 is based on the Montgomery 
multiplication [12, 13] where cyclic reuse of addition, 
subtraction, multiplication and exponentiation is 
performed. Here everyone has its own public encryption 
and private decryption keys however it is made sure that 
the private decryption key cannot be easily deduced from 
the public encryption keys. Thus main security with the 
algorithm lies behind calculation for private decryption 
keys. For the storage of accumulative data, Xilinx 
XC18V04 flash EEPROM is used. 

 

 

 

 

 

 

 

 
Let’s say the public-key directory contains pairs (e, n) for 
users, A, B and C. Users wishing to send private messages 
to one another can refer to a storage directory to obtain 
these parameters. The directory can be arranged as 
shown in Table 1. 

Table 1 – User and public key directory 
 

 

 

 

The security mechanism behind RSA algorithm is 
dependent on finding large prime numbers, public key, 
and determination of the private key and then 
encryption/decryption of the text. As shown previously, 

the pair na and ea are the modulus and the public 
exponent for user ‘A’. Using an example, it can be shown 
how user ‘A’ sends the private message M to user ‘B’. 
Using thestandard protocol, user ‘A’ executes the 
following steps: 

Step 1 User ‘A’ locates the name of user ‘B’ in the 
directory and obtains his public exponent and the 
modulus: (eb, nb) 

Step 2 User ‘A’ computes CK := Meb (mod nb); CK refers to 
Common Key 

Step 3 User ‘A’ sends CK to user ‘B’ over the internet (free 
network) 

Step 4 User ‘B’ receives CK 

Step 5 User ‘B’ uses his private exponent and the 
modulus, and computes M = CKdb (mod nb) 

As RSA requires finding modular exponentiation, these 
can be implemented using two steps where first step 
calculates modular multiplication using Montgomery 
multiplication algorithm and second step calculates 
modular exponentiation using square and multiply 
algorithm, these are described below.   

1. Montgomery Multiplication Algorithm  
Inputs: X, Y, M with 0 ≤ X and Y < M 
X: Text, 
Y: Public or Private Key, 
M: Common Key 
P: Encrypted or Decrypted text 
Output: P = (X x Y x (2n - 1)) mod M 
N: number of bits in X 
Xi: ith bit of X 
S0: LSB of S 
S := 0;  
C := 0; 
For i := 0 to k-1 do 
 S, C := S + C + Xi * Y; 
 S, C := S + C + s0 * M; 
S := S div 2;  
C := C div 2;  
P := S + C;  
if P ≥ M then P := P - M; 
return P; 
2. Square andmultiply algorithm 
P := M;  
For i := k-2 downto 0 do    
 begin     
P := P2 mod Q;     
if ei = 1  
then P := P * M mod Q;   
end; 
C := P;  
Return C;  
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Fig. 4 - Montgomery multiplication block 

 
2.2 DES ALGORITHM 

DES is a symmetric encryption algorithm where the same 
key is used for both encryption and decryption. The 
algorithm takes 64 bit key and 64 bit block of data as 
inputs, and outputs 64 bits of encrypted data. The actual 
key is only 56 bits and the remaining bits, i.e., the least 
significant bit (LSB) in every byte can be used as parity. 
The same basic design can be used for both encryption 
and decryption. A previous implementation of DES [14] 
has achieved 46 Mb/s on a 64 bit, 300 MHz alpha 
processor. Similarly a DES implementation on ASIC by 
Wilcox et al. [15] have achieved 1280 Mb/s however their 
higher throughput has been achieved by unrolling and 
pipelining the design. Although these methods improve 
the performance but reduces the security (since the next 
stage output is dependent on the previous stage input). 
For the improved security and above average 
performance, every plain text is exclusive-ORed before 
being encrypted. This provides enhanced security similar 
to any typical software implementation and yet providing 
above average performance due to some blocks being 
parallelized in FPGA. 
DES implementation as shown in Fig. 2 involves the 
design of DES Permutation box (P - box), Substitution box 
(S - box) and Key schedules. The plain text block ‘X’ is first 
transposed under an initial permutation (IP) given by X0 
= IP(X) = (L0, R0) after passing through sixteen rounds of 
substitution and transposition.  
It is transposed under the inverse permutation (IP-1) to 
yield the cipher text ‘Y’. If Xi = (Li, Ri) where Li and Ri are 
32 bit sub block and denotes the result of the ith round 
iteration, then it can be defined by (1) and (2). 

Li = Ri-1                                  − (1) 

Ri = Li-1 + F(Ri-1, K)             − (2) 

The concatenated block (R16, L16) becomes the pre - 
output to the final Permutation, IP-1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

 
Fig. 5 - DES implementation 

 
Since single huge S - box is impossible to construct, S - 
box substitution in DES are divided into several small S - 
box. Each box has six bit input and four bit output. The 
key schedule begins with an initial permutation, which 
select 56 bit out of 64 bit external key, by stripping off 
eight parity bits. These 56 bit are loaded into two 28 bit 
shift registers and are shifted one or two position right or 
left according to the shift schedule. 

2.3 MD5 ALGORITHM 

For sending a file across a VPN network, it becomes 
necessary to provide digital signature so that the text is 
not tampered anywhere in the network and reach the 
intended recipient safely. MD5 is the most widely used 
secure hash algorithm, particularly in the internet-
standard message authentication. This algorithm [16] 
takes message of arbitrary length as input and produces 
128 bit message digest as output. This is mainly intended 
for digital signature applications, where a large file must 
be compressed in a secure manner before being 
encrypted with a private (secret) key under a public key 
cryptosystem. The processing involves the following 
steps: 
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Step 1 Append padding bits: Its length is congruent to 448 
modulo 512. Padding consists of a single ‘1’ bit followed 
by the necessary number of ‘0’ bits.  

Step 2 Append length: A 64 bit binary representation of 
the original length of the message is concatenated to the 
result of step (1), least significant byte first. 

Step 3 Initialize MD buffer: The variables IV (Initial Value) 
and CV (Chaining Variables) are represented by a four 
word buffer (A, B, C, D), 32 bit variables, used to compute 
the message digest. Low-order bytes are put first. 

Word A 01 23 45 67 

Word B 89 AB CD EF 

Word C FE DC BA 98 

Word D 76 54 32 10 

Step 4 Process message in 16 word blocks: This step 
includes four ‘rounds’ of processing as shown in Fig. 6, 
which have similar structure but each uses different 
auxiliary functions F, G, H and I.  

Each operation performs a function on three of A, B, C, 
and D and then adds the result to the fourth variable, a 
sub block of the text and a constant. Subsequently it 
rotates the result to the right by a variable number of bits 
and adds the result to one of A, B, C, D.  

F(X, Y, Z) =  (X˄Y)˅(X˄Y)                        − (3)   

G(X, Y, Z) = (X˄Z)˅(Y˄X)                         − (4)   

H(X, Y, Z) = (X ⊕ Y ⊕ Z)                          −  (5)   

I(X, Y, Z) =  Y ⊕ (X˅Z)                              − (6)   

Step 5 128 bit message digestas output: After all ‘L’ 
numbers of 512 bit blocks have been processed, the 
output obtained from Lth stage is 128 bit message digest. 

 

 

 

 

 

 

 

 
 
 

Fig. 6 - MD5 implementation 
 

3. RESULTS AND DISCUSSION 

The VPN mechanism has been implemented using a plug 
and play PCI interface card as shown in Fig. 1. The 
developed system can be used to provide an end to end 
security mechanism. 

Table 2 shows the latency and throughput of the 
implemented algorithms such as RSA, MD5 and DES. 

Table 2 – Algorithmic performance 

 
As shown in this Table, DES achieves least latency with a 
significant throughput while RSA shows a significant 
latency due to implementation complexity. Similarly the 
resource consumption of various encryption/decryption 
logic implementations has been shown in Table 3. 

 
Table 3 – Resource usage 

 

4. CONCLUSION 

This paper describes FPGA based accelerator card with 
PCI plug and play configuration for VPN network. A 
complete security solution requires key exchange, 
encryption/decryption over public network; the paper 
presented here shows the implementation of various 
algorithms such as DH, RSA, and MD5 and their 
underlying mechanism with enhanced throughput. The 
latency comparison of the developed algorithm as 
provided in Table 2 shows a comparable result to the 
software implementation. Hence an obvious target of the 
developed card can be its application in easy 
implementation of security mechanism over existing VPN. 
Second target application can be over existing VPN 
solutions for secure data communication with an 
improvement in their performance due to hardware 
encryption/decryption mechanism where data 
communication can be speeded up by freeing CPU for 
other functions.  
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Sl. No. RSA  
(128 bit) 

MD5  
(128 bit) 

DES  
(64 bit) 

Latency 
(actual) 

1037.35 cc 
@ 113 MHz 

32 cc @ 
74.7 MHz 

1 cc @ 172 
MHz 

Latency on 
the card 

1037.35 cc 
@ 66 MHz 

32 cc @ 66 
MHz 

1 cc @ 66 
MHz 

Through 
-put 

8.15 Mb/s 1.195 Gb/s 4.25 Gb/s 

 RSA  
+ Add-on 

logic 

MD5  
+ Add-on 

logic 

DES  
+ Add-on 

logic 
Number of 
Slices 

2551 1126 1881 

No. of Flip-
flops 

2578 321 1408 

No. of 4 
input LUT 

4632 2088 3334 

No. of IOBs 43 67 43 

No. of 
GCLKs 

1 1 1 

Round 
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Block 

A Round 
1 

Round 
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Round 
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