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ABSTRACT	

Cloud	computing	can	be	defined	as	a	new	service,	which	are	the	collection	of		technologies	used	as	large	scale	internet	services	
for	the	remote	applications	with	the	good	quality	of	service	 levels.	Virtualization	 is	the	base	of	the	Cloud	Service	Providers.	
Virtualizations	have	self‐service	capabilities,	to	access	to	computing	resources	via	the	internet.	In	addition,	the	most	users	are	
not	wanted	to	use	cloud	computing	due	to	its	security	challenges	and	due	to	third	party	custodian.	In	this	paper,	we	described	
various	 security	 concerns	 occurs	 in	 cloud	 computing	 environment	 and	 discuss	 various	methods	 to	maintain	 standards	 of		
integrity	and	preserve	 security	protection	as	 virtual	 resources	move,	 from	on	premise	 to	public	 cloud	 environments.	 	This	
paper	attempts	to	present	a	review	of	Cloud	computing	adaptation	security	and	privacy	issues	and	challenges.	

Keywords:	 Cloud	 Computing,	 Security	 Challenges	 and	 Information	 Integrity,	 Virtualization,	 Security,	 Intrusion	 Detection	
System	(IDS),	Intrusion	Prevention	System	(IPS).	

	

1. INTRODUCTION	

According	 to	 definition	of	 cloud	 computing[25]	which	 is		
provided	 by	 National	 Institute	 of	 Standards	 and	
Technology	 (NIST)	 "Cloud	 computing	 is	 a	 model	 for	
enabling	 convenient,	 on‐demand	 network	 access	 to	 a	
shared	 pool	 of	 configurable	 computing	 resources	 (e.g.,	
networks,	servers,	storage	applications	and	services)	that	
can	 be	 rapidly	 Provisioned	 and	 released	 with	 minimal	
management	effort	or	service	provider	interaction[25]”.		

1.1	CLOUD	COMPUTING	MODEL		

As	 per	 figure	 1,	 The	 model	 of	 cloud	 computing	 is	
composed	 of	 five	 essential	 characteristics,	 three	 service	
models,	and	four	deployment	models.	

	

Fig:	1:	NIST	Visual	Model	of	Cloud	Computing	[25]	

1.1.1		Cloud	Essential	Characteristics	

Following	 five	 essential	 characteristics	 of	 cloud	
computing	are	listed	below	[25].	

	

a)	 	 Self‐service	 as	per	User	demand.	 A	 consumer	 can	
connect	the	cloud	as	per	his	choice	and	time	and	charges	
are	 to	pay	as	per	user	 access	 the	network.	 For	 example,	
As	we	know	that	user	Packet	switching	is	more	flexible	as	
compare	 to	Circuit	 switching.	User	 can	pay	 according	 to	
their	usage	only.	

	

b)	 	Access	to	Broad	networks.	Cloud	computing	 is	also	
called	as	green	computing	because	it	consume	less	power	
as	 compare	 to	conventional	PC.	Cloud	 is	used	 thin	client	
platforms	 (e.g.,	 mobile	 phones,	 tablets,	 laptops,	 and	
workstations).	

	

c)	 Pooling	 of	 Resource.	 Resources	 are	 pooled	
dynamically	according	to	consumer	demand.	Examples	of	
resources	 include	 stored	data,	procesor,	 shared	memory	
and	bandwidth	of	networks.	

	

d)	 Rapidly	 use	 of	 elasticity.	 Automatically	 use	 of	
Memory	 and	 Bandwidth	 as	 per	 user	 demand.	 User	 can	
access	 cloud	 resources	 as	 per	 his	 requirement	 without	
any	bondages.	
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e)Measurement	 of	 the	 Cloud	 Service.	 Cloud	 can		
measure	 the	 usage	 of	 resources	 by	 the	 type	 of	 services	
(storage,	 bandwidth,	 processing	 etc)	 automatically.	 The	
usage	 of	 resources	 are	 monitored,	 controlled	 by	
consumer	 and	 cloud	 provider.	 As	 usage	 of	 telephone	 is	
monitored	by	telephone	companies.		

1.1.2	 Various	Delivery	 Cloud	Models	 as	 describe	 by	
NIST[25]	

Following	are	three	delivery	models	for	Cloud	computing:	

a)	Software	as	a	Service	(SaaS)		

Software‐as‐a‐Service(SAAS),	 It	 is	 referring	 as	a	demand	
software	 as	 per	 user	 requirement.	 This	 service	 is	
providing	 various	 soft	 wares	 such	 Window,	 Linux,	 Mac	
operating	system	on	single	machine	by	using	hypervisor	
and	 easily	 access	 by	 the	 end	 users	 by	 using	 thin	 client	
interface	such	as	a	web	browser.	Cloud	provider	give	all	
these	 online	 software	 to	 the	 end	 user	 as	 a	 rent	 service.	
Users	 do	 not	 require	 any	 upgradation	 in	 the	 softwares	
and	do	not	bother	about	to	manage	any	type	PCs,	Servers,	
networks,	 operating	 systems	 as	 well	 as	 any	 specific		
applications	[25].		

b)	Platform	as	a	Service	(PAAS)		

User	can	put	any	type	of	its	own	applications	to	the	cloud	
infrastructure.	 User	 can	 use	 its	 own	 expertise	 to	 exploit	
the	 cloud	 platform.	 	 The	 cloud	 user	 does	 not	 need	 to	
bother	 about	 to	 manage	 or	 control	 the	 cloud	
infrastructure	including	storage,	networks,	application,	or	
operating	 systems.	 User	 have	 complete	 authenticity	 to	
manage	the	various	applications	which	are	hosted	on	the	
cloud	Platform.	Users	have	a	various	choices		to	select	any	
type	of	operating	systems	and	Applications	 tools.	This	 is	
really	 a	 multi‐tenant	 architecture;	 In	 this	 way	 multiple	
concurrent	 users	 can	 use	 the	 same	 development	
application	[25]	as	we	use	google	drive	now	a	days	free	of	
cost.		

c)	Infrastructure	as	a	Service	(IAAS)		

IAAS	 service	 provides	 storage,	 provision	 processing,	
networks	and	other	resources	 to	 the	Cloud	users,	where	
Cloud	 users	 can	 deploys	 and	 run	 the	 arbitrary	 software	
like	operating	systems	and	applications.	Cloud	users	does	
not	 manage	 or	 control	 the	 cloud	 infrastructure	 but	 the	
Cloud	users	has	control	over	operating	systems,	storage,	
applications	 and	 limited	 control	 on	 networking	
components.	 In	 IaaS,	 resources	 are	 distributed	 as	 a	
service.	Cloud	users	do	not	need	to	buy	servers;	software,	
data	center	space	and	network	equipment	but	he	can	use	
all	 these	 services	 for	 rent	 from	 cloud	 infrastructure	 as	
pay‐as‐you‐use	basis	[25].	

1.1.3	Deployment	models	

Clouds	 are	 classified	 into	 four	 models	 based	 on	 their	
infrastructure	 and	 these	 are	 distinguished	 by	 their	
architecture	and	functionality	[9,	25].	

a) Private	Cloud		

Private	cloud	 is	operated	 for	 specific	organization	and	 it	
may	be	managed	by	the	organization	or	third	party.	SLA	
(Service	 Layer	 Agreement)	 is	 based	 on	 mutual	
understanding	of	cloud	provider	and	the	organization.		

b) 	Public	Cloud		

Public	cloud	is	owned	by	specific	cloud	service	provider.	
This	 public	 cloud	 infrastructure	 is	 available	 for	 large	
organizations	and	public.	SLA’s	are	same	to	all	the	Cloud	
users	those	who	are	using	public	cloud.		

c) 	Community	Cloud		

This	 cloud	 is	 shared	 by	 a	 group	 of	 organizations	 and	
supports	a	specific	community	that	has	shared	concerns.	
This	may	be	managed	by	organizations	or	third	party.		

d) Hybrid	Cloud		

This	 cloud	 is	 a	 combination	 of	 private	 and	 public	 cloud.	
These	 clouds	 are	 bound	 together	 by	 standardized	
technology	that	enables	data	and	application	portability.	

1.4	Benefits	of	the	cloud	

There	 are	 certain	 Cloud	 Computing	 Benefits	 such	 as	
Lower	 computer	 costs,	 improved	 performance,	 reduced	
software	 costs,	 Instant	 software	 updates,	 improved	
document	 format	 compatibility,	 unlimited	 storage	
capacity,	 increased	 data	 reliability,	 Universal	 document	
access,	 Latest	 version	 availability,	 Device	 independence	
and	 there	 are	 numerous	 chances	 of	 start	 your	 own	
business	by	using	Cloud.		

2. LITERATURE	REVIEW	

2.1	CLOUD	COMPUTING	

The	 underlying	 concept	 of	 cloud	 computing	 was	
introduced	 in	 1960s	 by	 John	McCarthy.	His	 opinion	was	
that	"computation	may	someday	be	organized	as	a	public	
utility	 [26]".	 Also	 the	 characteristics	 of	 cloud	 computing	
were	explored	for	the	first	time	in	1966	by	Douglas	Park	
hill	in	his	book,	The	Challenge	of	the	Computer	Utility[26].		

Many	 players	 in	 the	 industry	 have	 jumped	 into	 cloud	
computing	and	implemented	it.	Amazon	has	played	a	key	
role	 and	 launched	 the	 Amazon	 Web	 Service	 (AWS)	 in	
2006.	Also	Google	and	IBM	have	started	research	projects	
in	 cloud	 computing.	 Eucalyptus	 became	 the	 first	 open	
source	platform	for	deploying	private	clouds.	

Cloud	 is	 being	 employed	 in	many	 data	 applications	 like	
data	 mining	 and	 image	 processing’s	 in	 Big	 Data.	 For	
example,	Moretti	et	al.	in	[16]	discussed	distributing	data	
and	 computation	 in	 data	 classification	 applications	 on	
Cloud	 and	 reviewed	 tradeoffs	 in	 costs,	 performance	 and	
accuracy.	 Abadi	 [1]	 argued	 challenges	 of	 deploying	 data	
management	 systems	 on	 Cloud	 Computing	 platforms.	
They	 believe	 that	 Cloud	 platform	 has	 more	 benefits	 for	
large	 scale	 data	 analysis	 tasks,	 like	 decision	 support	
systems,	in	compare	with	transactional	database	systems.	
However,	 they	 stated	 the	 need	 for	 a	 specific	 DBMS	
designed	for	Cloud	Computing	environments.	In	addition,	
there	 are	 lots	 of	 agreement	 issues	 within	 the	 industry	
itself	 because	 Industry	 such	 as	 Oracle	 etc.	 are	 not	
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supporting	clouds	through	the	Virtualizations	due	to	their	
own	 guidelines.	 Such	 policies	 hampering	 the	 usage	 of	
Clouds.	 So	 these	 companies	 should	 support	 others	 and	
make	the	environment	of	the	Clouds.			

To	 take	 advantage	 of	 different	 computing	 methods	 and	
architectures,	 there	 are	 some	 works	 investigated	 on	
hybrid	computing	structure	or	modified	architecture	for	a	
particular	usage.	For	example,	Zhang	et	al.	[24]	proposed	
a	 customizable	Cloud	architecture	with	 the	goal	of	more	
flexibility,	 extensibility	 and	 reusability	 of	 a	 Cloud	
infrastructure.	 More	 focus	 on	 data	 related	 applications,	
some	 customized	 infrastructure	 was	 provided	 like,	
Berglund	et	al.	[5]	that	proposed	a	system	that	combines	
local	and	grid	resources	together	for	scientific	workloads.	

Emerging	 Cloud	 Computing	 as	 a	 new	 computing	
paradigm	 caused	 a	 surge	 in	 enterprises	 to	migrate	 from	
their	local	resources	to	the	Cloud.	But	deciding	to	choose	
either	 Cloud	 or	 another	 infrastructure	 for	 computing	
should	be	 accompanied	with	 some	 trade‐off	 analyzes	on	
cost,	 performance,	 security	 and	 other	 factors.	 Although	
there	 are	 some	 works	 in	 this	 area	 like	 [15],	 [17],	 [19],	
[21]	but	most	of	them	have	investigated	the	problem	with	
theoretical	 approach	 regardless	 of	 the	 application	
context.	

2.2	CLOUD	COMPUTING	SECURITY	

Even	 though	 Security,	 Privacy	 and	 Trust	 issues	 exists	
since	 the	 evolution	of	 Internet,	 the	 reason	why	 they	 are	
widely	 spoken	 these	 days	 is	 because	 of	 the	 Cloud	
Computing	 scenario.	 The	 rapid	 growth	 in	 field	 of	 cloud	
computing	 increases	 severe	 security	 concerns.	 Security	
has	 remained	 a	 constant	 issue	 for	 Open	 Systems	 and	
internet,	when	we	are	talking	about	security	cloud	really	
suffers.	 Lack	 of	 security	 is	 the	 only	 hurdle	 in	 wide	
adoption	 of	 cloud	 computing.	 Cloud	 computing	 is	
surrounded	 by	 many	 security	 issues	 like	 securing	 data,	
and	 examining	 the	 utilization	 of	 cloud	 by	 the	 cloud	
computing	vendors	[20].	The	wide	acceptance	world	wide	
web	has	raised	security	risks	along	with	the	uncountable	
benefits,	so	is	the	case	with	cloud	computing.	The	boom	in	
cloud	 computing	 has	 brought	 lots	 of	 security	 challenges	
for	the	consumers	and	service	providers	[18].		

The	 Analysis	 of	 Cloud	 Security	 can	 be	 describes	 as	
follows:	

2.2.1	Data	Security	

One	 of	 the	most	 significant	 problems	 is	 data	 security	 in	
the	 field	 of	 Cloud	 Computing.	 In	 the	 Cloud	 Computing	
environment,	 important	 data,	 files	 and	 records	 are	
entrusted	 to	 a	 third	 party,	 which	 enables	 Data	 Security	
and	 trust	 to	 become	 the	 main	 security	 issue	 of	 Cloud	
Computing.	 Colin	 Percival	 wrote	 a	 blog	 in	 Daemonic	
Dispatches,	 named	 "AWS	 signature	 version	 one	 is	
insured"	[13].	In	addition,	the	Cloud	users	information	is	
easier	 to	 leak	 out	 in	 Cloud	 Computing.	 For	 instance,	
Google's	amount	of	Cloud	users	information	is	leaked	out	
in	2009.	The	data	released	by	the	Gartner	in	2009:	more	
than	 70	 percent	 of	 the	 CTO	 think	 not	 using	 Cloud	
Computing	recently,	 the	primarily	reason	 is	 the	problem	
of	data	security	[11].	

2.2.2	Data	Storage	Security	

There	 are	 several	 problems	 about	 data	 storage	 security.	
First	 of	 all,	 Cloud	 Computing	 is	 not	 just	 a	 third	 party	 of	
database,	 so	 traditional	 solution	 of	 database	 security	
cannot	 be	 adopted	 directly.	 Secondly,	 cryptographic	
method	 cannot	 be	 adopted.	 Using	 such	 methods	 to	
guarantee	 Cloud	 data	 security,	 Cloud	 userss	 will	 lose	
control	 of	 Cloud	data	 [22].	 Therefore,	 the	 verification	of	
correct	 data	 storage	 must	 be	 conducted	 in	 the	 Cloud	
without	explicit	knowledge	of	Cloud	data.	Last	but	not	the	
least,	 the	 Cloud	 Computing	 is	 managed	 by	 data	 centers	
running	 in	 a	 cooperated,	 simultaneous	 and	 distributed	
manner,	 so	 distributed	 protocols	 play	 the	 key	 role	 in	
achieving	a	secure	Cloud	data	storage	system	[14].		

The	 Fig.	 2	 shows	 the	 graph	 that	 is	 collected	 by	 IDC	
(International	Data	Corporation)	in	August	2009.	It	shows	
today	usage	and	future	usage	of	Cloud	in	different	areas.	

	

Fig:	2:	cloud	security	survey	(IDC	2009)	

It	is	the	protection	afforded	to	an	automated	information	
system	in	order	to	attain	the	objectives	of	preserving	the	
integrity,	 availability	 and	 confidentiality	 of	 information	
system	 resources	 (includes	 hardware,	 software,	 data,	
firmware,	 telecommunications	 devices	 etc.).	 Cloud	
provider	 should	 protect	 the	 assured	 collection,	
processing,	 communication,	 use	 and	 disposition	 of	
personal	information	(PI)	in	the	cloud.	

Concerns	 about	 cloud	 security	 and	 privacy	 often	 make	
consumers	 and	 enterprises	 tread	 slowly	 and	 cautiously	
with	their	sensitive	and	critical	data.	[4]	

Data	 Security:	 	 In	 the	 cloud	 computing	 environment,	
important	data,	files	and	records	are	entrusted	to	a	third	
party,	 which	 enables	 Data	 Security	 to	 become	 the	main	
security	 issue	of	cloud	computing.	For	 instance,	Google’s	
amount	of	Cloud	users	information	is	leaked	out	in	2009.		
The	data	released	by	the	Gartner	 in	2009;	more	than	70	
percent	 of	 the	 Chief	 Technical	 Officer	 (CTO)	 think	 not	
using	 cloud	 computing	 recently,	 the	 primarily	 reason	 is	
the	problem	of	data	security.		

Data	 Storage	 Security:	 	 There	 are	 several	 problems	
about	data	storage	security.		First	of	all,	cloud	computing	
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is	not	just	a	third	party	of	database,	so	traditional	solution	
of	database	security	cannot	be	adopted	directly.		Secondly	
cryptographic	 method	 cannot	 be	 adopted	 on	 storage	 of	
the	 data.	 	 Using	 such	 methods	 to	 guarantee	 cloud	 data	
security,	 Cloud	 userss	 will	 lose	 control	 of	 cloud	 data.		
Therefore,	the	verification	of	correct	data	storage	must	be	
conducted	 in	 the	 cloud	 without	 explicit	 knowledge	 of	
cloud	data.		Last	but	not	the	least,	the	cloud	computing	is	
managed	 by	 data	 centers	 running	 in	 a	 co‐operated,	
simultaneous	 and	 distributed	 manner,	 so	 distributed	
protocols	 play	 the	 key	 role	 in	 achieving	 a	 secure	 cloud	
data	storage	system[28].	

2.2.3	Security	issues	in	SaaS	

There	 are	 various	 security	 issues	 in	 SaaS	 deployment	
process:	 such	 as	 Data	 security,	 Network	 security,	 Data	
locality,	 Data	 integrity,	 Data	 access,	 Data	 segregation,	
Authorization	 and	 Authentication,	 Data	 confidentiality,	
Web	 application	 security,	 Data	 breaches,	 Virtualization	
vulnerability,	 Availability,	 Backup	 and	 Identity	
management	on	sign‐on	process	

2.2.4	Security	issues	in	PaaS	

In	 PaaS,	 the	 provider	 might	 give	 some	 control	 to	 the	
people	 to	 build	 applications	 on	 top	 of	 the	 platform.	 But	
any	security	below	the	application	level	such	as	host	and	
network	intrusion	prevention	will	still	be	in	the	scope	of	
the	provider.	

Applications	 sufficiently	 complex	 to	 leverage	 an	
Enterprise	 Service	 Bus	 (ESB)	 need	 to	 secure	 the	 EBS	
directly,	 leveraging	a	protocol	such	as	Web	Service	(WS)	
security.	 The	 ability	 to	 segment	 ESBs	 is	 not	 available	 in	
PaaS	environments.	Metrics	 should	be	 in	place	 to	assess	
the	effectiveness	of	the	application	security	programs.	

Hackers	are	likely	to	attack	visible	code,	including	but	not	
limited	to	code	running	in	user	context.	They	are	likely	to	
attack	the	infrastructure	and	perform	extensive	black	box	
texting.	 The	 vulnerabilities	 on	 cloud	 are	 not	 only	
associated	 with	 the	 web	 applications	 but	 also	
vulnerabilities	 associated	 with	 the	 machine‐to‐machine	
Service	Oriented	Architecture	(SOA)	applications.	

2.2.5	Security	issues	in	IaaS	

Taking	 virtual	 machines,	 which	 contain	 critical	
applications	and	sensitive	data,	off	premise	to	public	and	
shared	 cloud	 environments	 creates	 security	 challenges	
for	organizations	 that	have	 relied	on	network	perimeter	
defense	as	a	main	method	to	protect	their	data	center.	It	
may	also	revoke	compliance	and	breach	security	policies.	
OS	security	issues	also	alive	in	IaaS.		

3. SECURITY	ATTACKS	IN	CLOUD	

Denial	 of	 Service	 (DOS)	 attacks:	 Some	 security	
professionals	 have	 argued	 that	 the	 cloud	 is	 more	
vulnerable	 to	DoS	 attacks,	 because	 it	 is	 shared	 by	many	
users,	which	makes	DoS	attacks	much	more	damaging.	So	
we	 can	 handle	 this	 problem	 by	 using	 Captcha	 and	 one	
time	password[29].		

	

Side	 Channel	 attacks:	 An	 attacker	 could	 attempt	 to	
compromise	 the	 cloud	 by	 placing	 a	 malicious	 virtual	
machine	 in	 close	 proximity	 to	 a	 target	 cloud	 server	 and	
then	 launching	 a	 side	 channel	 attack.	 So	 each	 machine	
should	have	proper	authentication	techniques.	

Authentication	attacks:	 Authentication	 is	 a	weak	 point	
in	hosted	and	virtual	services	and	is	 frequently	targeted.	
The	 mechanisms	 used	 to	 secure	 the	 authentication	
process	 and	 the	 methods	 used	 are	 a	 frequent	 target	 of	
attackers.	Here	Authors	suggested	one	solution	that	each	
cloud	computing	is	accessed	through	proper	password	as	
well	as	bind	with	one‐time	password.	

Man‐in‐the‐middle	 cryptographic	 attacks:	 This	 attack	
is	 carried	 out	 when	 an	 attacker	 places	 himself	 between	
two	users.	Anytime	attackers	can	place	themselves	in	the	
communication’s	 path	 there	 is	 the	 possibility	 that	 they	
can	intercept	and	modify	communications[29].		

3.1	Network	Security	Challenges	

There	are	various	security	problems	 in	clouds	related	to	
network	 such	 as	 Network	 penetration	 and	 packet	
analysis,	 	Session	management	weaknesses,	Insecure	SSL	
trust	 configuration,	 	 Web	 Application	 security,	 Injection	
flaws	like	SQL,	OS	and	LDAP	injection,	Cross‐sit	scripting,	
Broken	authentication	and	session	management.	

Insecure	 direct	 object	 reference,	 Cross‐site	 request	
forgery,	 insecure	 cryptographic	 storage,	 Failure	 to	
restrict	 URL	 access,	 insufficient	 transport	 layer	
protection,	Un‐validated	redirects	and	forwards	

3.1.1	 Best	 practices	 for	 Companies	 in	 the	 cloud	
environment	

There	 are	 few	 best	 practices	 adapted	 by	 the	 companies	
and	guidelines	set	by	the	NIST,	USA.	

1.	Inquire	about	exception	monitoring	systems	

2.	Be	vigilant	around	updates	and	making	sure	 that	staff	
don't	 suddenly	gain	access	privileges.	All	data	 should	be	
stored	in	Hash	Values.	

3.	Ask	where	the	data	is	kept	and	inquire	as	to	the	details	
of	data	protection	laws	in	the	relevant	jurisdictions.	

4.	Seek	an	independent	security	audit	of	the	host	

5.	 Find	 out	which	 third	 parties	 the	 company	 deals	 with	
and	whether	they	are	able	to	access	your	data	

6.	Be	careful	to	develop	good	policies	around	passwords;	
how	they	are	created,	protected	and	changed.	

7.	Look	into	availability	guarantees	and	penalties.	

8.	Find	out	whether	the	cloud	provider	will	accommodate	
your	own	security	policies	

4. SECURITY	REASONS	AND	CLOUD	SOLUTION	

The	following	outlines	distinct	security	technologies	that	
can	 be	 deployed	 as	 software	 on	 virtual	 machines	 to	
increase	protection	and	maintain	compliance	integrity	of	
servers	and	applications	as	virtual	 resources	move	 from	
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their	 premises	 to	 public	 cloud	 environment.	 There	 are	
mainly	 three	 public	 cloud	 service	 providers	 (1)	Amazon	
Web	 Services.	 (2)	 Windows	 Azure	 and	 (3)	 Google	
AppEngine[5].		

4.1.1	Firewall	

It	 is	 very	 important	 to	 remember	 that	 “private	 cloud”	
means	 that	 the	 entire	 cloud	 infrastructure	 belongs	 to	
your	 organization	 and	 is	 not	 shared	 with	 any	 other	
organization.	This	is	in	direct	contrast	to	a	public	cloud,	In	
multiple	 organizations	 can	 share	 the	 pooled	 resources	
that	are	provided	by	the	cloud	service	provider.	However,	
just	 because	 the	 private	 cloud	 is	 dedicated	 to	 a	 single	
organization,	which	does	not	mean	there,	are	not	going	to	
be	multiple	 business	 units	 that	 do	 not	 necessarily	want	
other	 business	 units	 to	 see	 their	 important	 data.	 There	
should	be	some	privacy	required	from	the	outside	world,	
and	 then	 there	 would	 be	 a	 privacy	 within	 the	
organization.	Therefore,	you	need	to	set	up	security	zones	
or	 perimeters	 around	 some	 of	 the	 business	 units	 that	
used	the	shared,	pooled	resources	in	your	private	cloud.		

There	 will	 be	 different	 approaches	 we	 could	 use	 to	
segregate	 one	 tenants	 traffic	 from	 another.	 In	 a	 simple	
private	 cloud	 deployment,	 you	 might	 set	 up	 only	 two	
networks:	one	 for	the	cloud	 infrastructure	 itself	and	one	
for	the	tenants.	Then	you	would	leave	it	up	to	the	tenants	
to	take	care	of	network	security	and	isolation	within	that	
network.	 That	 is	 one	 option.	 But	 as	 a	 private	 cloud	
operator,	 you	 also	 have	 the	 option	 of	 providing	 value	
added	 services	 to	 the	 consumers	 of	 your	 cloud	 service,	
and	one	of	those	value	added	services	might	very	well	be	
enhanced	network	security.	

4.1.2	Intrusion	detection	and	Prevention	Techniques	

Techniques	 for	 detecting	 and	 preventing	 intrusions	 can	
be	 adapted	 to	 different	 layers	 or	 components	 of	 an	
information	 system:	 from	 the	 network	 layer	 (network	
IDS/IPS)	to	the	operating	system	layer	(host	IDS),	or	even	
application	or	middleware	layers	(database	IDS,	firewall).	
You	 can	 implement	 IDS	 functions	 from	 any	 application‐
generated	 log/information	 such	 as	 analyzing	 Apache	
server	logs	to	detect	intrusion	or	discovery	attempts	is	a	
kind	of	IDS.	

Pooling	resources	among	cloud	users	and	simultaneously	
using	common	resources	are	 fundamental	 traits	of	cloud	
computing.	 A	 Cloud	 users	 can	 use	 the	 same	 network	
access,	 machines	 and	 storage	 systems	 as	 other	 clients,	
with	virtualization	and	isolation	technologies	making	the	
whole	process	transparent.	

In	 the	physical	world,	 setting	up	an	 IDS/IPS	depends	on	
the	physical	 environment:	 a	 network	 link	 or	 access,	 one	
or	 more	 physical	 servers,	 a	 platform,	 etc.	 With	 a	 cloud	
environment,	everything	is	virtual	and	immaterial.	Cloud	
users	 looking	 to	 protect	 their	 virtual	 machines	 (VMs)	
have	to	look	at	the	problem	differently.	One	of	the	classic	
questions	is	how	to	monitor	traffic	between	two	localized	
VMs	 on	 the	 same	 hypervisor.	 Even	 if	 each	 Cloud	 users	
activates	 a	 VM	 equipped	 with	 IPS/IDS,	 there’s	 still	 the	
challenge	of	managing	it.	

All	 traffic	 is	 carried	on	 secure	VLANs,	passing	 through	a	
firewall	 to	 access	 other	 cloud	 VLANs	 or	 physical	
networks.	 Firewall	 technology	 also	 provides	 intelligent	
threat	 defense	 with	 identity‐based	 access	 control	 and	
denial‐of‐service‐attack	protection.	

4.1.3	Integrity	Monitoring		

File	integrity	services	monitor	both	file	and	configuration	
integrity	 –	 looking	 at	 raw	 file	 contents,	 permissions,	
registry	settings,	and	security	settings.	 It	 is	 important	 to	
maintain	 back‐up	 data	 both	 on	 and	 off‐site	 onsite	 to	
accommodate	 rapid	 recovery	 of	 recent	 data	 as	 well	 as	
long	term	off‐site	storage.		

4.1.4	Log	Inspection	

With	sophisticated	log	aggregation	and	event	correlation,	
quickly	 and	 efficiently	 identifies	 and	 resolves	 potential	
security	 threats.	 Log	 inspection	 collects	 and	 analysis	
operating	system	and	application	logs	for	security	events.	
Log	 inspection	 rules	 optimize	 the	 identification	 of	
important	 security	 events	buried	 in	multiple	 log	entries.	
These	events	can	be	sent	to	a	stand‐alone	security	system,	
but	contribute	to	maximum	visibility	when	forwarded	to	
a	 Security	 Information	 and	 Event	 Management	 (SIEM)	
system	 or	 centralized	 logging	 server	 for	 correlation,	
reporting	 and	 achieving.	 Like	 integrity	 monitoring,	 log	
inspection	 capabilities	 must	 be	 applied	 at	 the	 virtual	
machine	 level.	 Log	 inspection	 software	 on	 cloud	
resources	enables:	

1.	Suspicious	behavior	detection	

2.	Collection	of	security	related	administrative	actions	

3.	 Optimized	 collection	 of	 security	 events	 across	 your	
data	center	

5. RESEARCH	ISSUES	

Today,	the	cloud	is	a	reality	for	millions	of	users	all	over	
the	 world.	 	 However,	 there	 is	 still	 work	 to	 be	 done	 to	
facilitate	 its	 use,	 instill	 confidence	 in	 its	 promised	
capabilities,	address	user’s	security	and	privacy	concerns,	
and	 encourage	 innovation.	 Following	 are	 the	 research	
issues	relevant	to	cloud	computing	security.	

1.	How	to	secure	the	cloud	while	maintaining	availability?	

2.	 	 How	 to	 provide	 secure	 key	 assignment	 scheme	 for	
cloud	users?	

3.		How	to	make	browser	secure	against	various	types	of	
attacks?	

4.			It	would	be	desirable	to	add	XML	Encryption	and	XML	
Signature	functionality	to	the	browser.	

5.						How	to	develop	secure	API	for	cloud	users?	

6.	 	 How	 should	 be	 careful	 about	 the	 security	 concerns	
while	putting	our	business	on	Cloud?	

7.	 	 There	 are	 open	 research	 challenges	 in	 cloud	
computing	security	which	demand	intensive	research	
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8.		The	security	model	should	be	provably	secure	Security	
as	a	Service	should	be	provided	to	the	cloud	users[29].	

6. CONCLUSION	AND	FUTURE	SCOPE		

Since	 the	 concept	 of	 Cloud	 Computing	 was	 proposed	 in	
2006,	 Cloud	 Security	 has	 become	 the	 most	 significant	
barrier	 to	 faster	 and	 more	 widespread	 application	 of	
Cloud	 Computing.	 	 The	 main	 problems	 in	 Cloud	
Computing,	including	Data	Security,	Data	Storage	Security	
and	Trust.	Different	 researchers	 raise	various	models	or	
schemes	 for	 solving	 such	 problems.	 With	 the	
development	of	the	Cloud	Computing,	Cloud	Computing	is	
sure	to	become	more	secure.	

After	detailed	discussion	about	the	cloud	security	 issues,	
this	 paper	 concludes	 about	 which	 the	 security	 of	 the	
cloud	 should	 be	 safe	 while	 putting	 the	 business	 in	 the	
cloud.	There	are	 lot	of	 challenges	 for	research	about	 the	
issues	related	to	the	security	in	cloud	computing.	Security	
as	a	Service	should	be	provided	the	cloud	users.	

In	 future,	 there	 are	 huge	 scope	 for	 explore	 the	 security,	
reliability	 and	privacy	 issues	as	mentioned	 in	 this	paper	
and	also	these	are	the	hurdles	in	the	adaptation	of	cloud	
computing.	 After	 solving	 these	 issues,	 the	 large	 vendors	
will	 enter	 into	 the	 cloud	 computing	 to	 accelerate	 IT	
business.	The	purpose	of	this	research	paper	is	to	explore	
and	 describe	 best	 practices	 of	 cloud	 computing	 from	
literature	review.		
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