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Introduction 

A wireless sensor network are spatially distributed 
autonomous sensors to  monitor  physical or 
environmental conditions, such as temperature, 
sound, pressure, etc. and to cooperatively pass their 
data through the network to a main location. The 
wsn is built of "nodes" – from a few to several 
hundreds or even thousands, where each node is 
connected to one (or sometimes several) sensors. In 
the literature, various schemes have been designed 
for preserving critical SN’s from energy exhaustion so 
as to prolog the system lifetime; however how to 
counter selective capture, i.e., critical SN’s are targets 
of selective capture attacks, is an open issue[1]. Once 
a node is captured and turned into a malicious node, 
it becomes an inside attacker. (1) In this paper, we 
propose and analyze selective deployment, ie, 
populating more critical than edge nodes to 
effectively counter selective capture. (2) Then inside 
attacker behaviour model and extend the analysis to 
homogeneous or heterogeneous clustered WSN’s 
without a BS. It can be applied, including Nuclear 
power plants: 1A query based WSN with SN’s 
monitoring noise, vibration humidity, temperature, 
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electrical characteristics and radiation. Smart city: A 
query based WSN with  

SNS monitoring motion, location, direction, Size, 
Temperature, humidity, radiation, etc. 

Related Works 

Yin Wu, Nanjing [1] developed to cut back the node 
cost and knowledge. It won’t protect the network 
from attacks like passive attack. Yaakob, N.Khalil, l., 
[2] proposed to prevent congestion by discarding 
some unnecessary packets based on the 
optimization criteria. This is not secure against 
attacks such as node malfunction. Tang liua, Jian 
pengh, Jin yang[3] In EEPCA, each node 
independently selects itself as the cluster head node 
based on energy factor, which leads to the 
probability of cluster head election related to nodes. 
It doesn’t give my selection. A shakeela Joy, M. 
Muthuselvi, V.kavitha[4]To avoid congestion and 
information about 1-hop neighbour sensor node to 
select suitable sensor node for this, each sensor node 
receives 1-hop CAM periodically from its neighbour 
sensor node. Tanveer A.Zia, Albert Y.Zomaya[5] The 
presented analysis a shows that the proposed frame 
work as a whole address see the security issues 
competently without increasing the overheads in 
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To develop an analysis methodology with simulation validation to identify the defense protocol settings 
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Functioning detector nodes are replaced by functioning detector nodes and most obtainable routing 
methods are used by genetic algorithmic program to cut back the node cost and knowledge loss. To 
prevent congestion by discarding some unnecessary packets based on the optimization criteria derived 
in MOO (Multi Objective Optimization). 

Keywords- Wireless sensor network, Selective capture, Smart attack, multiple routing, Intrusion 
tolerance, Intrusion detection. 

274



M. Shamuganapriya et al. International Journal of Science, Engineering and Technology, 2016, Volume 4 Issue 1 
ISSN (Online): 2348-4098 , ISSN (Print): 2395-4752 

 

contrast to the computationally extensive security 
solution, the framework has graout potential for 
emerging application: Sudip misra, Samaresh bera, 
Ayan mondal, reena tickey [6] For the gateway 
selection problem, we have shown how the user 
requests can be mapped to the optimal gateway 
serviced through the sensor cloud environment, we 
observed that our proposed framework  works well 
for delay optimization. Tamara bonali, linda bushnell 
and radha poovendran [7] The practical implications 
of our work are: it enables (a) analysis of the physical 
node capture attack (b) Characterization of 
adversarial behaviour and strategies and (c) 
computation of the optimal revocation rates, in 
terms of network parameters and crypto graphic 
quantities, to maintain secure network connectivity in 
the presence of the attack. K. Murugan, S. 
Jagatheswaran, P. Kanagaraj, G. Renuka[8] Energy 
economical routing and fault node (EERFNR) 
algorithmic program is projected for wireless 
detector network to extend the 

Lifetime, cut back knowledge loss and node cost. 
Then non functioning detector nodes are replaced by 
functioning detector nodes and most obtainable 
routing methods are used by genetic algorithmic 
program to cut back the node cost and knowledge 
loss.  

System Model 

WSN Environments 

We consider a query-based WSN with low-power 
SNs distributed in a geographic area. There is a 
protocol assigned to the WSN that interconnects the 
WSN to the outside world and that fields queries 
from the outside world for sensing results. Queries 
arrive at the system following a Poisson process with 
rate q. A query failure is considered as a critical 
system failure. The initial energy of each SN is 0

sn. 
We consider random deployment where SNs are 
deployed randomly (e.g., through air drop) and 
distributed according to homogeneous spatial 
Poisson processes with density 0

sn. The 
homogeneous spatial Poisson model is frequently 
used in WSN research, since in the absence of 

extensive statistical studies of spatial node 
distribution in real WSNs; it provides first-order 
approximation accounting for stochastic factors in 
the connectivity process. The expected number of 
SNs initially in the system thus is N0

sn=λ0
snπ(rp)2. 

Selective Capture and Smart Attack Model  

All SNs are subject to capture attacks.  With 
“selective capture,” the adversaries (humans or 
robots) strategically capture   SNs   and turn them 
into inside attackers. We represent the capture rate 
of a SN at a distance x away from the protocol at 
time t by c

sn( , ). In practice, one wouldn’t know 
how the capture rate varies as a function of distance 
to the Protocol. This requires some prior knowledge 
or history data analysis. Our analysis methodology 
developed in the paper is generally applicable as 
long as the capture rate can be expressed as a 
function of distance to the Protocol.  Since SNs close 
to the protocol are desirable targets for capture 
attack, we assume that the capture rates decreases 
linearly as the SN is further away from the protocol 
as follows: 

 c
sn(x,t)=λc

max-x/rp(λc
max-λc

min)             (1) 

Where c
max is the maximum capture rate the 

adversary can possibly have, and c
min is the 

minimum capture rate. A baseline case against which 
this linear selective capture case will be compared is 
“random capture” by which the adversary, given the 
same energy and capacity, randomly performs 
capture attacks, i.e., c

random=( c
max+ c

min)/2 at all 
distances. We note that these two capture models 
have the same overall capture rate accounting for 
the overall capability of the capturers in the system. 
After a node is compromised it becomes an inside 
attacker. An inside attacker can perform packet 
dropping and data modification attacks [3]. Using 
our defense mechanism, a data modification attack 
by forwarding SN can be detected and the packet 
will be discarded. So a data modifications attack has 
the same effect of a packet dropping attack. A 
malicious node can also perform slandering attacks 
by recommending a good node as a bad node, and a 
bad node as a good node when participating in 
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intrusion detection activities. As a result, slandering 
attacks can cause good nodes being misdiagnosed 
and evicted from the system, and bad nodes being 
missed and remained in the system. This effectively 
creates an area with a high concentration of bad 
nodes, especially for critical SN areas with a high 
capture rate under selective capture. In the literature 
it is often assumed that an inside attacker performs 
attacks constantly, without giving consideration to 
evade intrusion detection. In this paper we 
characterize a smart attacker by its capability to 
perform random, opportunistic and insidious attacks. 
First of all, a smart attacker can perform random or 
on-off attacks, i.e., attacking with a random 
probability a, to evade intrusion detection. Second, 
a smart attacker can perform opportunistic attacks, 
i.e., it attacks only when it sees opportunities which 
can lead to a successful attack while still eluding 
detection. Finally, it can perform insidious attacks, 
i.e., it can perform on-off attacks to evade intrusion 
detection until a critical mass of compromised node 
population is reached after which it performs “all in” 
attacks ( a=1) to which can be translated into the 
actual system lifetime span given the query arrival 
rate. A failure occurs when no response toward a 
query is received. The cause could be due to packet 
dropping or data modification by malicious 
forwarding SNs, or energy exhaustion. A failure can 
also occur when the protocol receives majority false 
responses because the majority of ms source SNs 
selected are malicious. 

Algorithm Description 

Genetical Algorithm 

The parameters are encoded in binary string and 
function the chromosomes for the GA. the weather 
(or bits), i.e., the genes, within the binary strings are 
adjusted to reduce or maximize the fitness worth. 
The fitness perform generates its fitness worth, that 
consists of multiple variables to be optimized by the 
GA. At every iteration of the GA, a planned range of 
people can manufacture fitness values related to the 
chromosomes. The following may be a typical GA 
procedure: Procedure GA Begin Initialize population; 

Evaluate population members; While termination 
condition not happy do Begin Select oldsters from 
current population; Apply genetic operators to 
choose parents; Appraise offspring; Set offspring 
adequate current population; Finish End There are 
five steps in the genetic rule as represented below.  

Data Format  

In the data format step, the genetic rule generates 
chromosomes, and everybody is associate degree 
expected answer. The amount of chromosomes is set 
in line with the population size that is outlined by the 
user. Everybody is a combination answer, and also 
the body length is that the range of sensing element 
nodes that are depleted or non-functioning the 
weather within the genes is either0 or 1. A one 
suggests that the node ought to get replaced, and 
means the node won't get replaced.  

Evaluation  

In general, the fitness worth is calculated per a 
fitness operate, and additionally the parameters of 
the fitness operate are the chromosome’s genes. 
However, we tend to tend to cannot place genes 
directly into the fitness operate among the EERFNR 
formula, as a results of the genes of the body are just 
whether or not or not the node got to get replaced 
or not. Among the EERFNR formula, the goal is in 
addition to recycle the foremost routing strategies 
and to interchange the fewest device nodes. Hence, 
the variability of routing strategies out there if some 
non-functioning device nodes are replaced is 
calculated, and additionally the fitness operate is 
shown as below. 

 

Where, SNi = the quantity of replaced detector 
nodes and their grade worth at i . RPi = the quantity 
of re-usable routing ways from detector nodes with 
their grade worth at i. TSN = total range of detector 
nodes within the original WSN. TRP = total range of 
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routing ways within the original WSN. A high fitness 
worth is wanted as a result of the WSN is yearning 
for the foremost obtainable routing ways and 
therefore the least range of replaced detector nodes 

Selection  

The selection step can eliminate the chromosomes 
with very cheap fitness values and retains the 
remainder. We tend to use the political orientation 
strategy and keep the 1/2 the chromosomes with 
higher fitness values and place them within the 
coupling pool. The more serious chromosomes are 
deleted, and new chromosomes will be made to 
replace them after the cross overstep.  

Crossover  

The crossover step is employed within the genetic 
algorithmic program to vary the individual body. 
During this algorithmic program, we have a tendency 
to use the one-point crossover strategy to make new 
chromosomes. 2 individual chromosomes square 
measure chosen from the pairing pool to supply 2 
new offspring. A crossover purpose is chosen 
between the primary and last genes of the parent 
people. Then, the fraction of every individual on 
either facet of the crossover purpose is changed and 
concatenated. The speed of selection is formed in 
keeping with roulette-wheel choice and therefore the 
fitness values.  

Mutation 

The mutation step will introduce traits not found 
within the original people and prevents the GA from 
converging too quickly. During this rule, we have a 
tendency to merely flip a factor at random within the 
body. The body with the best fitness price is the 
answer once the iteration. The EERFNR rule can 
replace the detector nodes within the body with 
genes of one to increase the WSN lifespan.  

Performance Evaluation 

In this section, we present numerical results. Our 
reference WSN consists of 0

sn= 1500 SN nodes 
initially deployed with density λ0

sn with the protocol 

sitting at the centre of a circular area with radius 
sn=300m. The selective SN capture time is assumed 

to be exponentially distributed following the linear 
model described by Eq. 1, with c

min being once per 4 
weeks and c

max varying in the range of once per half 
day to once per 2 weeks. The radio range sn is 
dynamically adjusted to maintain network 
connectivity of n0= 7 to support basic multipath 
routing and voting-based IDS functions. The initial 
energy level of a SN is 0

sn=2 Joule. The energy 
parameters used by the radio module are adopted 
from [7, 14]. The energy dissipation Eelec to run the 
transmitter and receiver circuitry is 50nJ/bit. The 
energy used by the transmit amplifier to achieve an 
acceptable signal to noise ratio ( mp) is 10 
pJ/bit/m2 for transmitted distances less than the 
threshold distance 0 (75m) and 0.0013 pJ/bit/m4 
otherwise. The query arrival rate λq is a variable 
ranging from 10-2 to 1 query/sec to reveal points of 
interest. The imperfection of host IDS monitoring 
due to ambient noise and channel error is modelled 
by a monitoring error probability err= 1%.  

Countering Selective Capture and Smart Attack  

In this section,  analyze the effectiveness of our 
defences against selective capture and random + 
opportunistic + insidious attacks which we model by 

c
max, c

min, a, and all-in. Figure shows the optimal 
TIDS interval (representing detection strength) to 
counter such attackers with varying capture 
strengths ( c

max) and random attack probability ( a). 
In Figure, we fix c

min to once per 4 weeks and vary 
c
max  in the range of once per half day to once per 2 

weeks. We also fix all-in=0.25 to isolate its effect. We 
observe from Figure that a low demands a high 
detection rate (i.e., a small TIDS interval). The reason 
is that a low will result in a high per-host false 
negative probability pfn. Consequently, to cope with 
many hidden bad nodes missed by intrusion 
detection, the system will have to use a small TIDS 
interval for high detection strength. Another 
observation is that as c

max increases, TIDS decreases 
(or the detection strength increases) to counter the 
increasing capture rate. 
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Fig: Countering Selective Capture and Random + 
Opportunistic + Insidious Attacks with varying c

max 
and pa by Adjusting Detection Strength Parameter 
TIDS. 

TABLE 1: OPTIMAL ( p, s) UNDER LOW a(0.25), 
WITH VARYING c 

max
AND  IDS. 

 

TABLE 2: OPTIMAL ( p, s) UNDER HIGH a(0.75), 
WITH VARYING c

max  AND IDS. 

 

Tables 1 and 2 summarize the optimal ( p, s) under 
low and high values, respectively, when there are 
selective capture and random + opportunistic + 
insidious attacks. We observe that the more hidden 
the inside attackers are, that is, as decreases, the 
more (mp, ms) redundancy is required to cope with 
the bad node population accumulated due to misses 

in intrusion detection. This is evidenced by 
comparing optimal (mp,ms) settings listed in Tables 1 
and 2 for the same λc

max and TIDS.  

Next we analyze the effect of Pall-in (the all-in attack 
percentage population threshold MTTF of a WSN 
subject to selective capture with random + 
opportunistic + insidious attacks. We first note that a 
small Pall-in means that malicious nodes will perform 
all-in attacks early on (i.e., setting Pa=1) as soon as it 
senses the small percentage population threshold is 
reached. On the other hand, a large Pall-in means that 
malicious nodes will stay hidden until the large 
percentage population threshold is reached.  

Table 3 summarizes this trend with Pa= 0.1 over a 
wide range of λc

max values. This seemingly odd trend 
has a logical explanation. That is, when Pall-in is very 
small (say 0-10%), this critical mass of malicious 
nodes can be reached early on after which Pa 
becomes 1 (jumping from 0.1) for all-in attacks. So 
malicious nodes can be easily detected and the 
system should just use moderate detection strength 
to balance energy consumption with detection rate. 
As Pall-in increases further (say 10-20%), malicious 
nodes stay hidden until the all-in attack percentage 
population threshold is reached, so the system 
should use high detection strength to remove 
malicious nodes to prevent this critical mass from 
reached. Finally as Pall-in continues to increase past a 
high threshold (say >25%), insidious attacks will be 
ineffective since it is un-likely such a high critical 
mass can be reached, given that Pa= 0.1 so a bad 
node performing random attacks can still be 
detected by the IDS. The system in this case is better 
off using just moderate detection strength to 
balance the energy consumption rate with the IDS 
detection rate. 

TABLE 3: OPTIMAL TIDS UNDER VARYING λc
max     

AND Pall-in(WITH pa =0.1) 
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Finally, Table 4 summarizes the optimal (mp,ms) 
settings (representing multipath multisource 
redundancy for intrusion tolerance) to maximize 
MTTF obtainable under varying Pall-in settings. We fix 
TIDS to 0.5 hrs to isolate its effect.  

TABLE 4: OPTIMAL (mp, ms) UNDER VARYING λc
max 

AND Pall-in(WITH TIDS = 0.5 AND pa = 0.1). 

 

We can see from Table VI that as all-in increases 
attackers become more hidden, and, consequently, a 
higher level of (mp,ms)redundancy is required to cope 
with the bad node population accumulated due to 
misses in intrusion detection. This finding is 
consistent with that drawn from Tables 1and2. 

Conclusion 

Proposed and analyzed adaptive network defence 
management with three defences for coping with 
selective capture and smart attack aiming to create 
holes without base station in a wireless sensor 
network to block data delivery. Through numerical 
analysis, we demonstrated that our defences are 
effective against selective capture and smart attack. 
There exist best protocol settings in terms of the best 
radio adjustment, the best redundancy level for 
multipath routing, the best number of voters, and 
the best intrusion invocation interval used for 
intrusion detection to maximize the system lifetime. 
Leveraging the analysis techniques developed in this 
paper, one can obtain optimal protocol settings at 
design time, store them in a table, and apply a 
simple table lookup operation at runtime with 

interpolation to determine optimal settings for 
adaptive network defence management to maximize 
the system lifetime without runtime complexity. This 
paper considers three defences against selective 
capture attacks. We propose selective deployment, 
i.e., populating more critical nodes than edge nodes 
to effectively counter selective capture. We also plan 
to further refine the inside attacker behaviour model, 
and extend the analysis to homogeneous or 
heterogeneous clustered WSNs, without a BS. Finally, 
we also plan to investigate the use of 
trust/reputation management to strength-en 
intrusion detection through “weighted voting,” lever- 
aging the knowledge of trust/reputation of 
neighbour nodes, as well as to tackle the “what paths 
to use” problem in multipath routing for intrusion 
tolerance in WSN’s.  
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