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Introduction 

Web applications are increasing and software 
development firms are starting to deploy web 
applications and replacing traditional client 
applications. Web applications growth of complexity 
has also increased the number of vulnerable web 
applications in terms of security and is a growing 
concern. In this paper we implement a intrusion 
detection system and evaluate the effectiveness of 
the proposed system and present the results 

Over the past few years the amount of intrusion 
attempts has been on a steady increase and statistics 
show that as much as 75% of the cyber attacks [13] 
target web applications specifically. In a survey 
conducted [13] it was found that web attacks cost 
organizations over 100 times more than malware and 
50 times more than viruses, worms and Trojans 

annually. In this thesis we propose a intrusion 
detection system that operates in the application 
layer and is built specifically to detect web based 
intrusion attempts. 

Problem Description  

The nature of this thesis is to implement a software 
based intrusion detection system and evaluate the 
effectiveness, thus the research questions that this 
particular paper will answer are the following:  

 How can a stand-alone software application be used 
to identify security Intrusion attempts?  

 In what way can we measure the system to check 
that it is appropriate? For real world usage?  

Purpose 

Abstract 

Web servers are ubiquitous, remotely accessible, and often misconfigured. In addition, custom 
Web-based applications may introduce vulnerabilities that are overlooked even by the most 
security-conscious server administrators. Consequently, Web servers are a popular target for 
hackers. To mitigate the security exposure associated with Web servers, intrusion detection 
systems are deployed to analyze and screen incoming requests. The goal is to perform early 
detection of malicious activity and possibly prevent more serious damage to the protected site. 
Even though intrusion detection is critical for the security of Web servers, the intrusion detection 
systems available today only perform very simple analyses and are often vulnerable to simple 
evasion techniques. In addition, most systems do not provide sophisticated attack languages that 
allow a system administrator to specify custom, complex attack scenarios to be detected. We 
present Web STAT, an intrusion detection system that analyses Web requests looking for evidence 
of malicious behavior. The system is novel in several ways. First of all, it provides a sophisticated 
language to describe multistep attacks in terms of states and transitions. In addition, the modular 
nature of the system supports the integrated analysis of network traffic sent to the server host, 
operating system-level audit data produced by the server host, and the access logs produced by 
the Web server. By correlating different streams of events, it is possible to achieve more effective 
detection of Web-based attacks. 
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The purpose of this paper is to investigate common 
web attack methods and to identify intrusion 
attempt patterns and their effectiveness in detecting 
intrusion attempts. The goal of this study is to 
implement a software based intrusion detection 
system and evaluate the effectiveness of intrusion 
detections. Intrusion detection systems can also be 
closely tied to third party security software to 
enhance the benefits of having a intrusion detection 
system. Contribution to the research field is by 
presenting data of how effective a system of this 
nature can be to detect intrusion attempts and a 
possible implementation method. It is our intent to 
encourage further development within the field of 
computer security and web applications specifically. 

Conclusion  

In this paper, we showed that it is possible to 
construct a software based intrusion detection 
system and detect intrusion attempts with a very 
high detection rate. In the results, we can see that 
the detection rates for the proposed system are high 
and the system itself should have a minor 
performance impact. 
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