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Introduction 

Wireless Sensor Networks (WSN) are a MANET of 
smart sensors having computational and networking 
capabilities. WSNs can be de defined as a collection 
of hundreds or thousands of self-configured sensor 
nodes (also called motes) which sense the 
surrounding physical environment and cooperatively 
pass their data using the wireless network to the 
destination where this data is observed and analyzed 
to generate further results. These nodes perform 3 
main tasks which are – sense the data for which it 
has been made, process the data and communicate 
with each other. Also, the aggregation nodes present 
in these networks send the data to the base station 
or sink. WSN are used in a wide variety of 
applications which includes tasks like Military 
Applications, Traffic Monitoring, Medical 
applications, Environmental monitoring, Home 
automation etc. 

The nodes have a limited battery life and once the 
battery is drained it needs to be recharged or 
replaced. But, generally since these networks are 
deployed in hostile environments, it becomes 
difficult to replace or recharge the battery. Thus, 
energy efficiency while transfer of data through these 
nodes becomes an extremely important and 
necessary task.  

Also, the security of these networks is also a major 
concern as these are susceptible to attacks as they 
are placed in hostile environments and they 

broadcast their signals to communicate with other 
nodes. Since WSN are generally unsupervised in 
nature, the sensor nodes can be physically accessed 
to gain all the information which it communicates 
and senses. Other than that, the nodes memory may 
also store credential information which can be stolen 
easily. Thus, it is necessary to device mechanisms 
that can contribute in minimizing the loss of data 
caused by such types of physical capturing attacks.  

The attacks on these networks can be broadly 
classified into 2 categories – Active and Passive. In 
active attacks, the adversary continuously monitors 
and modify the data streams present within the 
packet. These attacks include attacks like routing 
attacks, eavesdropping etc. In passive attack, the 
adversary only monitors and eavesdrop the data but 
doesn’t modifies it. These attacks include all attacks 
against privacy like traffic analysis, camouflage 
adversaries.  [1] Node Capture Attack is a compound 
attack which is a result of active, passive and physical 
attacks by an intelligent attacker. 

  

Figure 1: Overview of a Wireless Sensor Network 

Abstract 

Wireless Sensor Networks or WSN as they are commonly known in one of the most popularly 
advancing technology in the field of computer networks. The application of these networks is in 
sensitive areas like battle fields, military targeting systems etc. Due to hostile nature of environment 
where these nodes are prone to variety of security attacks. Among the assaults, the most outrageous is 
the sensor (node) capture attack. This survey provides various that are used to prototype node capture 
attacks in WSN and includes an exhaustive survey of the various algorithms and models that are 
devised to combat these kinds of attacks. 
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Models in WSN: 

There are various models present in WSN . They are  

1. Key Assignment Model 

In this model, an arbitrary key is assigned to each 
sensor ni ∈ N, from set of keys Ki ⊂ K whose selection 
is done on a random basis from a set of keys. The 
communication between 2 nodes ni and nj can only 
take place if they are in each other’s communication 
distance and both the nodes have minimum one key 
which is common such that Ki,j = Ki ∩Kj _= ∅. 

2. Link Model 

In a wireless sensor network, many link comprise in 
the formation of routes and paths. li,j represents a 
secure and reliable link encrypted by the key Ki,j 
through which the messages can be sent between 
the nodes ni and nj without relaying it to the in 
between nodes. The level of security is determined 
by how large the key is.  Larger shared keys are used 
in this model to provide high security. All the links in 
WSN is represented as l = {li,j |ni ∈ N,nj ∈ N}. 

3. Network Model                                                                  

A net of N sensor nodes in a Wireless Network is 
deployed using a topology which can be viewed in 
the form of a digraph G={N,L} in which L is the set of 
links. These sensors follow various routing protocols 
to transfer data from sender to the receiver. The 
protocols used for routing are of two types single 
path or multiple path. The singlepath protocol uses a 
single, fixed for data delivery whereas the multi path 
protocol uses multiple paths for the transmission of 
data. 

4. Adversarial Model 

In this model, the network is approached from the 
attacker’s perspective. It considers that the attacker 
has every one of the abilities and assets to decide 
the way between the nodes, the cryptographic keys 
and can likewise spy the message sent inside the 
network. The adversary here is intelligent enough 
and can determine the most vulnerable nodes from 
the data available to him. 

Survey of node capture attack models and 
algorithms: 

Node Capture attacks can be modelled in various 
ways to understand the effect of these attacks mainly 
when the system follows scheme where keys are pre-

distributed randomly. The approaches for modelling 
these networks includes UML Methods, Probability 
Analysis, System Theoretic Approach and 
Vulnerability Evaluation.  

In [2], Chin Li et.al. analyses the privacy and integrity 
of the load in the network. They map the 
compromised traffic in the network with the flow of 
electric current using a circuit and built a matrix of 
vulnerability using circuit mapping. The problem of 
node capture attack with minimum cost is formulate 
here using non-linear programming problem. This 
paper uses a greedy heuristic approach. The 
algorithm devised in this paper is a Greedy Node 
capture Approximation using Vulnerability Evaluation 
(GNAVE).  

Bonaci in  [3]] uses a system theoretic model to solve 
the problem of physical sensor capture attack. It uses 
control theoretic model to for sensor capture, 
discovery of cloning of nodes and withdrawal of 
nodes taken by attacker. LQG tools of optimal 
control theory is used here, to build a strategy of 
network response against such physical security 
attacks. 

Zhu et.al. [4] provides with models to solves the 
problem of cloning and sensor capture attacks. The 
model devised here is to be used when many 
attackers are present. The model is inspired form the 
multi-player games and expresses these to model 
with the non-cooperative behavior of the adversary 
and the WSN. Attacks are classified as Static and 
Dynamic. 

For both the problems, Nash Equilibrium is used to 
derive strategies to attain equilibrium for the 
players(attackers) 

In [5], Zhao et.al. uses the Eschenauer- Gligor 
Scheme for the neighborhood-discovery phase. The 
resilience of q-composite key pre-distribution 
scheme is used to see the defense of networks under 
the attacks of adversary. Additional parameters 
which are critical to network are also derived in order 
to ensure there is network connectivity both in the 
presence and absence of attack by the adversary.    

Smache et.al. [1] his paper uses the adversarial model 
where the attacker initiates the attack by 
eavesdropping the message through which it learns 
about the network. Then it, physically captures the 
nodes, using resources owned by him and reads the 
secret data. This paper also depicts ways to remove 
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the captured node from the network and discusses 
IDS to avoid node capture attacks.  

Chi Lin et.al. [6]] models the sensor capture attack 
using a model with graphs.  The FGA (ful  graph 
attack) is used to make sure that the captured node 
is the most vulnerable one.  

To increase the efficiency of attack, optimization 
algorithms - Opti-graph attack (OGA) and Path 
Covering Attack (PCA) are also proposed in this 
paper 

Mishra [7] uses the model based on probability for 
modelling the procedure of data collection by the 
attacker during the sensor capture attack. This 
process id modelled using the birth and death 
processes and also determines the time which the 
adversary take in collecting sensitive information. 

In [8], Yagan et.al. determines the resiliency of the 
Wireless Sensor Network under the sensor capture 
attack is investigated in this paper. The resilience of 
the networks is checked when the keys are pre-
distributed randomly. It assumes that the attacker 
has unlimited resources and complete knowledge of 
the network. 

P. De et.al. [9] analyses the threat of spreading of 
sensor capture attack in WSNs. It assumes that from 
a single node that is infected, the other nodes can 
also be compromised after they communicate with 
the infected node. It analyses the factors responsible 
for the outbreak of the attack and the spreading 
process as well. 

Conclusion  

Various security models are studied in this paper 
which uses different approaches like Circuit theory, 
epidemic theory etc. These techniques are either 
centralized where the attacker starts from the most 
vulnerable node or distributed where the victim node 
is chosen randomly. The various key distribution 
schemes used in these models are also represented 
in Table 1. By learning about the ways to model 
these attacks we can determine ways to build a 
robust network.  
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Table -1: A survey of algorithms and models that are devised to combat against the node capture attacks 

 

 

S. 

No 

 

 

Paper 
Reference 

 

 

Autho
r 

 

 

Description 

 

 

Modelling 

Approach 

 

Centralized
/Distribute
d 

Attack 

 

Key 
Distribut

ion 
Scheme 

 

Random
/Dynami
c Node 
Capture 

 

 

Limitations 

 

1. 

 

 

 

[11] 

 

P.Tagu
e et.al. 

 

 

GNAVE Algorithm:  

 Mapping the 
compromised 
traffic in the WSN 
with the flow of 
electric current 
using a circuit and 
built a matrix of 
vulnerability using 
circuit mapping 

 

Vulnerabilit
y 
Evaluation 

 

Distributed  

 

It does 
not 

focus on 

any 

specific 

key 

distributi
on 
protocol. 

 

Dynamic 

 

1.It does not take into 
account the running 
time for 

Attacking the 
complete WSN. 

 

2. It is not useful when 
the data about the 
method of key 
distribution and 
routing protocol 
cannot be determined. 

2.  

 

[3] 

 

T. 
Bonaci 
et.al. 

 

A control theoretic 
model is used here 
for sensor capture, 
discovery of 
cloned nodes and 
withdarwl of seized 
nodes. 

 

System 
Theoretic 
Approach 

 

Distributed 

It does 
not 

focus on 

any 

specific 

key 

distributi
on 
protocol. 

 

Random 

1.The emphasis of this 
paper is on the 
behavior of attacker 
and not on the results 
of the attack 
completely. 

2. The problem of 
attacking efficiency 
and assets 
expenditure in 
planning an attack is 
overvalued.  

3. [4] Q. Zhu 
et.al. 

Devises a multi-
player game model 
to map with the 
non-cooperative 
behavior between 
the adversary and 
the network. 

 

Game 
Theoritic 
Analysis 

Distributed 
Attack 

It does 
not 

focus on 

any 

specific 

key 

distributi
on 
protocol. 

Dynamic Distinctive structures 
of the cost capacities 
by augmenting the 
quadratic expenses to 
a more broad type of 
expenses are not 
considered. 
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4. [5] J.Zhao 
et. al 

This paper 

uses the 
Eschenauer- Gligor 
Scheme.The 
resilience of q-
composite key 
predistiribution 
scheme is used to 
see the defence of 
networks under 
the attacks of 
adversary 

Vulnerabilit
y 
Evaluation  

 

 

 

- 

 Q-key 
distributi
on 
Scheme 

Random Too much focus on 
distribution of keys 
and not on the effect 
of attack on the 
network. 

5.  

 

[1] 

 

M. 

Smach
e et.al. 

 

Depicts Active 
(cloning) and 
Passive 
(Eavesdropping) 
assaults in WSN 
and discusses IDS 
to remove them 

 

Vulnerabilit
y 
Evaluation 

 

Distributed 

 

Random 
key Pre-
distributi
on 

 

Random 

 

The models proposed 
here are theoretic and 
not been 
implemented in real 
world. 

6.  

 

 

[2] 

 

Chi Lin 
et.al. 

 

A Matrix-based 
algorithm is 
presented here to 
increase the 
damaging 
tendency of the 
assault by 
attacking the most 
vulnerable node 
with least resource 
expense 

 

Vulnerabilit
y 
Evaluation 

 

Distributed 

 

Random 
key Pre-
distributi
on 

 

Dynamic 

 

1.It does not focus on 
the relation between 
attacking cost and 
attacking efficiency. 

2. Can be used with 
random key 
redistribution protocol 
only. 

7.  

 

 

[6] 

 

Chi Lin 
et.al. 

 

A full graph 
represents the 
relation among the 
nodes and the 
paths. The FGA 
(full graph attack) 
is used to make 
sure that the 
captured node is 
the most 
vulnerable one 

 

Vulnerabilit
y 
Evaluation 

 

Centralized 
and 
Distributed 

 

It does 
not 

focus on 

any 

specific 

key 

distributi
on 
protocol. 

 

Random 

 

Does not work with 
dynamic networks like 
VANETS. 

8.  

 

 

A.Mish
ra 

 

It uses the model 
based on 
probability for 

 

Probabilisti
c analysis  

 

Distributed 
Attack 

 

It does 
not 

 

Random 

 

The amount of 
information flow is not 
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[7] 

modelling the 
procedure of data 
gathering by the 
adversary  

 focus on 

any 

specific 

key 

distributi
on 
protocol. 

determined here. 

9.   

 

[8] 

 

O.Yaga
n et.al. 

 

The resiliency of 
the W S N under 
the sensor capture 
attack is 
investigated in this 
paper. 

 

Vulnerabilit
y 
Evaluation 

 

 

- 

random 
pairwise 
key 
distributi
on 
scheme 

 

- 

1. Only works when 
the keys are 
distributed randomly. 

 

2. No focus on the 
effect of attack on 
network  

10.  

[9] 

 

P.De 
et.al. 

 

It analyses the 
threat of spreading 
of sensor capture 
attack in WSNs. 

 

Epidemic 

 

Centralized 
Attack 

Pairwise 
key pre-
distributi
on 
scheme 

 

Random 

 

1.It ignored the 
mobility of the node. 

2. the possibility of 
multiple node capture 
by the attacker is also 
neglected here. 
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