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Introduction 

Increase in demand of technology and multimedia 
operations like data sharing, image sharing, songs 
video etc has led to question that how the security of 
these can be achieved. Usually multimedia contains 
data which can be private or confidential, so it 
becomes a major issue that during transformation 
security should be maintained. This issue has led 
researchers to work on security issue while data 
transformation. So they found that encryption is one 
of the methods which can make these data sharing 
process secure [7]. 

Like color images where each pixel’s value consist of 
R, G and B color mechanism and every components 
defines the strength concerning with red, green or 
blue color. As color pictures are considered they  
give extra data compared to grey-level images, 
which has taken an ever increasing extent 
consideration [14-16], where as earlier algorithms  
for color images uses similar encryption way to 
encrypt their R,G,B components such that the image 
is encrypted thrice separately. It has failed to heed 
dependency involving R, G and B mechanism which 
is auxiliary open to threats of being prone to 
uncivilized action. [10-16]. 

Shannon et.al [1] says that confusion and diffusion 
are two basic methods through which complication 

in high redundancy and co-relation can be achieved. 
It can be easily implemented by merging the two 
basic methods with chaotic systems. A chaotic 
system consists of features like high compassion, 
determinacy, control parameters to control the 
functioning, path mystery, probability, pseudo-
randomness etc. All these chaotic features 
collaborate along with initial necessities similar to 
confusion and diffusion in cryptography and all such 
factors help in making a chaotic system a buddy 
applicant for making a cryptosystems [2-6]. Fridrich 
et.al made a picture encryption module which 
consists of two processes that are image shuffling of 
pixel (dot) position with the help of alteration 
method plus image inter-mingling the picture 
element considering gray merit principles using 
diffusion method. He initially proposed the basic 
permutation – diffusion system of chaos based 
image encryption in 90’s [2]. A permutation method 
can be considered as the best one when it has best 
re-arranging effect and a better diffusion process 
which should be able to create better updating cycle 
for the cipher image.  

Wang et al [8] showed that permutation-diffusion 
system consists of a set of parameters has one 
disadvantage that these two process will be 
autonomous if the plain image is homogeneous that 
which has a same pixel gray value. 
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Patidar et al [9] introduced a scheme of permutation-
substitution based method which involves three 
operations preface transformation, replacement as 
well as major version. Newly introduced picture 
encryption method authenticates its strength 
robustness and security. This scheme is used 
considering rows and in place of pixel of the picture 
so that their efficiency, regularity and rate of 
encryption can be improved. 

For give up outstanding key understanding and plain 
text understanding, mutually opening permutation 
where core permutation is made so that it will be 
reliant on the plain image in addition it is being 
managed by pseudo-random number sequences 
(PRNS)  is being brought into existence as of to be 
chaotic regular chart. Switching or replacing as to be 
a process which is being started by the primary 
direction produced using cipher pointer plus chaotic 
level chart followed by gray pixel morals considering 
row plus column as 2D matrix input which are than 
being bit xored with co-ordination of PRNS which is 
being obtained from standard map. These days’ 2D 
chaotic Arnold map is being used instead of standard 
map. It has better chaotic feature like egodicity, 
pseudo-randomness, and reactive to starting 
circumstances and organized parameters [6]. 

Considering all the investigation reports of the work 
done to encrypt an image is highly secure and very 
good in performance which proves that it is very 
good for practical applications. Remaining paper is 
arranged as: Section 2 describes about research 
scope. Section 3 describes about the previous work. 

Section 4 shows the result in terms considering 
safety measures with presentation and study the 
planned encryption system and giving a brief detail 
about method involved in the block image 
encryption Section 5 draws some conclusions of the 
paper. 

Research Scope 

This paper focuses on various plain image encryption 
schemes like Conversion 3D matrix into 2D matrix, 
permutation method, scrambling method etc and 
thus proposes a new method encrypting plain image 
by dividing it into blocks and then encrypting the 
each block individually by different key.   

Related Work 

The CML scheme [19] 

The CML scheme exists as a method in which change 
in output is not propositional to the input and is 
dynamic in nature with respect to time and space. 

Where space indicates to the grid where as confined 
maps are non linear maps in a network. The 
connecting rules among lattices are connected in 
space with neighborhood. Due to inherent nonlinear 
character of every confined map, the CML system 
gives both spatial and temporal qualities for chaos 
nature [17] and shows the occurrence of spatial 
pairing along with limited plan.  If seen in detail a 
CML method [18] can be shown like: 

 
Where  

n be taken as a time index,  

j be taken as lattice index,  € (0,1) taken as  pairing 
factor  

L be taken as net size. 

Zigzag Path Scrambling [19] 

In this encryption process the height of encryption 
block is taken as 3, and width varies between 1 to 10. 
In the method permutation the pixels are being re 
arranged in each block with the help of zigzag path 
scattering steps as described in figure 1 

    

   

  

 
Figure 1 Crisscross course jumbled inside block by 
means of dissimilar breadth [19] 

(a) thickness = 1;(b) thickness = 2; (c) breadth = 3; (d) 
distance across = 4; (e) breadth = 5; (f) thickness = 6; 
(g) thickness = 7; (h) thickness = 8; (i) size = 9; (j) 
distance across = 10. 
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Permutation Process [20] 

In this A 3 Dimensional image is being taken to 
convert it into 2 Dimensional matrixes and the 
process of permutation is being applied along row 
which means consecutive rows along with column 
side which means one column after so as to re-
arrange all pixels formed in 2D matrix. Permutation is 
done so that it mixes the pixels of plain image i.e., 
red, green and blue, it depends on the text taken and 
at the same time is controlled by digital data series 
created through the chaotic 2D crooked map and 
cipher keys. Therefore the process of permutation is 
being linked up with both cipher keys and plain text. 

Conversion of 3-Dimensional colored picture grid 
inside 2D grid [20]  

In this method firstly sixe of 2D matrix is initialized 
that is NH x NW and then data is being read in 3D 
matrix form that is H x W x 3 in column by column 
form and is being placed in 2D matrix column by 
column. Thus new matrix generated is represented 
by P (i, j) in that 1≤ i ≤ NH as well as   1≤ i ≤ NW             
, NH along with NW in that order be elevation as well 
as breadth  in 2 Dimensional grid [20]. 

Research Method 

Dividing image into blocks 

For dividing the plain image into blocks an example 
of “Lena” image has been taken. The simple image of 
“Lena” with the size of 1024x1024 is taken for 
dividing into blocks and is shown in Fig. 4(a) and in 
the Fig 4(b) the histogram conversion of the “Lena” 
image is shown. Suppose that image has to be 
divided into m × n be the number of blocks in which 
image is divided and x(n) be the key and a,b be 
constant so as to maintain the complexity of the 
security every time value of x(n) will be generated, 
specifically separating the picture into 256 blocks . 
Considering the preliminary limit with novel 
parameters of CML [21] a = 4, ε = 0.5, x0(i) = 
0.23456789876543×i mod 1, L = m×n [21].  

    
(a) Plain image  (b) Histogram of plain image 

Key space analysis 

To make a key secure and protect it from brute force 
attack its length should be long so that is becomes 
difficult to break it down. On the other hand the 
initial value of key and its parameter will be used 
from the image which is being divided in number of 
blocks. 

Therefore the numbering of block m, n can be 
referred as the new keys and the number of keys 
generated will be always less than m-1 and n-1. 

Key generation: 

x (n) = a × b[x(n-1)] 

Where a and b is constant 

x(n) value of key 

n is number of characters in ascii 

 
Figure 4.2 

The above figure shows after the key generation hoe 
the secrecy of the image will be maintained. This 
clearly explains the concept of secrecy so that image 
will not be decoded by intruder during the 
transmission of data.  

Triangular matrix [22] 

It is a matrix which is being treated as a special case 
called triangular matrix [22]. When there are all 
zeroes above the center diagonal then it is known as 
lower triangular and there are all zeroes below the 
center diagonal then it is known as higher triangular 
grid. Triangular matrix is either higher or lower but 
when a grid is both upper and lower triangular at the 
same time is called diagonal matrix. 

    
“U” stands for upper triangular matrix or right 
triangular matrix and “L” stands for lower or left 
triangular matrix. 

XOR operation 

10.2348/ijset0715126 128



Shalini Stalin et al. International Journal of Science, Engineering and Technology, 2017, Volume 5 Issue 3 
ISSN (Online): 2348-4098 , ISSN (Print): 2395-4752  

XOR is being used in cryptography and is called as 
simple XOR cipher. 

A  0 = A, 

A  A = 0, 

(A   B)  C = A   (B   C), 

(B  A)  A = B  0 = B,  

This symbol  is called as EX-clusive disjunction 
(XOR) operation. It is also known as modulus 2 
additions (or subtraction). A string is being converted 
by implementing the manipulation method 
individually on bit and then XOR operator is on all 
nodes via the known key. On the other hand to 
regain the original data re-apply the XOR operator to 
all generated encrypted data using the generated 
key thus the output can be obtained [23]. 

For example applying XOR 

 
re applying XOR gives 

 
XOR machinist be particularly treated like a module 
inside extra difficult ciphers.  

Encrypting each block individually 

This is the most section as the security of cipher will 
depend on key. So to increase the complexity of the 
security each the divided image will be encrypted 
individually and with different key and the length of 
the key long enough to maintain its strength. If in 
case the cipher text interrupted or lost transmission 
then again same image block will be encrypted again 
by using the new combination the key obtain by 2’s 
complement.  

Traditional types of attacks [21] 

According to kerckhoff’s principle [24] in which exist 
following type of classical attack which are 

(1) Cipher text only: the adversary consists of a string 
of cipher text. 

(2) Identified plaintext:  the adversary consists of a 
string of plaintext, and the equivalent cipher text. 

(3) Preferred plaintext:  the adversary has gained 
short time access to the encryption machinery. 
Therefore the string text can be chosen easily and 
can be made the equivalent cipher text string. 

(4) Preferred cipher text:  the adversary has 
gained short time access to the decryption machine. 
Therefore a user can select cipher text string and 
make related or equivalent plaintext string. 

 

When crypt analytic is trying to examine the cipher 
text then few things are being assumed that he has 
all the information related to system except the 
information about the key. Among all the above 
attacks chosen plain text is the severe on and if the 
cipher text defy this then it can face any attack. In 
projected system the constraint of chaotic system is 
diverse as the image is alienated in a special way. 
Whereas the encrypted image blocks does not match 
with the plain image blocks and the key. 

Conclusion 

Paper specifies an picture encryption algorithm 
.Initially, the image be divided into blocks as well as 
make use of the block numbers are used with XOR 
operation 2’s compliment to generate new 
combinations of  key. In future permutation and 
diffusion can be used so that image pixel can be re 
arranged row wise column wise. This algorithm will 
be suitable for all types image with any extension 
and any pixel size. 
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