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Introduction 

Currently, Data security is the major challenge for 
internet users while storing and transmitting private 
information. Cryptography and steganography are 
the popular data security methods in use. In 
cryptography [1] the secrete information is 
transformed into unrecognized form. The encrypted 
data can be retrieved into its original form only by 
the intended users. Cryptography hides the secrete 
information but not the existence of secrete data. 
Even it is unrecognizable, its existence is not hidden 
and there is a chance of decryption by unintended 
users. Steganography is used to overcome the above 
problem. In the steganography process cover image 
is modified by inserting the user information, and 
cover image acts as a carrier for user information but, 
the change is so subtle that someone who is not 
specifically looking for it is unlikely to notice the 
change. 

In image steganography, different data type 
messages like text, image, audio, video etc. can be 
embedded safely in the cover images. Image 
steganography is an effective technique compared to 
others, because the modifications are unperceived by 
human eye because of its low pass filtering nature. 
Message data embedding can be carried out in both 
spatial and frequency domain of carrier image. 

In spatial domain image steganography, message 
data embedding is performed by changing the 
intensity values of carrier image pixels directly. 
Simple LSB technique [2] is simple and widely used 
spatial domain image steganography method in 
which user’s message is embedded in the LSBs which 
results   unnoticeable changes in the image 
representation. 

This paper, presents a LSB based image 
steganography technique in which Huffman coded 
message data is embedded in a carrier image. Coded 
message bits are being protected with a key which is 
inserted into a specific image region. Intended user 
has to choose the same region in order to retrieve 
the key and to retrieve the original coded bits. 

Rest of the paper is organized as follows. Section II, 
explains about methodology. Section III, explains 
about proposed system and implementation. Section 
IV, describes the experimental results. Finally, section 
V concludes the paper. 

Methodology  

A. LSB based steganography 

Generally, the least significant bits in pixel intensities 
contribute very little to the image visual 
representation. The process of embedding the 
message data into LSBs does not alter the carrier 
image greatly so that message existence is 
unnoticeable. It can be explained by 
diagrammatically as follows 
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Huffman coding 

In the proposed method, the message data is coded 
by using Huffman coding [3], [4] for the purpose of 
data compression and to enhance security. Huffman 
coded message bits are inserted into LSBs of carrier 
image pixels. Modifying the Huffman coded bits with 
key further enhances the security, because it is 
impossible to retrieve original message without the 
knowledge of key and decoding procedure. In the 
Huffman coding, each gray level of an image is 
considered as a symbol. Huffman dictionary should 
be inserted along with the Huffman coded message 
bits for the purpose of message decoding at the 
receiver.  

Proposed Model and Implementation 

The proposed model presents a spatial domain 
steganography which uses Huffman coding and 
region based key insertion. Huffman coding enables 
high data embedding capacity.  Region based key 
insertion enhances security.  

Proposed Model: 

 

 
At the sender, the message is coded by using 
Huffman coding. Huffman coded data and dictionary 
bits are modified by using the security key .Key is 
inserted in the image by choosing a specific image 
region. At the receiver, the key is recovered from the 
region where it is stored, and the message is 
retrieved by Huffman decoding. 

Implementation 

Message Embedding Algorithm: 

 Message is coded by using Huffman coding by 
considering intensity values as symbols. 

 Coded sequence and Huffman dictionary bits are 
divided into equal blocks of size equal to key size. 

 Data blocks are XORed with key, which gives the 
final embedded data sequence. 

 Carrier image is  selected and the pixel values are 
converted into binary 

 ‘K’ number of LSBs are taken and data is 
embedded. 

 Key is inserted in the image region and finally, 
the stego image is obtained. 

Message Extraction Algorithm: 

 Stego image is taken and the key is obtained 
from the image region, in which the key is inserted. 

 Embedded data is extracted from the stego 
image from LSBs. 

 Embedded data is XORed with the key and is 
converted into its original form. 

 Retrieved Huffman coded sequence and 
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Dictionary are used to obtain the original message. 
Experimental Results 
The proposed model is implemented by using 
MATLAB in a PC with 4 GB RAM and dual core 
processor. The stego images are stored in loss less 
.jpeg format. Experimental results of proposed model 
are shown below.  

Message: 

Butterfly.jpg 

 

Carrier: 

Building.jpg 

 
Stego image: 

Stego.jpg 

 
Message retrieval by choosing image region with key:  

 

             
Message retrieval by choosing wrong image region 
without key: 

          
Message is retrieved only by choosing correct image 
region. Otherwise, there is no message retrieval. 

Performance of the proposed steganography model is 
numerically evaluated for different cover images. Peak 
signal to noise ratio (PSNR) of cover and stego images 
are calculated by using the following formulae. 

 
Where C = Carrier or cover RGB image of size M  N 

            S= Stego image of size M  N 

 
Cover image 2: 

Chemical.jpg 

 
Stego image:  
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The PSNR values of two cover images are tabulated as 
follows 

S.NO Cover Image PSNR 

1 Chemicals.jpg 49.19 

2 Building.jpg 49.16 

 

Conclusion 

The proposed method gives better results for web 
images in terms of PSNR values which is a numerical 
measure to indicate to what extent a carrier image  is 
altered after message is inserted. Region based key 
insertion enhances the security. It is impossible to 
retrieve the key without knowing the image region 
where the key is inserted. Huffman coding improves 
embedding capacity. 
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