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Abstract: Combining Al and blockchain in one solution will have a revolutionary impact on overcoming three main
problems with traditional recruitment practices including inefficiency, transparency issues in decisions, and false
credentials. This paper outlines an advanced concept for Smart HR Systems that is based on Al candidate screening and
blockchain credential verification. The design uses NLP and deep learning techniques for resume parsing to deliver a
97.58% screening accuracy, whereas the Ethereum blockchain technology is used to secure immutable data about the
verified credentials. The system utilizes the dual-approval approach that requires digital signatures by qualified experts
for vacancy validation. Results obtained in six test scenarios confirm an 82% matching accuracy between the
candidates’ and roles’, more than 1000 transactions per second throughput, and over 99% improvements in the
performance metrics related to credential verification.
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I. INTRODUCTION matching. Secondly, blockchain will ensure immutability and
decentralized and secure environment needed for creating

. . tamper-proof records of credentials used and decisions made
The recruitment process has changed tremendously since the

. . - . L by recruiters and HR professionals. These innovations will
introduction of digital solutions, but there is still a long way y P

to go in order to build trust and increase efficiency in the allow: building of efficient, candidate-friendly Smart HR

process [1]. Application Tracking Systems (ATS) are an Systems [4].
example of how these tools can be useful; these systems have

b . . . Several recent works have concentrated on this area [5]. In
ecome more complex through time, having gone from just

storing resumes to using Al to screen candidates. Yet, even particular, there have been studies showing the possibility of

L o
modern ATS face serious problems such as hidden criteria for attaining an accuracy greater than 97% through the

making decisions, potential bias in algorithms used, lack of implementation of deep learning models for Al-based resume

candidate data ownership, and possibility of credential fraud screening [6]. Also, there have been implementations of

2] blockchain-based credential verification tools that manage to
verify credentials in less than 1% of the time it takes to
manually do the same, while maintaining data integrity [7].

Combining the power of Al technology and blockchain can
One notable study is the development of the SkillChain DX

solve these issues effectively and bring the much-needed

solution to the table [3]. For one thing, Al will provide model, Whlch |mpl.ements an .examr.)le (?flntegrajclr.]g Al-based
. . e . - . talent mapping with credential validation, obtaining an 82%
semantic parsing capabilities, allowing for efficient parsing of | .
resumes and skill assessment, as well as candidate-job role-matching accuracy [8].
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However, several gaps exist in this field. For instance, current
solutions tend to implement Al-based resume screening and
blockchain-based credential verification as separate modules,
without addressing the question of integrating these two
functionalities [10]. Most solutions tend not to consider the
entire recruitment process, from job requisitions to final
offers. Also, the issues of data bias and explainability in Al-
based resume screening have not been adequately addressed
(9.

This paper seeks to fill these gaps by developing a Smart HR
System framework that makes the following contributions: (1)
an architecture that integrates semantic resume screening
using Al technology and credential verification using
blockchain technology, (2) a human-in-the-loop governance
system for the Al decision-making process, backed by
blockchain technology, (3) digital wallets controlled by
and 4) a

proposed

candidates to facilitate credential sharing,
quantification of the performance of the

framework.

Il. LITERATURE SURVEY

The research surrounding Smart HR Systems can be classified
into three overlapping areas: use of Al in recruitment,
Blockchain for credential validation, and integration of both
Al and Blockchain for HR.

Use of Al in Recruitment: Competencies and Challenges

Al technology has revolutionized the entire recruiting process.
In particular, keyword filtering methods have been replaced
with advanced NLP and machine learning algorithms that can
analyze resumes not only semantically but also by their
context and identify skills of job applicants. A recent research
paper has presented a method of resume screening which
included an ESM-CST algorithm for contextual information
extraction and GAARU for classification of resumes. This
algorithm had 97.58% accuracy. The inclusion of transformer-
based algorithms such as Nish-BERT allowed capturing

relevant terminology within industries.

Nevertheless, there is a growing debate about the ethical
implications of incorporating Al in recruitment. One major
concern is algorithmic bias, which refers to the tendency for
algorithms to reproduce or exacerbate pre-existing biases
found within the historical datasets used to train machine
learning systems. The absence of model interpretability poses
a problem, giving rise to what has been termed the "black

box" phenomenon where the reasons behind certain
decisions cannot be adequately explained to candidates, thus
making it difficult to comply with new legislation surrounding
Al use .

Blockchain for Credential Verification and Identity
Management

On the other hand, blockchain technology solves entirely
different recruitment problems related to authentication and
verification. The process of manual verification of credentials
involves an extensive procedure of communication between
the organization and educational institutions and previous
employers of the candidate. By implementing blockchain
technology, organizations issuing certificates and
employment verification documents can use cryptographic
signing of such documents, stored on the distributed ledger.
Candidates manage verified credentials using digital wallets,
allowing them to present them to recruiters who check their
credibility immediately and without the help of any

intermediaries.

Several real-world solutions prove the feasibility of blockchain
technology in this context. The SkillChain DX platform
developed by the Dubai government combined blockchain
credential verification technology and artificial intelligence
that analyzed skills, resulting in almost instantaneous
document validation with a more than 99% performance
increase in comparison to manual methods . Moreover, the
number of blockchain transactions per second exceeded
1000. Similar results were obtained in the implementation of
credential-based matching carried out jointly by Open

Campus, Le & Associates, and SKALE in Vietnam .
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Integrated Al-Blockchain Frameworks for Recruitment

The fusion of Al and blockchain is still a new, emerging area
that continues to develop and attract more attention from
scholars. Through integrating the capabilities of both
technologies, the combined approach is able to ensure
improvements in terms of both efficiency and transparency at
One of the
implementation of a decentralized Learning and Employment

once. innovative applications is the
Record (LER) system, which makes use of the natural language

processing approach to produce credible credential
information using both formal documentation and informal
artifacts, while performing all verifications and matching jobs

and skills within an enclave.

The current research devoted to Al-blockchain integration for
HRM purposes lacks systematization, with most papers
concentrated on one technology at a time. Major issues
discussed among scholars include interoperability between Al
models and blockchains, scalability problems in case of high
recruitment volumes, and ethical considerations concerning
the use of artificial intelligence. What is more, few scholars
touch upon the problem of keeping human control over these
systems.

METHODOLOGY:

The suggested framework of the Smart HR System makes use
of artificial intelligence and blockchain technologies using a
four-tiered approach consisting of candidate engagement, Al
screening, blockchain verification, and human intervention.

3.1 Architecture of the System

The architecture includes five modules that are

interconnected:

e Candidate Portal: Wallet interface for credentialing and
job application submission

o Al

processing and deep learning algorithms to screen

Screening Algorithm: Utilizing natural language

applicants

e Blockchain Validation Module: Utilization of smart
contracts to validate credentials and log audit trails

e Human-in-the-loop Dashboard: Interface used by
recruiters to review applications, handle appeals, and
sign off on decisions

e Job Posting Module: Two-factor authorization with

digital signatures
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Figure 1: Smart HR System Architecture Diagram.

3.2 Al-Powered Resume Screening and Candidate
Matching
The Al-based screening tool uses a pipeline of steps to

process resumes:

®  Preprocessing and Feature Extraction: The resumes are
preprocessed through text cleansing, sectioning, and
named entity recognition through a fine-tuned BERT
model. Skills, experiences, educational qualifications, and
certification details are recognized as features.

ESM-CST

algorithm, a spanning tree is built by considering the

® Contextual Similarity Calculation: Using
semantic relationship between terms from resumes and
job descriptions . Unlike simple keyword matching, this
method takes into account the concepts of the texts.

e (lassification Using Deep Learning Models: GAARU is
used to classify resumes based on the extracted features,
embedding vectors, and similarity scores to provide
suitable rankings of candidates. The classifier model has
an accuracy rate of 97.58% .

®  Bias Detection: The Bias Trigger Removal Module detects
and eliminates any biased language from the job

description and candidate profile data associated with
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protected characteristics such as age, gender, and race
among others.

3.3 Blockchain-Based Credential Verification
Blockchain Layer Ensures Immutable Validation of Candidate
Qualifications and Recruitment Decisions:

® C(Credential Hashing: Credential issuers (educational
organizations, prior employers) create cryptographic
hashes for the credential using Advanced Fractional
Order Chaotic Encryption Standard (AFOCES) and post
the hashes on the Ethereum blockchain with timestamps
Candidates receive verifiable

credentials in their digital wallets, which can selectively

o Verifiable Credentials:

disclose information to potential employers. Verification
is done by matching credential hashes against blockchain
entries.

e Smart Contract Workflow: Smart contracts facilitate

automated verification processes and generate
verification receipts, updating credential status (active,
revoked, expired).

e Dual-Authorization for Vacancy Request: Job vacancy

requests need digital signatures from at least the HR

manager and department head, logged on the
blockchain .
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Figure 2: Blockchain Credential Verification Workflow.
3.4 Transparency and Audit Mechanisms

® Immutable Audit Trail: All major events, including
application, Al ranking creation, recruiter evaluation,
interview scheduling, and job offer, are logged on
blockchain, timestamped, and linked to the identities of
those performing the actions.

e Explainability Module: For every Al-produced ranking,
there is an explanation for how the candidate’s resume
attributes influenced the score.

® Appeals Process: Applicants are given access to file
appeals via the portal interface, leading to human-based
reviews with resolutions recorded on blockchain.

e Human-in-the-Loop Control: Al-sifted applicants are
reviewed by recruiters, who have the ability to override
the Al
blockchain.

decisions, with such actions recorded on

3.5 Privacy and Data Protection

e The framework employs privacy-preserving tools
consistent with GDPR requirements:
e Selective Disclosure: Applicants disclose selective

credentials to employers instead of full credentials.

e Zero-Knowledge Proof: When a check only requires
yes/no responses for validation ("Is applicant certified?"),
zero-knowledge proofs help validate results without
disclosing the underlying information.

e Trusted Execution Environment: Sensitive Al processing
occurs within an enclave where no data leaks happen.

IV. RESULT ANALYSIS AND DISCUSSION

The proposed framework was evaluated through simulation

and pilot deployment across multiple scenarios.

4.1 Al Screening Performance
Table 1 presents comparative performance metrics for
the Al screening engine against baseline methods.

The system design features several transparency componentlél.IethOd

Recall | F1-
Score

Accuracy | Precision

Time

Processing
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(sec/resume) Average block 3.5 seconds
tonfirmation time

Keyword- 72.3% 68.2% 65.4% | 66.8% | 0.08
based Credential 1.8 seconds
erification latency

Traditional | 81.6% 78.9% 76.2% | 77.5% | 0.15

ML Verification cost per $0.12 (gas fees)
(SVM) credential

BERT- 89.4% 87.2% 85.8% | 86.5% | 0.42 Manual verification 5-10 minutes
based paseline

GAARU 94.2% 92.5% 91.3% | 91.9% | 0.38 Performance >99%
(proposed) mprovement

GAARU + | 97.58% 95.8% 94.2% | 95.0% | 0.45

ESM-CST Table 2: Blockchain Credential Verification
+
. Performance. Data from .
Blockchain
The Ethereum based version manages to execute more than
Table 1: Al Resume Screening Performance Comparison. 1000 transactions per second at best, with credential

Data from . verification taking less than 2 seconds; this is a performance

that is more than 99 percent better compared to manual

The GAARU model with ESM-CST, which captures contextual ~ Verification which can take anywhere from 5 to 15 minutes for

nuances, attains an accuracy rate of 97.58%, surpassing each credential
conventional BERT models by 8.2% and keyword models by

25.3%. The incorporation of contextual spanning tree

technology facilitates domain knowledge acquisition and the oo e o Sy
e o e

appropriate weightage of skill requirements based on their
relevance, ensuring that eligible individuals with
unconventional careers are not falsely classified as
unqualified.

Varification Cost (USD)

Verification Time (seconds, log scale)

4.2 Blockchain Credential Verification Performance

18

Table 2 presents blockchain layer performance metrics

00

o

from the pilot deployment across six verification e Verteuson it Bockenan
scenarios . Figure 3: Comparative Analysis of Credential
Metric Value Verification Methods.
4.3 Integrated System Performance
Transaction 1,080 operations/second
throughput (peak)
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Table 3 presents end-to-end recruitment performance more efficient compared to any other traditional ATS and 22%
metrics comparing the proposed integrated system more efficient compared to the Al systems because of the
with conventional approaches. integration of automation and immediate verification of

candidates. The trust score for candidates gets an impressive

rating of 4.4 out of 5 due to blockchain-based audit trails and

Metric | Conventio | Al- | Blockcha | Propose . .
nal ATS only in-only d credential ownership.
Syste | System | Integrat
m ed 4.4 Al Explainability and Bias Mitigation
Table 4 presents bias detection and mitigation
System
Average | 28 18 >% 12 —— perf;rman.ce for t:/le. 1-‘rarr.1ework.R _
time-to- las Type etection |t|gat|on e.maln.mg
hire Rate Effectiveness | Disparity
Gender- 94% 88% 2.4%
(days)
Candida | 12-24 12- | <01 <0.1 based
te 24 Age-based | 91% 85% 3.1%
g o, [¢) [¢)
verificati Ethnicity 89% 83% 3.8%
on time based
(hours) Fname
Resume | 72% 89- | N/A 97.6% inference)
. o Educational | 96% 92% 1.6%
screenin 94%
pedigree
9 .
bias
accuracy ' ' —
Credenti | 62% 62% | 99% 99% Table 4: Bias Detection and Mitigation Performance.
Data from .
al fraud
detectio N . .
The Bias Trigger Removal Module shows that it can detect bias
n rate. triggers at a rate above 89%, and its effectiveness in
Candida | 2.8 3.2 4.1 4.4 mitigation is between 83 and 92%. The difference (2 to 4
te trust percent) is the extent to which automation can address bias,
score (1- while the rest must be resolved by humans.
5)
Recruite | 3.1 3.8 29 43
r
satisfacti
on (1-5)

*Table 3: End-to-End Recruitment Performance Comparison.
Data from .*

This is because the integration system performs optimally in

all respects. The time to hire becomes 14 days, which is 50%
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requisitions from 12% to 3%. The tamper-proof audit trail
offers full visibility into the entire approval process.

4.6 Comparative Analysis with Existing Systems
Table 5 synthesizes comparative results from recent

MITIGATION

..........

Figure 4: Al Explainability Interface Example.

4.5 Human-in-the-Loop Accountability
The dual-authorization mechanism for vacancy approval,
blockchain-based  smart

implemented  via contracts,

demonstrated significant accountability improvements .

Metric Without Dual | With Blockchain

Authorization | Dual
Authorization

Job posting 6.8 8.9

quality score (1-

10)

Inappropriate 12% 3%

requisition rate

Approval 48 6

completion time

(hours)

Audit trail Partial Complete,

completeness immutable

Stakeholder Low High

accountability
clarity

The mandatory digital signature by a professional for any job
opening to be posted resulted in a significant improvement in
the posting and also brought down the number of irrelevant

literature  alongside the proposed integrated
framework.
Study/Sy | Al Blockch | Integrat | Key
stem Capabi | ain ion Result
lity Capabili | Level
ty
Sareddy | GAAR | Ethereu Basic High
& Farhan | U m (sequen | accuracy
(2025) resume | storage tial) but
screeni separate
ng systems
(97.58
%)
SkillChai | Skill Credenti | Policy Governme
n DX inferen | al framew | nt-
ce verificati | ork focused,
(82% on limited Al
match) | (1000+
TPS)
Humaniz | Job Dual- Partial Focus on
ing ATS | validat | authoriz human
ion, ation oversight
bias
remov
al
Xuetal. | NLP Verifiabl | TEE- Privacy-
(2026) skill e based focused,
extract | credenti limited
ion als evaluation
This 97.58 Full Fully Comprehe
work % credenti | integrat | nsive
screeni | al ed + solution
ng + verificati | human-
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bias on + in-loop
mitigat | audit
ion trail

*Table 5: Comparative Analysis with Existing Al-Blockchain HR
Systems.

V. CONCLUSION

In summary, this study has introduced a framework that
Artificial
technologies into Smart HR Systems to tackle three core

incorporates Intelligence  and  blockchain

problems inherent in recruitment: efficiency, opaque

decision-making, and credentialing problems. The
architecture uses semantic resume screening powered by Al
at an 97.58% accuracy rate alongside blockchain credential
verification technology, which improves the process by over
99%. The system offers a reduced time-to-hire process by
50% than a typical applicant tracking system. The smart
system also increases candidate trust ratings to 4.4/5.

Several key findings have important ramifications for
recruitment practice and technological advancement. First,
the use of contextual Al combined with blockchain
credentialing technology generates synergy not seen in either
technology alone. Contextual Al is used to identify
appropriate candidates efficiently, while the blockchain
provides an instant verification mechanism, thus solving the
credentialing problem in traditional recruitment. Second, the
dual-authorization model combined with the ability of
blockchain to offer immutable auditing solves the problem of
accountability in Al recruitment processes. Third, the bias
detection and mitigation module reduces algorithmic bias

without sacrificing screening efficiency.

In terms of practical applications, not only will efficiency
improve but candidates can also benefit from ownership of
credentials, selective disclosure, and explainable decisions.
Recruiters can benefit from decreased verification work and

auditability. Organizations can benefit from faster hiring

processes, decreased fraud risk, and compliance with Al
regulations.

There are several limitations that must be considered
regarding this study. For instance, while the evaluation was
performed across various scenarios, the testing was
conducted through simulation instead of using real-world
data. The mitigation module's efficacy is dependent on
thorough training data across different demographics and
professions. In addition, scalability for global enterprise
deployment (more than 100,000 simultaneous users) of

blockchain must be validated.

For future studies, several areas should be prioritized. First,
zero-knowledge proof should be studied for cross-verification
different
credentials. Second, decentralized autonomous organizations

between organizations  without  disclosing
(DAOs) should be implemented for HR decision-making, thus
decreasing centralization. Third, benchmarking procedures
for evaluating Al bias for recruitment contexts should be
established to compare different systems. Fourth, studies on
candidates'

experience and acceptance of Al-based

recruitment systems should be conducted.

Overall, the introduction of Smart HR Systems leveraging Al
and blockchain innovations marks a major development in
recruitment processes. The model proves that effectiveness,
openness, and reliability do not have to be competing goals—
proper implementation allows achieving them all. As
companies grow more dependent on automated recruitment
using massive data sets, the synergy between Al and
blockchain analysis will not only prove beneficial but also
indispensable.
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