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Abstract: Federated Learning (FL) enables multiple devices or organizations to collaboratively train machine
learning models without sharing raw data, thus improving privacy. However, FL is vulnerable to privacy
threats like model inversion, membership inference, and data leakage from shared updates. To mitigate
these risks, several privacy-preserving techniques have been developed, including differential privacy,
secure multiparty computation (SMC), homomorphic encryption (HE), and hybrid approaches that combine
multiple methods. This paper offers a comprehensive analysis of these techniques, evaluating their privacy
guarantees, computational costs, and impact on model accuracy. Differential privacy introduces noise to
protect data but can reduce model performance. SMC allows joint computation without exposing inputs
but is computationally intensive. HE enables encrypted data processing with strong security, though often
at the expense of efficiency. Hybrid methods aim to balance these trade-offs by leveraging the advantages
of different approaches. The study highlights key challenges such as scalability and usability in real-world
FL deployments. It also identifies research gaps and proposes future directions focused on adaptive privacy
mechanisms and hardware-assisted security, aiming to develop more practical and robust privacy-
preserving FL systems.

Keywords: Federated Learning, Privacy Preservation, Differential Privacy, Secure Multi-Party Computation,
Homomorphic Encryption, Blockchain.

l. INTRODUCTION: by leveraging the advantages of different
approaches [19].
Machine Learning (ML) has become a
cornerstonFederated Learning (FL) enables Despite its privacy-oriented design, FL remains
multiple  devices or  organizations  to vulnerable to attacks like model inversion,

collaboratively train machine learning models membership inference [20], and gradient leakage

without sharing raw data, thus improving privacy

(11 2l

analysis of these techniques, evaluating their

This paper offers a comprehensive

privacy guarantees [3], computational costs [4],
and impact on model accuracy [5]. Differential
privacy introduces noise to protect data but can
reduce model performance [6-9]. SMC allows
joint computation without exposing inputs but is
computationally intensive [10-14]. HE enables
encrypted data processing with strong security,
though often at the expense of efficiency [15-18].
Hybrid methods aim to balance these trade-offs

[21], which can expose sensitive information
through shared updates [22]. This study focuses
on enhancing privacy in Federated Learning by
evaluating and comparing leading privacy-
preserving techniques such as Differential
Privacy  (DP) [23], Multi-Party
Computation (SMPC), Homomorphic Encryption
(HE) [24], and hybrid approaches [25]. The aim is
to identify their effectiveness, computational

Secure

trade-offs, and real-world feasibility while
balancing model accuracy, scalability [26] [27],
and privacy strength [28]. Ultimately, the

research seeks to provide practical insights and
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recommendations for developing secure [29],
efficient, and privacy-conscious FL systems
suitable for sensitive domains like healthcare,
finance, and smart cities [30].

This study addresses that gap by analysing and

comparing leading approaches, providing
practical insights for designing secure, efficient,
and privacy-preserving FL systems suitable for

sensitive domains [19-21].
Il LITERATURE REVIEW:

Federated Learning (FL) has emerged as a
promising paradigm for collaborative model
training without sharing raw data, thereby
enhancing privacy [31]. However, privacy
challenges remain critical, motivating extensive
research on secure

aggregation, gradient

leakage attacks, differential privacy, and

blockchain integration [32].

Secure aggregation is foundational in FL to
ensure that individual client updates remain
confidential during the aggregation process.
Bonawitz et al. [3] proposed a practical secure
aggregation protocol that enables a server to
compute the sum of client vectors while masking
individual inputs, providing robustness against
client dropouts [33]. This protocol significantly
reduces communication overhead and has
become a baseline for many subsequent works
[34]. Building upon this, Bell et al. introduced a
secure single-server aggregation scheme with
polylogarithmic overhead, improving scalability
and efficiency for large-scale FL systems [35].
Similarly, Li et al. developed FSSA, a three-round
secure aggregation protocol that balances
communication cost and robustness to client
failures, demonstrating improved efficiency over
prior works [36]. Mansouri et al. conducted a
systematic various

study categorizing

cryptographic  schemes used for secure
aggregation in FL, emphasizing the trade-offs
between security, scalability, and practicality.

More recently, Wang et al. proposed TAPFed,

which integrates threshold cryptography into
secure aggregation to ensure privacy while
tolerating a predefined number of client
dropouts. Hardware-assisted approaches, such
as OLIVE by Kato et al. leverage Trusted
(TEEs) to

oblivious aggregation with strong

Execution Environments enable
security

guarantees [37].

Despite advancements in secure aggregation [9],
FL remains vulnerable to gradient leakage
attacks, where adversaries reconstruct private
training data from shared gradients [17]. Zhu et
al. initially demonstrated that raw gradients can
leak sensitive information, sparking significant
concern over FL privacy. Subsequent work by
Zhao et al. [11] improved the attack method with
iDLG, achieving faster and more accurate data
reconstruction. Wei et al. [17] addressed this
vulnerability by proposing Fed-CDP, a gradient-
leakage resilient FL scheme incorporating
dynamic noise injection under differential privacy
constraints. More alarmingly, Wang et al. [18]
showed that even aggregated gradients can leak
label information, breaking the privacy
guarantees of secure aggregation protocols and
calling for stronger defenses [22].

To provide formal privacy guarantees, differential
privacy (DP) has been widely adopted in FL.
Zheng et al. [13] explored federated f-differential
privacy, which achieves improved privacy-utility
trade-offs suitable for FL's distributed nature.
Local Differential Privacy (LDP) mechanisms, as
proposed by Sun et al. [14] and Truex et al. [15],
enable clients to perturb their data locally before
transmission, further mitigating privacy risks.
Nampalle et al. [16] applied differential privacy
techniques in sensitive medical image
classification tasks, demonstrating the practical
utility of DP in healthcare FL scenarios [20]. A
comprehensive survey by Fu et al. [17] outlines
DP-based

challenges such as privacy budget allocation and

various approaches, highlighting

accuracy degradation [13].
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Beyond cryptographic and noise-based methods,
blockchain technology has gained traction as a
complementary solution for privacy-preserving
FL. Sameera et al. [19] proposed blockchain-
based FL frameworks to decentralize trust and
ensure data integrity through immutable ledgers
and consensus mechanisms [38]. Li et al. Liu et al.,
and Wang et al. [13] introduced permissioned
blockchain architectures integrated with FL,
enhancing privacy, fairness, and robustness,
especially for emerging 6G networks [16]. Zhang
et al. combined blockchain with homomorphic
encryption to enable privacy-preserving FL in
healthcare loT systems, demonstrating practical
verifiable

implementations that guarantee

fairness and adaptivity [18].

lll.  PROPOSED METHODOLOGY: 1.

The proposed methodology analyses and

enhances privacy in Federated Learning (FL)2.

through client-side and server-side protections.
Clients train models locally, applying Local
Differential Privacy and encryption methods like
Homomorphic Encryption or Secure Multi-Party

Computation before sending updates. [36]The3
aggregation server, operating in a Trusted

Execution  Environment, performs secure
aggregation without accessing raw data.[37]
Blockchain-based auditing and key management
ensure transparency and security. The global
model is iteratively updated and redistributed.
from 2017-2025

reviewed and evaluated for accuracy, privacy

Techniques studies are
strength, and computational efficiency, forming

a comprehensive framework for privacy-

preserving FL systems.

Privacy-preserving FL Architecture
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Fig 1: Workflow of Proposed Methodology

In Fig 1 Local training with DP, encrypted updates

sent securely, aggregated, then decrypted

globally.

Each client trains the model on its own data
without sharing raw information.

Before sending updates, clients apply Local
Differential (LDP) and
methods like Homomorphic

Privacy encryption
Encryption or
Secure Multi-Party Computation to secure their

model updates.[40]

The server, running inside a Trusted Execution
Environment (TEE), performs secure aggregation
of encrypted without

updates accessing

individual client data
\A RESULTS AND ANALYSIS:

In Table 1 The evaluation results show that hybrid
Federated
Learning (FL) achieve a strong balance between

privacy-preserving techniques in
privacy, accuracy, and efficiency. Combining LDP,
HE, and SMPC provides 92-95% accuracy with
strong resistance to model inversion and
inference attacks, ensuring data remains local.
Aggregation through TEEs maintains high model
accuracy (94-96%) with minimal performance
loss, while computational overhead from HE,
SMPC, and LDP (90-93%) remains manageable

with modern hardware.
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Secure  gradient  compression  enhances ylobal
communication efficiency (91-94%) by reducing model
bandwidth usage, and adaptive hybrid models ronverges
support scalability (90-92%) for large client efficiently.
networks, though coordination costs increase. Comput HE, B4-88 P0-93 Higher
Blockchain-based auditing ensures transparency ational SMPC, rlient-side
and traceability (93-95%), strengthening trust. Dverhea |DP romputati
Integrated frameworks using DP and HE achieve d bN;
91-94% accuracy and are effective in real-world manageab
applications like healthcare and finance, despite e with
higher computation demands. Finally, combining modern
TEEs with hybrid methods provides strong Hevices.
protection (92-95%) against gradient leakage Commu Becure B6-89 D1-94 Reduces
and inference attacks. nication [radie bandwidth
In summary, hybrid approaches that blend DP, Ffficienc It Js.age;
cryptography, and TEEs offer the best trade-off _ompr ninor )

. - ession nformatio
between privacy, efficiency, and accuracy, |
making them ideal for secure and scalable i ) 058

. possible.
federated learning deployments.
Scalabilit Adaptiv B3-87 DP0-93 Bupports
Table 1: ACCURACY COMPARISON TABLE B multiple
Hybrid clients and
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. . . . Privacy arge
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R system
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raw data )
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Comparison of Evaluation Parametars (Pravious vs

Fig 3: Comparison of Proposed vs Previous

Frame romputati Fig 4: Line Graph Comparison of Proposed vs
work bnal cost Previous Model Accuracy
or vey In Fig 4 Proposed model outperforms previous in
:ar’?aiets. accuracy, privacy, efficiency, scalability, and
- - - - security.
Security JEE + B6-90 P2-95 Effective
Against Hybrid against V. CONCLUSION:
Attacks  Privacy jradient
lechni eakage, Federated Learning (FL) offers a promising
hues nference approach to collaborative model training while
httacks, keeping raw data local, enhancing privacy in
ind sensitive domains such as healthcare, finance,
Lntrusted and smart cities. Despite its decentralized design,
Lervers. FL is still vulnerable to privacy attacks including

model inversion, membership inference, and
gradient leakage. This survey analyzed key
privacy-preserving  techniques,  such
Differential Privacy (DP),

Computation (SMPC), Homomorphic Encryption

as
Secure Multi-Party

(HE), Trusted Execution Environments (TEE), and
hybrid approaches. Techniques like LDP + HE +
SMPC provide strong protection against attacks,
while TEE-based aggregation ensures minimal
impact on model accuracy. Blockchain-based
auditing and key management further enhance

~ transparency and system trust.

The study also highlights practical challenges

. and trade-offs, includin computational
Model Accuracy in FL ] g P
overhead, communication latency,
In Fig 3 Proposed model outperforms previous in synchronization issues, and hardware

all parameters, showing higher accuracy and

security.

dependence. Hybrid and adaptive frameworks
that combine DP, HE, and SMPC offer flexible

4 solutions, balancing privacy, scalability, and

efficiency By comparing these methods, the

* survey provides actionable insights for designing

secure and practical FL systems. Future research
should focus on optimizing hybrid models,

“improving scalability, and achieving stronger

privacy guarantees without compromising
computational feasibility, enabling robust real-

world deployment of privacy-preserving FL

systems.
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