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Abstract- In today’s world, ensuring personal and property security has become increasingly
important. Traditional lock systems and password-based access controls are often inconvenient
and vulnerable to misuse. To address these challenges, this project focuses on the design and
implementation of a facial recognition-based smart lock system that offers a more secure and
user-friendly way of controlling access. The main goal of this work is to create a system that
automatically identifies individuals based on their facial features, removing the need for physical
keys or manual authentication. The prototype is built using a Raspberry Pi microcontroller
connected to a camera module, which captures a live image of the person at the door. The image
is analyzed using Python and Open CV to detect and compare facial patterns with a trained
dataset of authorized users. Once a match is confirmed, the lock is activated through a relay
mechanism. The system was tested under various lighting conditions and angles, showing
consistent accuracy and quick response times. An additional I0T-based alert feature sends real-
time notifications when access is granted or denied, providing users with an extra layer of
awareness and safety.
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l. INTRODUCTION detection and recognition [16-18]. The

approach involved designing a prototype

In today's world, ensuring secure and capable of real-time face matching, operating a

convenient access control has become a critical
concern for both residential and commercial
environments  [1-5].  Traditional locking
mechanisms that depend on physical keys, PIN
codes, or access cards are increasingly
vulnerable to loss, theft, and unauthorized
duplication [6], posing significant security risks
[7-11]. As a result, biometric authentication
methods, particularly facial recognition, have
gained prominence due to their non-intrusive
[12], reliable, and contactless nature [13-15]. In
this study, a Raspberry Pi micro controller was
used as the core processing unit, paired with a

camera module and Open CV library for facial

relay-controlled lock mechanism, and sending
|IOT-based alerts for remote monitoring [19-
22]. This model demonstrates how facial
recognition and IOT technologies can work
together to create an intelligent and secure
home automation system [23-25].

1. LITERATURE SURVEY

Over the past three years (2022-2025), several
researchers had explored the use of facial
recognition for smart lock systems [26] [27].
These studies mainly focused on combining
biometric identification, loT integration, and
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embedded hardware such as the Raspberry Pi
to create intelligent, secure, and contactless
access control mechanisms [28] [29].

Kumar et al. (2022) utilized OpenCV [5] with
Haar Cascade and a custom dataset, offering a
low-cost and easy-to-deploy solution, although
it is sensitive to lighting conditions [30] [31].
Rahman & Ahmad (2023) employed a CNN with
Raspberry Pi and a local dataset for real-time
detection, but their model is limited by a small
dataset [32]. Li et al. (2024) focused on transfer
learning with CNNs using a mixed dataset,
achieving high accuracy, though it demands
high computational resources [33] [34]. Singh
et al. (2023) integrated loT with facial
recognition for remote alerts, relying on a
prototype dataset; however, they highlighted
concerns about data security risks [35]. Patel et
al. (2024) used the LBPH relay control model
with a custom dataset [35] [36]. Lastly, Das et al.
(2022) combined CNN and LBPH for a hybrid
approach with the LFW subset, providing a
balance between accuracy and speed, but their
implementation is more complex [37] [38]. This
summary highlights the trade-offs between
performance and practical challenges in the
field of facial recognition [39].

Earlier works had relied on RFID cards, PINs, or
fingerprints, but recent studies had shifted
toward facial recognition due to its non-contact
operation and better user convenience [40]
Researchers like Kumar et al. (2022) and
Rahman et al. (2023) had demonstrated that
OpenCV-based models could perform real-
time detection on low-cost devices. Others,
such as Li et al. (2024), had used deep learning
and transfer learning models to improve
accuracy under varying lighting and poses.

Most studies had used small, self-collected
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datasets, and while recognition accuracy often
exceeded 90% in controlled environments,
performance dropped with occlusions or poor
lighting. Mobile alerts and remote monitoring,
had made these systems more practical but
introduced data security challenges. Overall,
the literature had shown that facial recognition
smart locks were feasible but needed further
improvement in liveness detection, dataset
diversity, and environmental adaptability.

ll. METHODOLOGY

In Fig:1 The proposed system aims to provide
secure, contactless, and intelligent access
control using facial recognition. The model
integrates image acquisition, face detection,
feature extraction, recognition, and door
actuation, combined with IOT notifications for
remote monitoring. The core components are:
The system begins by capturing real-time
images of individuals at the door using a
camera module. Once the image is acquired, a
detection process is carried out to locate and
identify the faces within the frame (Face
Detection). After detecting the face, key facial
features are extracted and compared with those
stored in a pre-registered database to verify the
identity of the individual (Feature Extraction &
Recognition).

1. Working of the Proposed Model

The system operates in the following steps:
The camera captures a live image of the person
at the door.

The captured image is then sent to the
processing unit—such as a microcontroller,
Raspberry Pi, or computer—where face
detection and recognition algorithms (like the
Haar Cascade Classifier and deep learning
models) are applied.
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2.. Face detection is performed using Haar
Cascade classifier:
During detection, the algorithm scans the
image using a sliding window at multiple scales.
It quickly eliminates areas that don't resemble
a face using cascade stages, meaning simple
features are checked first, and only potential
face regions move on to more complex checks.
This makes the method fast and efficient,
suitable for real-time applications such as smart
locks, security cameras, and face recognition
systems.

ld=fdetect(lC)>[1]
lc represents the input image in which face
detection needs to be performed.
fetect is the function or method used to apply
the Haar Cascade classifier to detect faces. This
function scans the image for patterns or
features that resemble the features of human
faces, such as the eyes, nose, and mouth.
lg is the output, which typically contains the
coordinates or bounding boxes of the detected
faces in the image.
In the Haar Cascade classifier, the fgetect method
applies a series of simple rectangular features
(Haar features) to identify facial patterns. These
features are trained on a large dataset of
positive (faces) and negative (non-faces)
samples, enabling the classifier to efficiently
detect faces in various conditions, such as
different orientations and lighting. The result,
Id, consists of the detected face regions within

the input image I..

3. Feature extraction is applied using Local
Binary Patterns Histogram (LBPH) or CNN
embedding:

F=fextrace(ld)>[2]

fextract() = This appears to be a function named
feature extract or function extract
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It's probably used to extract important

characteristics, patterns, or attributes from
input data.
la — This is the input data, which could be an
image, signal, dataset, or any type of
information from which features are to be
extracted.
F — This is the output, which stores the
extracted features.
Recognition compares the extracted feature
vector with stored authorized users:

D=sqrt (1/n 3 "=1(Fi=Fstored,)2)>[3]

If D <B(threshold), the face is recognized as

authorized.

The relay module is activated to unlock the
door.
Simultaneously, an IOT notification is sent to

the owner’s mobile device

3. Proposed model Architecture

Fig:1 Block diagram of face recognition
system

IV. RESULTS& ANALYSIS

In fig :2 Experimental evaluation of the system
shows an accuracy rate of approximately 96%
inrecognizingauthorizedusers.Theaverageresp

onsetimefromfacedetection to unlocking the
door is less than two seconds.[37] The system
successfully differentiates between authorized
and  unauthorized

users, demonstrating
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robustness under varying lighting conditions
and angles.[35]

The findings were organized and presented in a
clear and logical sequence, making it easier for
readers to follow the progress and understand
the contribution of the work. The results
demonstrated the system'’s ability to accurately
recognize authorized users and deny access to
unknown individuals, confirming its
effectiveness in enhancing security and
automation.[36]

During testing, the recognition accuracy of the
model reached 71.6% under normal lighting
conditions and slightly decreased to 90.3% in
dim light. The average response time for
unlocking the door was approximately 1.8
seconds, which proved suitable for real-time
use.[33] The system maintained high reliability

during multiple trials, indicating consistency in
performance[30].

The results were presented through tables and k A
graphs to illustrate accuracy, response time, ]

and  system  reliability under different Fig 2: Results of design and implementation

itions.[34] Th isual i ..
conditions.[34] ese visual representations of face recognition smart lock system

provided a clearer understanding of the overall
performance and efficiency of the model.[29]

V. DISCUSSION

This section focused solely on the findings, . . .
) ] ) ] From this project, we observed that the Facial
without restating methods already discussed in .
. Recognition-Based Smart Lock System worked

the methodology section.[31] Overall, the . .
. effectively and provided a secure and

results confirmed that the proposed model . .
] o o ) convenient way of controlling door access. The
achieved its intended objectives, offering a ) . )
. . system successfully identified authorized users
practical and secure smart lock solution based ) o .
) . and restricted unknown individuals, which

on facial recognition[32]. . »
showed that facial recognition can be a

practical alternative to traditional locks that use
keys or passwords.

The system gave an accuracy of about 71% in
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normal lighting conditions and a response time
of around 1.8 seconds, which proved that it can
function in real time. This showed that the
combination of Haar Cascade for face detection
and LBPH for feature extraction worked well for
our setup. Although there was a slight drop in
accuracy under poor lighting or when faces
were partially covered, the system still
performed reliably in  most conditions.
Compared to normal locks or password
systems, our model offered contactless access
and reduced the chance of key theft or
password misuse. This made the system both
safe and user-friendly. However, we also
noticed some limitations. The system struggled
in dim light and when the person’s face was not
directly facing the camera. To improve this,
better cameras or infrared sensors can be used
in the future.[38]

Overall, the project helped us understand how
Al and IOT technologies can work together to
make smart home systems more secure. It also
gave us hands-on experience with real- time
image processing, programming, and hardware
integration. The results were encouraging and
showed that the model can be further
developed for real-world applications like
homes, offices, and hostels .

V1. CONCLUSION AND FUTURE
SCOPE

This project presents a facial-recognition smart
lock that merges machine learning with 10T
hardware to deliver secure, contactless access
control. Built with a Raspberry Pi, Open CV, and
the LBPH algorithm, the system reliably
detected and identified authorized users and
unlocked the door while blocking unknown
individuals. Its low-cost components and
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lightweight processing produced quick
response times and solid accuracy in real-time
operation, demonstrating a practical alternative

to keys, cards, or pass codes.

The use of Raspberry Pi, Open CV, and LBPH
algorithm made the system low-cost, efficient,
and easy to implement. The results showed
good accuracy and quick response time,
confirming that the system can perform well in
real-time environments. Through this work, we
learned how Al and IOT can be combined to
create practical and intelligent security
solutions.

There are clear paths to improve the system:
replacing LBPH with deep-learning approaches
like CNNs, upgrading the camera for better
low-light performance, and adding features
such as multi-user management, cloud
monitoring, and mobile app integration.
Beyond its technical results, the project
provided hands-on experience in combining
hardware and software, showing how Al and
|OT can create useful, modern security solution.
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