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Abstract- The widespread adoption of remote learning has intensified the demand for reliable, scalable,
and intelligent online examination platforms. This paper presents GradeMate, a full-stack web application
built on the MERN (MongoDB, Express.js, React.js, Node.js) technology stack, designed to streamline the
complete lifecycle of academic assessments. GradeMate provides distinct authenticated portals for
administrators, teachers, and students, enabling role-specific workflows from quiz creation and batch
management to real-time examination proctoring and automated result generation. A key contribution
of GradeMate is its integration of the OpenAl API for Al-assisted grading of subjective answers,
significantly reducing the evaluative burden on educators while maintaining consistent scoring standards.
Real-time communication is achieved via Socket.lO, allowing live monitoring of active examination
sessions. The platform employs a Glassmorphism-based responsive Ul framework and enforces security
through JSON Web Tokens, BcryptJS password hashing, Helmet middleware, and Express Rate Limiting.
Empirical evaluation demonstrates that GradeMate reduces manual grading effort by an estimated 60%
and supports concurrent examinations across multiple academic batches with negligible latency. The
architecture, design decisions, feature set, and security considerations of GradeMate are discussed in
detail.

Keywords- MERN Stack, Online Examination, Al Grading, Socket.lO, JWT Authentication, OpenAl API,
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I. INTRODUCTION

The proliferation of e-learning platforms has created a pressing need for robust examination systems
capable of maintaining academic integrity while offering the flexibility of remote access. Traditional
paper-based assessments suffer from inherent limitations including high administrative overhead,
delayed result processing, and scalability constraints that render them unsuitable for modern
distributed educational environments.

GradeMate addresses these challenges by providing a comprehensive, cloud-ready examination
management platform engineered on the MERN stack. The platform unifies three primary user roles—
Administrators, Teachers, and Students—under a single, cohesive application while maintaining strict
role-based access control to preserve data privacy and operational boundaries.

A distinguishing feature of GradeMate is its use of the OpenAl API to assist teachers in evaluating
subjective or short-answer questions, a task traditionally requiring significant human effort. Combined
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with Socket.lO-driven real-time communication, the platform enables live proctoring capabilities that
detect and log anomalous student behaviors during active examinations.

This paper is organized as follows: Section Il surveys related work; Section Ill details the system
architecture; Section IV describes the feature set across user roles; Section V elaborates on the Al
grading pipeline; Section VI addresses security; Section VIl presents evaluation results; Section VIII
concludes.

Il. LITERATURE SURVEY

Existing online examination systems can be broadly categorized into monolithic legacy platforms and
modern microservice-oriented or full-stack frameworks. Ekubo et al. [1] proposed an early web-based
examination system using PHP and MySQL, demonstrating the viability of browser-based assessments
but lacking real-time capabilities and Al integration.

The emergence of the MERN stack as a preferred architecture for educational applications is
documented by Aggarwal and Verma [2], who highlight its isomorphic JavaScript advantage and non-
blocking 1/0 model as particularly suited to high-concurrency academic scenarios such as
simultaneous examinations.

Al-assisted grading has received considerable attention following the availability of large language
model APls. Chen et al. [3] evaluated GPT-based models for automated short-answer grading,
reporting strong alignment with expert human scorers on domain-specific rubrics. GradeMate builds
upon this insight by integrating the OpenAl API as an optional, teacher-invocable grading layer.

Real-time examination monitoring using WebSockets is explored by Rahman and Hossain [4], who
demonstrate that event-driven architectures substantially reduce the latency of proctoring signals
compared to polling-based alternatives. This work directly motivates GradeMate's adoption of
Socket.lO for its live monitoring subsystem.

Role-based access control (RBAC) in educational platforms is analysed by Ferraiolo et al. [5],

establishing the importance of least-privilege principles for protecting sensitive student assessment
data—a design guideline faithfully implemented in GradeMate's middleware layer.

I1l. SYSTEM ARCHITECTURE

GradeMate adopts a three-tier client-server architecture comprising a React-based frontend, a
Node.js/Express.js REST and WebSocket backend, and a MongoDB database. The high-level
architecture is depicted in Figure 1 below.

Figure 1: GradeMate High-Level System Architecture

CLIENT LAYER (Frontend — React 19 + Vite)

Admin Dashboard Teacher Interface ’ Student Portal

Page. 2

International Conference on Advances in Modern Technology of International Journal of Science,
Research in Engineering Field (AIMTREF) April, 2026 Engineering and Technology




Organized By: SKN Sinhgad Institute of Technology& Science,

Siinhgad Instiitutes
E Kusgaon (Bk), Lonavala, Pune

HTTP REST (Axios) + WebSocket (Socket.10)

SERVER LAYER (Node.js / Express.js)

Controllers (REST API) I Middleware (Auth/Security) Socket Event Listeners

Services Layer (Grading / Analytics / OpenAl)

Mongoose ORM Models

DATABASE LAYER (MongoDB)

Users / Auth Quizzes / Questions Attempts / Results

Departments / Batches Notifications Subjects / Schedules

The frontend communicates with the backend exclusively over HTTPS-secured REST endpoints for
CRUD operations and leverages persistent WebSocket connections for real-time event delivery. The
backend decomposes into three principal subsystems: (i) a REST API layer implemented via Express.js
controllers and validated by Joi schemas; (ii) a Socket.IO event layer managing live examination
sessions; and (iii) a Services layer housing the grading engine and OpenAl integration.

Frontend Architecture

The client is a single-page application (SPA) built with React 19 and bundled via Vite for optimized
code-splitting and hot module replacement during development. React Router DOM v7 manages
declarative client-side routing, with protected route wrappers that verify JWT presence before
rendering role-specific pages.

Global authentication state is propagated via React Context API, eliminating prop drilling across
deeply nested component trees. Axios interceptors automatically attach the Authorization header to
outbound requests and handle 401 Unauthorized responses by redirecting users to the login page.

Backend Architecture

The Express.js server follows an MVC-inspired directory structure. Incoming requests traverse an
authentication middleware that validates JWT signatures using the jsonwebtoken library, followed by
role-authorization guards that enforce RBAC at the route level. Validated requests are forwarded to
controllers, which delegate business logic to the services layer, keeping controllers thin and testable.
Mongoose schemas enforce data integrity at the application level, supplementing MongoDB's flexible
document model with typed fields, required constraints, and custom validators. Relationships between
documents (e.g., Attempt referencing Quiz and User) are expressed as Objectld references and
resolved via Mongoose's populate mechanism.

Database Schema Overview

The MongoDB database comprises eight primary collections: Users, Quizzes, Questions, Attempts,
Batches, Departments, Subjects, and Notifications. This normalized-yet-flexible schema allows efficient
querying for both individual result retrieval and aggregate analytics generation.

Feature Set and User Roles

GradeMate defines three hierarchical user roles, each with a purpose-built portal and a well-
delineated set of capabilities. Table | summarizes the role-capability matrix.
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Table I: Role-Capability Matrix

Role Core Capabilities Access Scope
Administrator | Manage users, departments, batches; upload CSV rosters; view Full system access
global analytics
Teacher Create/edit quizzes; assign to batches; monitor live exams; Al- Own quizzes & assigned
review answers batches
Student Attempt assigned quizzes; view instant results; receive Own attempts & results
notifications

Administrator Portal

Administrators exercise full system authority. Core administrative functions include user lifecycle
management (creation, role assignment, deactivation), departmental hierarchy configuration, and
academic batch management. A bulk CSV import facility, powered by Multer and csv-parser, enables
rapid on-boarding of large student cohorts from institutional records without manual data entry.

The admin dashboard surfaces platform-wide analytics rendered via Recharts, including participation
rates, average scores per batch, and question-difficulty distributions. These insights empower
institutional decision-makers to identify underperforming cohorts and adapt curricula accordingly.

Teacher Interface

Teachers interact with GradeMate through an interface centred on quiz authorship and result analysis.
The quiz creation wizard supports multiple question types—Multiple Choice (MCQ), Short Answer, and
True/False—and allows per-question point allocation, time limits, and shuffling directives.

During an active examination, the teacher's live monitoring dashboard receives Socket.IO events
emitted by student clients, displaying connection status, submission progress, and flagged events
(e.g., tab-switching) in real time. Upon conclusion, teachers may invoke Al-assisted review for
subjective questions via the QuizResults component, which dispatches selected answers to the OpenAl
API and presents the model's suggested scores and rationale alongside the teacher's existing rubric.

Student Portal

Students access a clean, distraction-minimized interface for attempting assigned quizzes. Upon
entering an examination session, a Socket.lO connection is established, registering the student as an
active participant visible to the supervising teacher. The quiz engine enforces countdown timers, auto-
submitting attempts upon expiry to prevent extended over-time submissions.

Post-submission, students receive instant feedback for objectively graded questions and are notified

via the platform's notification system once teacher review of subjective answers is complete. Historical
attempts are accessible from the student dashboard alongside performance trend charts.

IV. Al-Assisted Grading Pipeline

The Al-assisted grading subsystem constitutes a primary research contribution of GradeMate. The
pipeline operates in three stages:
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e Prompt Construction: The gradingService assembles a structured prompt containing the original
question text, the model answer or grading rubric (if provided by the teacher), the student's
response, and the maximum attainable marks.

e APl Invocation: The prompt is dispatched to the OpenAl Chat Completions endpoint using the
teacher's (or platform's) APl key. The model is instructed to return a JSON object containing a
numeric score and a brief justification string, enabling deterministic parsing.

e Score Integration: The returned score is written to the Attempt document in MongoDB. The
teacher retains the authority to accept, override, or discard the Al suggestion before finalizing
results, ensuring human oversight is preserved.

This human-in-the-loop design deliberately constrains the Al to a recommendation role rather than an
autonomous grader, addressing fairness and accountability concerns raised in Al-assessment literature
[3]. The pipeline adds negligible latency (typically 1-3 seconds per answer) relative to the overall
result-finalization workflow.

Security Design

Security is enforced at multiple layers of the GradeMate stack:

e Authentication & Authorization: All APl routes are protected by JWT middleware. Role claims
embedded in the token payload are verified against route-level guards, implementing least-
privilege RBAC.

e Password Security: User passwords are hashed using Bcrypt)S with a configurable salt factor
before persistence, rendering plaintext password recovery computationally infeasible.

e Transport Security: All client-server communication is transmitted over TLS (HTTPS/WSS),
preventing man-in-the-middle interception of examination content or authentication tokens.

e Rate Limiting & DDoS Mitigation: Express Rate Limit restricts the number of requests per IP per
time window, defending against brute-force login attacks and denial-of-service attempts.

e HTTP Security Headers: Helmet configures Content Security Policy, X-Frame-Options, X-XSS-
Protection, and other defensive HTTP headers to mitigate common web vulnerabilities.

e Input Validation: All incoming request bodies are validated against Joi schemas before reaching
controllers, preventing injection attacks and malformed data from entering the system.

V. EXAMINATION DATA FLOW

Table Il traces the end-to-end data flow of a complete examination lifecycle within GradeMate, from
student login to result delivery.

Table Il: Examination Data Flow
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c Event Protocol Description

1 User Login HTTPS REST JWT issued; stored client-side

2 Quiz Attempt Start | HTTPS REST + Socket.IO | Attempt record created; real-time session opened
3 | Answer Submission HTTPS REST Answers persisted to MongoDB Attempt document
4 Auto-Grading Internal Service gradingService evaluates MCQ/short answers

5 | AI Review (optional) OpenAl API (HTTPS) Subjective answers sent for Al-assisted scoring
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6 Result Delivery HTTPS REST
7 Notification Socket.JO

Scored attempt returned to student dashboard

Teacher alerted; student notification created

VI. Technology Stack Summary

Table Il provides a consolidated view of the technologies employed across all layers of the GradeMate
platform

Table Ill: GradeMate Technology Stack

Layer Technology Purpose
Frontend React 19 (Vite), React Router DOM v7 SPA user interface, routing
Ul/Styling React Bootstrap, Glassmorphism CSS Responsive design, night
theme
Charts Recharts Analytics & data
visualization
State / API Context API, Axios Global state & HTTP calls
Real-time Socket.IO Client Live exam monitoring
Backend Node.js + Express.js REST API server
Database MongoDB + Mongoose Persistent data storage
Auth JWT + Berypt]S Secure authentication
Al Engine OpenAl API Al-assisted grading
Security Helmet, Rate Limit, CORS, Joi Input validation & protection
File Handling Multer, csv-parser CSV batch uploads
Ul/Styling React Bootstrap, Glassmorphism CSS Responsive design, night theme
Charts Recharts Analytics & data visualization
State / API Context API, Axios Global state & HTTP calls
Real-time Socket.IO Client Live exam monitoring
Backend Node.js + Express.js REST API server
Database MongoDB + Mongoose Persistent data storage
Auth JWT + Berypt]S Secure authentication
Al Engine OpenAl API Al-assisted grading
Security Helmet, Rate Limit, CORS, Joi Input validation & protection
File Handling Multer, csv-parser CSV batch uploads

VII. RESULTS AND EVALUATION

GradeMate was evaluated through internal benchmarking and simulated load testing on a
development environment running Node.js v20 backed by a MongoDB Atlas cluster.

1. Performance

Concurrent examination simulation with 100 simultaneous student connections demonstrated stable
Socket.lO event delivery with a mean round-trip latency of 42ms. REST API response times for quiz
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submission endpoints averaged 180ms under load, well within the sub-second threshold acceptable
for interactive assessment tools.

2. Al Grading Accuracy

A sample evaluation of 150 short-answer responses across three subject domains showed that Al-
suggested scores aligned with teacher-assigned scores within a +5% margin in 83% of cases. Teachers
overrode Al suggestions in 12% of cases, predominantly for domain-specific jargon that the general-
purpose model lacked sufficient context to evaluate.

3. Usability

Informal usability testing with a cohort of 20 students confirmed that the Glassmorphism-themed
interface achieved a System Usability Scale (SUS) score of 82, categorized as 'Excellent,’ with particular
appreciation noted for the real-time countdown timer and instant MCQ result display.

VIII. Conclusion

This paper presented GradeMate, a full-stack MERN-based online examination platform integrating
real-time proctoring via Socket.lO and Al-assisted grading via the OpenAl API. The platform
successfully addresses the principal shortcomings of conventional examination management
systems—namely high administrative overhead, delayed results, and lack of real-time oversight—
within a secure, scalable, and user-friendly application.

Evaluation results confirm meaningful reductions in teacher grading workload and strong
performance under concurrent examination loads. Future enhancements include computer vision-
based proctoring using WebRTC streams, plagiarism detection for subjective answers, adaptive
question selection driven by student performance history, and full containerization using Docker for
cloud-native deployment.

GradeMate demonstrates that the convergence of modern JavaScript frameworks, real-time
communication protocols, and large language model APIs can yield examination management
solutions that are both technically robust and pedagogically valuable.
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