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Abstract—The rapid growth in residential electricity consumption has intensified the need for intelligent and efficient
energy monitoring and management solutions. Conventional energy meters lack real-time visibility, appliance-level
insights, and automated control, leading to inefficient energy usage and increased electricity costs. This review paper
presents a comprehensive analysis of loT-based smart energy monitoring and management systems, focusing on
system architectures, sensing technologies, communication protocols, data-processing techniques, and user-interface
platforms. A comparative evaluation of existing systems highlights their performance, scalability, cost-effectiveness,
and deployment feasibility. Key technical challenges such as data security, sensor calibration, interoperability, and
communication reliability are critically discussed. Furthermore, emerging research directions including Al-driven
predictive analytics, edge computing, and integration with renewable energy sources are examined. The analysis
indicates that loT-enabled energy monitoring systems significantly enhance energy transparency, reduce wastage, and
support sustainable energy practices, making them a crucial component of future smart home and smart grid
ecosystems.
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I. INTRODUCTION

Electricity consumption in homes has increased
dramatically worldwide, creating a heightened demand
for effective and reliable (smart) ways to monitor and
manage energy use in homes. Today, people use a
variety of electrical products/technologies in the home:
refrigerators, air conditioners, washing machines,
televisions, battery chargers, routers, etc. Additionally,
many of these products are left on “standby” which is
also considered an additional energy consumption
source contributing to dynamic and unpredictable
monthly electricity bills. Currently, when using
traditional electric meters, a homeowner receives just
cumulative monthly energy consumption results but
does not have the ability to see real-time consumption
or get consumption data about individual appliances
and devices. Due to the lack of granularity available to
consumers using traditional electric meters, they cannot
recognize and limit energy wastage by realizing how
inefficient devices (appliances) are, managing peak
loads/staying within available capacity, being able to
recognize that certain appliance(s) are malfunctioning,
and understanding how their own consumption

behavior contributes to energy wasting habits. The
consequence to the consumer is ever-increasing
electric bills while electric utility companies are also
struggling to maintain adequate resources to meet the
demand for electricity (i.e., controlling peak loads,
maintaining supply/demand balance while avoiding
blackouts, accurately forecasting load demand). The
Internet of Things (IoT) has greatly changed every
aspect of energy systems including monitoring and
control, through a seamless integration of sensors,
smart meters, communication modules, and cloud
platforms to form an intelligent ecosystem with the
ability to acquire, process, visualize and perform
automated control of real-time data. One example is
the work by Sharma et al. [1], where the authors found
that using protocol-aware loT architectures can
improve reliability in monitoring, as well as improve
performance of distributed systems. Research
conducted by Mendoza et al. [2] confirms that energy
monitoring implementations using loT were feasible in
an institutional environment with a dashboard
designed to track energy optimization efforts in quasi-
real-time. GuoWen Ren et al. [3] have proposed
scalable, multi-node energy management architectures
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that use loT communication frameworks to provide
additional benefits from coordinated sensing and
network optimization on smart infrastructure at the
network level.
In addition to monitoring, the furthering of data-driven
energy strategy/program operations is dependent
upon the granularity of the incoming consumption data
provided to utilities in order to formulate the trenchline
plans/strategies  required for the continued
development and improvement of the grid. Retrofits of
existing buildings and energy consumption patterns
will be based heavily on this consumption data for the
purposes of accurately modeling future energy
consumption requirements and the amount of energy
required to be added to the grid through storage
options such as battery arrays or even demand-
responsiveness strategies (i.e, the variability of
consumption during peak-use
periods/reduce/completely eliminate load on a circuit).
Demand management systems that utilize the internet
of things (IoT) enable residential consumers to manage
their home energy use in conjunction with their energy
budgets and lower-billing periods through demand-
response systems such as those utilized by Hafeez et. al.
(2016). Demand management systems that enable
predictive and stochastic modeling of household
energy utilization help consumers accurately forecast
their energy requirements and reduce their total energy
use through the combination of load-shifting and load-
reduction strategies as demonstrated by Yousefi et. al,,
2015 and by Pipattanasomporn et. al. (2008).
However, recent breakthroughs in the development of
low-cost hardware platforms have accelerated the
adoption of loT-based energy monitoring solutions.
Real-time monitoring systems based on ESP32 with
wireless communication capabilities have shown that
accurate energy measurement is possible using low-
cost embedded hardware platforms [8]. Mobile and
application-based real-time monitoring systems have
further enhanced accessibility and engagement with
the monitoring system, as evident from Android-based
monitoring systems [9] and loT smart power monitoring
systems [10]. It is evident that loT-based smart energy
systems are transitioning from research prototypes to
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deployable solutions.
With the increasing relevance of energy conservation,
environmental sustainability, and cost-effectiveness,
loT-based smart energy monitoring and management
systems have become an integral part of smart homes
and smart grids. They offer consumption transparency,
automated control, and data-driven decision support,
in addition to their relevance to larger goals of carbon
emissions and grid sustainability. This review paper
offers a thorough review of loT-based energy
monitoring and management systems, covering
sensing  approaches, communication protocols,
architectural frameworks, technical issues, and future
research trends. Through the review of existing
literature and comparison of system approaches, the
paper identifies opportunities for enhancing the energy
efficiency of domestic spaces and offers future
directions for smart energy systems. The rest of this
paper is organized as follows: Section Il offers the
literature review, Section Il discusses methodologies,
Section IV explains system workflow, and Sections V
and VI discuss limitations and conclusions respectively.

Il. LITERATURE REVIEW

The development of energy monitoring using loT has
shifted rapidly over the last 10 years from basic data-
acquisition  systems to complex multi-faceted
intelligent, interconnected and automated smart
energy management systems. Old-generation systems
significantly limited responsiveness to dynamic
residential and industrial environments by relying
primarily on periodic logging and manual analysis of
data. New-generation systems allow for real-time
analysis, monitoring by appliance, load forecasting, and
automated control due to the introduction of low-cost
microcontrollers, wireless communication devices, and
cloud-based dashboards. As outlined in Table 1, a
number of different research projects have helped to
advance these capabilities through new IloT
architecture, innovative sensing technology and
optimization strategies.

For example, Mendoza et al. [2] demonstrated a
university-wide [oT energy monitoring system with
centralized dashboards to allow measurable
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optimization of energy consumption in multiple
facilities. Using an integrated multi-node approach,
GuoWen Ren et al. [3] developed an loT energy
management network with centralized and highly
optimized communication and coordinated sensing
across physically separate infrastructures. Barbar et al.
[4] presented a broader perspective for energy planning
by analysing both demand growth and needed
decarbonization as an outcome of energy consumption
for the future, as well as how data-driven monitoring
and storage-supported demand side management are
critical to achieve sustainability goals. Residential smart
home energy optimization has been extensively
explored using loT-enabled demand response and
tariff-aware control strategies. Hafeez et al. [5]
proposed a price-based demand response strategy for
loT-enabled smart homes, illustrating the effectiveness
of bill minimization via adaptive load shifting.
Comparative studies of predictive and stochastic
modeling techniques for home energy management
were conducted by Yousefi et al. [6], illustrating
enhanced forecasting accuracy for control strategy
optimization.  Basic  intelligent home  energy
management and early demand response algorithms
were proposed by Pipattanasomporn et al. [7], defining
essential algorithmic guidelines that remain valid in
contemporary smart grid systems. More recent studies
increasingly focus on low-cost embedded systems and
user-friendly monitoring interfaces. ESP32-based real-
time energy monitoring systems with wireless
communication capabilities were validated by El-
Khozondar et al. [8], illustrating that low-cost hardware
can provide accurate real-time energy measurement.
Mobile and application-based monitoring systems for
domestic electricity consumption were developed by
Isa et al. [9], underlining the significance of user mobility
and interactive graphical interfaces. Real-world loT
smart power monitoring system implementations were
further explained by Khandare et al. [10], confirming
that remote accessibility, notification systems, and
usage profiling are essential for achieving tangible
energy savings. Recent developments in edge-oriented
approaches to computation aim at improved
computational efficiency, and reduced latency. For
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example, Fanariotis et al. (2023) proposed low-power
edge processing methods for ambient intelligence
systems that are less dependent on the cloud and more
responsive than traditional cloud-based approaches.
Similarly, Milis et al. have introduced smart meter data
for load disaggregation and customer profiling,
allowing for the estimation of appliances on a per
appliance basis without the need for intrusive sensing
methods. Singh et al. have demonstrated high precision
on the use of industrial and machine-level loT
monitoring architectures as frameworks supporting the
transfer of design principles to residential deployments;
and Amudhevalli et al. have provided hybrid loT energy
metering systems with the integration of PLC and
SCADA systems, allowing for seamless interaction
between supervisory control systems and loT
monitoring layers. As evidenced by the work of Mirani
et al., edge-based industrial loT monitoring using local
processing of data has been confirmed to provide
reduction in latency, bandwidth utilization and reliance
upon the cloud. Overall, each of these studies
demonstrates a clear transition from isolated
monitoring solutions to scalable, intelligent, and
analytics-based approaches to managing energy from
loT sources. Each study demonstrates the integration of
sensing, distributed processing, edgeanalytics, and
user-centric dashboards, indicating a rapidly evolving
industry with the potential to develop ways for
households to create more efficient and personalized
energy ecosystems.

Although the existing literature has proved the efficacy
of loT-based energy monitoring systems, some critical
research gaps still exist. The early works on algorithms
and modeling, such as Pipattanasomporn et al. [7] and
Yousefi et al. [6], mainly focused on the demand
response algorithm and predictive control. However,
they lacked concrete proof of real-time large-scale
implementation. The recent embedded system designs
on low-cost ESP32 and IoT energy monitoring nodes
[8], [10] have made the system more affordable and
accessible. However, the designs are still highly
dependent on cloud infrastructure, leading to increased
latency and data availability issues.User interface-based
monitoring systems and mobile-based visualization
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platforms have improved user engagement and
awareness [9], [10]. However, the existing literature has
shown limited quantitative validation of energy savings.
Edge computing-based designs [11], [15] have reduced
network dependency and latency. However, they are
still associated with resource constraints on the edge
side, requiring careful optimization. Disaggregation-
based appliance-level estimation techniques [12] have
reduced the need for sensors. However, they are still
prone to accuracy issues in varying load conditions.
Interoperability of heterogeneous |oT devices and
integration with supervisory control platforms [14] have
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shown promising results but lack standardization.
Standardization and scalability remain key research
priorities. Furthermore, ensuring seamless
interoperability among heterogeneous loT devices is
essential for large-scale deployment. Future systems
should focus on developing robust, secure, and scalable
architectures to enhance overall system performance. In
addition, improving data accuracy and reducing system
latency are crucial for real-time applications, enabling
more reliable and efficient energy monitoring systems.

TABLE | COMPARATIVE ANALYSIS OF 10T-BASED ENERGY MONITORING SYSTEM

Sr. | Paper Title Author(s) Year Methodologies Applications Challenges

No.

1 loT-Based Energy | Mendoza et al. 2024 10T monitoring Campus Sensor/network
Monitoring in buildings issues
Universities

2 Integrated IoT | Guo Wen Ren, 2021 Energy Smart grids System integration
Energy Management
Management system
Network

3 Demand Growth | Barbar et al. 2022 Demand modeling | Grid planning Forecast uncertainty
& Decarbonizing
India

4 Implementation Jagmeet Singh et | 2025 IloT-Monitoring Smart Sensor Dependency
and evaluation of | al. Manufacturing
a smart machine
monitoring
system under
industry 4.0

5 Energy Hafeez et al. 2020 10T + DR control Smart homes Tariff adaptation
Management  in
10T Smart Homes

6 Smart Power | Khandare K K 2024 Automation Energy Network Reliability
Monitoring Management
System Using Systems

7 Ambient Fanariotis, A et | 2024 Profiling Smart Vision & | Limited Hardware
Intelligence al. Sensing Scope
Applications. Applications

8 Industrial lIoT- | Mirani, A A 2024 Edge-Computing Predictive High computation,
Based Energy Maintenance Scalability
Monitoring Challenges
System

9 ESP32  Energy | El-Khozondar et | 2024 Interfacing of | Home/office WiFi/security
Monitoring al. Microcontroller
System

10 Low-Voltage Milis, G.Retal. | 2024 Disaggregation Non-Intrusive Dependence on
Distribution Grid Load Maximum  Power
Equipped  with Monitoring Data
Smart Meters
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I1l. METHODOLOGIES

Smart energy monitoring systems utilize five elements
in a standard construction of the loT-based smart
energy  monitoring model: sensing  modules,
microcontroller units, communication interfaces, data
processing mechanisms, and user interaction platforms.
Multifunctional power measurement modules typically
comprise the sensing layer. The common and lead
product for measuring AC voltage, AC current, active
power and the total energy of an appliance within an
integrated device is the PZEM - 004T v3.0. This is a
product with both built-in digital isolation and RS-
485/UART support and, therefore, has a higher level of
robustness than single parameter sensors and current
only modules that were previously used for monitoring.
This approach has been widely adopted by the loT
monitoring implementations of practical smart energy
measurement systems reported [8], [10]. ESP32 is the
selected microcontroller layer. The ESP32 has been
designed as a dual-core architecture with integrated
Wi-Fi and Bluetooth capability that will provide the
micro controller unit with low power consumption,
multi-tasking, and secure communications to the cloud.
In studies of energy monitoring applications, ESP32
microcontroller units that support low-cost embedded
loT monitoring systems have been documented [8],
[10]. Additionally, processing capability will allow for
local computation and preprocessing before
transmitting data to the cloud. For communication
between the distributed sensing nodes and the
controller, RS-485 interfacing with MAX485 transceivers
is employed. RS-485 is capable of multi-drop
communication and is more robust than short-range
UART and noise-sensitive 1°C communication in noisy
residential wiring environments. Multi-node
communication is a critical requirement that is also
highlighted in distributed loT energy networks [3]. At
the data processing level, data from each sensing
module is acquired by the ESP32, where filtering,
averaging, and processing transformations are carried
out to obtain electrical values.

Real-time power and energy values are calculated using
standard electrical equations:
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P =V*
E=(Pxt)/1000

Here is the power in watts, which is shown by the letter
P, the voltage is shown by the letter V the current is
shown by the letter |, the operating time in hours is
shown by the letter t and the energy in kilowatt-hours
is shown by the letter E. These mathematical relations
help us to figure out how much energy is being used
directly at the controller node.

Performing data processing at the controller node
reduces dependency on cloud infrastructure and
improves system efficiency and response time. In loT-
based energy monitoring systems, the ESP32 can be
utilized to host a local web server for real-time data
visualization, or alternatively, transmit data to cloud
platforms for remote monitoring and analysis. This
enables users to observe real-time energy
consumption, analyze historical trends, and control
appliances remotely. Such capabilities enhance user
awareness and promote efficient energy utilization.
Web-based interfaces offer greater flexibility and
customization compared to fixed mobile applications,
making them suitable for long-term deployment.

For performance evaluation, common assumptions
include a stable AC supply, calibrated sensing modules,
and reliable network connectivity. The system is
evaluated based on parameters such as measurement
accuracy, data latency, communication reliability,
scalability, and cost-effectiveness. Measurement
accuracy is validated through comparison with standard
reference meters, while communication performance is
assessed using metrics such as packet loss and
response time. Scalability is determined by the number
of supported sensing nodes, and cost-effectiveness is
evaluated based on hardware, networking, and
maintenance requirements.

IV. SYSTEM WORKFLOW

The system workflow corresponding to the proposed
architecture shown in Figure 1 represents a simplified
loT-based smart energy monitoring and control system.
Unlike conventional architectures that rely on multiple
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sensing nodes or external communication modules, this
system integrates control and communication within a
single microcontroller unit.
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Figure 1 System Architecture

The workflow begins with the AC mains supply, which
acts as the primary source of electrical energy for all
connected appliances. The AC supply is first passed
through a regulated power supply unit to ensure stable
voltage levels for the internal circuitry and safe
operation of the microcontroller and relay modules.
Proper power conditioning is essential to maintain
system reliability and protect electronic components
from voltage fluctuations [5], [7]. The Arduino
microcontroller serves as the central processing and
control unit of the system. It is responsible for executing
control logic, managing relay operations, and handling
communication tasks. In contrast to distributed loT
architectures, this design adopts a centralized control
approach, which simplifies system complexity while
maintaining functional efficiency. Similar embedded
controller-based implementations have demonstrated
reliable performance in smart energy applications [8],
[10].The processed control signals from the Arduino are
directed to the relay module, which acts as an interface
between low-power control signals and high-power
electrical loads. The relay enables switching of
appliances based on predefined conditions or user
commands. Relay-based load control is widely used in
loT energy systems due to its simplicity, reliability, and
compatibility with AC loads [5]. The appliances
connected to the relay module represent the load side
of the system. These may include household devices
such as lights, washing machines, and other electrical
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equipment. The system enables real-time control of
these appliances, allowing users to turn devices ON or
OFF remotely, thereby contributing to improved energy
efficiency and demand-side management. For user
interaction, the system is connected to a mobile
application via the Internet, enabling remote
monitoring and control. The Arduino transmits system
status and appliance control data through network
communication, allowing users to visualize and manage
energy usage through a user-friendly interface. loT-
based mobile monitoring platforms have been shown
to significantly enhance user engagement and
awareness in energy consumption [9], [10].The overall
workflow follows a closed-loop control mechanism,
where user inputs from the mobile application influence
appliance operation through the Arduino and relay
system. This architecture ensures continuous
interaction between the user and the system, enabling
intelligent decision-making and efficient energy
utilization. Furthermore, centralized and edge-level
processing  reduces  dependency on  cloud
infrastructure, thereby minimizing latency and
improving system responsiveness, as highlighted in
recent loT-based energy monitoring research [11], [15].

V. LIMITATIONS AND CHALLENGES

While the design infrastructure and the technologies
have greatly advanced, there are still significant
technical and operational difficulties that loT Research
smart energy management systems face. The sensing
layer can experience inaccuracies as a result of the four
influences found in almost all residential power lines:
calibration drift, electromagnetic interference,
harmonic distortion, and noise in an analogue system.
Advanced integrated meters or sensor modules may
also create inaccuracies at the point of measurement if
load fluctuations occur, which will affect the accuracy of
energy estimating. [9] Notable studies that have
investigated smart metering and disaggregation have
identified sensor accuracy and the quality of the signal
as major obstacles to achieving practical deployments
in this area. Multifunction power modules and edge
devices work together to provide a proper foundation
for the development and implementation of the



Kavita Joshi, 2026, 14:3
ISSN (Online): 2348-4098
ISSN (Print): 2395-4752

required communication protocols. Multiple nodes,
loop backs, grounding issues, wiring faults, and
termination errors will automatically lead to lower-
quality data from communications protocols, such as
RS-485, even though RS-485s provide significant noise
resistance compared to the short distance bus
communications protocols. [8] [10] In addition, some
smart monitoring modules have minimum load
thresholds necessary to provide accurate readings,
which results in inaccuracies when the load is low or in
a standby mode; as demonstrated by the
microcontroller-based smart monitoring
implementations that have been executed. [8] [10]
Another significant issue is the reliability of
communication. Most home loT energy solutions rely
on Wi-Fi or IP networking, which can suffer from packet
loss, delays, and temporary disconnections in areas with
low signal strength. The more loT devices that are
connected to the network, the more congested it
becomes, which impacts synchronization and real-time
performance. Research on loT communication and the
integrated energy network stresses that scalability and
network reliability are still pending issues in distributed
energy monitoring networks [1], [3], [14]. Another
significant issue is interoperability and standardization.
Most loT devices employ different protocols, data
formats, and platform-dependent APIs, which makes it
difficult to integrate them across platforms. Research
on industrial and smart energy loT solutions indicates
that the absence of protocol standardization makes it
difficult to integrate devices and expand the system
[13], [14], [15]. Security and privacy concerns are further
aggravated when multiple vendors and cloud services
are involved, particularly in systems where continuous
energy consumption data is being transmitted.
The cost is still an issue especially when it comes to
installing these systems in many homes. Even though
controllers and sensors are now cheaper the overall cost
of the system, which includes all the parts like sensing
modules, controllers and communication equipment
can still be too high for people with lower incomes.
Studies on demand-response and smart-home energy
show that how affordable something is has an impact
on whether people will start using it [5] [6]. So systems
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in the future need to be designed with cost in mind use
ways of communicating and be able to process
information efficiently to be more reliable and
accessible, to everyone.

VI. DISCUSSION

The discussion of loT-based smart energy monitoring
and management systems highlights the significant
advancements achieved through the integration of
embedded systems, wireless communication, and user-
centric platforms. Compared to traditional energy
monitoring approaches, modern loT-based systems
provide real-time data acquisition, remote accessibility,
and intelligent control mechanisms, which enhance
both energy efficiency and user awareness.

The literature reviewed demonstrates that centralized
and distributed loT architectures have been successfully
implemented across residential, institutional, and
industrial environments. Systems utilizing low-cost
microcontrollers such as ESP32 have proven to be
effective in achieving real-time monitoring while
maintaining affordability and scalability [8], [10].
Additionally, mobile-based monitoring applications
have improved user engagement by providing intuitive

interfaces for tracking and controlling energy
consumption [9].However, despite these
advancements, several challenges remain.

Communication reliability, especially in Wi-Fi-based
systems, continues to affect real-time performance.
Scalability issues arise when multiple devices are
integrated into a single network, leading to increased
latency and synchronization challenges [1], [3].
Furthermore, data security and privacy concerns are
critical, as continuous energy consumption data is
transmitted over networked platforms. Recent
developments in edge computing have shown
promising improvements in reducing latency and
dependency on cloud infrastructure. Edge-based
processing enables faster decision-making and
enhances system responsiveness, making it suitable for
real-time energy management applications [11], [15].
Moreover, the integration of artificial intelligence and



Kavita Joshi, 2026, 14:3
ISSN (Online): 2348-4098
ISSN (Print): 2395-4752

predictive analytics is expected to further optimize
energy usage by enabling demand forecasting and
automated control strategies.

Overall, 1oT-based smart energy monitoring systems
demonstrate strong potential for creating intelligent,
efficient, and sustainable energy ecosystems. Future
research should focus on improving system reliability,
enhancing security measures, and developing
standardized protocols to enable seamless integration
across diverse loT platforms.

VII. CONCLUSION

Smart energy monitoring and management systems
based on loT technologies have emerged as viable
technological solutions for improving energy
transparency, reducing energy consumption, and
promoting sustainable usage practices. The integration
of real-time sensing modules, microcontroller-based
edge processing, and wireless communications in these
systems enables monitoring at the appliance level,
automating control, and making data-driven decisions.
Prior research indicates that there have been successful
implementations of these types of systems in
residential, institutional, and industrial settings —
demonstrating that the loT-enabled energy platform
solutions are both scalable and adaptable [2], [3], [8],
[13]1.The studies reviewed illustrate that smart
monitoring architectures result in lower peak demand,
greater awareness of energy usage, more automated
load control and increased participation in demand
response programs. Smart load modeling methods like
stochastic and intelligent demand response algorithms
also enhance the optimization of smart homes and
grid-connected  devices [5], [6], [7]. Recent
advancements in ESP32-based systems and the use of
edge-enabled loT smart monitoring architectures also
indicate how low-cost hardware coupled with local
processing can provide reliable and responsive
performance while reducing reliance on the cloud and
latency [8], [11], [15]. Future development efforts should
concentrate on Al analytics for predictive energy
optimization, further integration with renewable energy
sources like rooftop solar and energy storage systems,
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and the increased use of edge computing architectures
for rapid and secure processing. In conclusion, loT-
based smart energy systems like the proposed
EcoWatt-style architecture have immense potential for
large-scale implementation and play a significant role
in promoting energy efficiency in Indian households.
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