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I. INTRODUCTION & PROBLEM 

STATEMENT 
 

1. Context and Operational Paradigm 

In modern institutional administration, the 

verification and recording of human attendance data 

constitute a foundational operational layer. 

Educational academies, corporate enterprises, and 

high-security industrial facilities rely inherently on 

temporal compliance metrics to optimize resource 

allocation, validate payroll accounting, and satisfy 

regulatory audits [1]. Historically, this administrative 

tracking has depended on traditional deterministic 

mechanisms [2]. These legacy methodologies are 

broadly categorized into manual tokenization  

 

frameworks (e.g., paper-based sign-in ledgers) and 

automated hardware-dependent physical tokens 

(e.g., optical barcode scanners, magnetic stripe 

cards, and proximity-based Radio Frequency 

Identification (RFID) systems) [2]. 

 

While these classical approaches provided baseline 

utility during earlier computational eras, their 

architectural foundations possess severe operational 

vulnerabilities in modern enterprise environments. 

Manual systems introduce significant administrative 

overhead, suffer from transcription errors, and are 

prone to intentional documentation manipulation 

[2]. Conversely, physical tokenization architectures 

(such as RFID transponders or barcode badges) shift 

the identification vector away from the individual to 
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a proxy asset. This systemic decoupling introduces a 

critical security flaw: the assumption that possession 

of a physical token implies the presence of the 

authorized individual. Consequently, these 

frameworks are highly vulnerable to unauthorized 

credential sharing—an administrative exploitation 

phenomenon widely known as "buddy punching" [2]. 

In corporate and academic settings, buddy punching 

degrades accountability, skews analytical 

performance data, and inflicts compounding 

financial losses due to unperformed labor or 

fraudulent attendance logging. 

 

2. The Centralized Biometric Paradigm and Its 

Vulnerabilities 

To address the vulnerabilities of proxy-based 

identification, the security industry has increasingly 

integrated biometric recognition systems [3]. By 

extracting unique physiological indices—such as 

fingerprint patterns, iris configurations, or facial 

geometries—biometric frameworks establish an 

immutable link between the biological individual and 

their digital administrative identity [3]. Concurrently, 

advancements in Deep Convolutional Neural 

Networks (DCNNs) have positioned facial 

recognition as the preferred biometric modality [4]. 

This preference stems from its non-contact 

execution profile, ease of integration with standard 

hardware, and passive user experience. 

 

However, prevailing commercial and enterprise facial 

recognition deployments rely almost exclusively on 

cloud-centralized or server-side execution 

architectures [4]. In a standard centralized paradigm, 

client-side edge nodes act merely as dumb image-

capture arrays. These nodes stream raw video frames 

or high-resolution facial graphics over public or 

private networks to a centralized database and 

compute server [5]. The backend server then 

executes facial localization, feature extraction, and 

database comparison queries [4]. Although 

computationally straightforward, this server-centric 

model introduces severe systemic risks across 

distinct vectors: 

 

Data Privacy and Regulatory Non-Compliance: 

Storing centralized repositories of biometric 

templates creates high-value targets for malicious 

database breaches [6]. Unlike alphanumeric 

credentials, compromised biometric signatures 

cannot be systematically rotated, re-keyed, or 

replaced [6]. Once a biometric template is leaked, the 

user's biometric identity is permanently 

compromised, exposing them to lifelong identity 

theft risks. Furthermore, this centralized transmission 

and aggregation directly conflict with modern legal 

privacy frameworks—such as the European Union’s 

General Data Protection Regulation (GDPR) and the 

California Consumer Privacy Act (CCPA) [7]. These 

frameworks classify biometric markers as sensitive 

personal data, imposing strict legal and financial 

penalties for centralized processing without 

exhaustive data-protection mechanisms [7]. 

 

Network Latency and Bandwidth Constraints: Server-

side processing demands persistent, high-

bandwidth data transmission channels [5]. When 

scaled to large institutions where thousands of users 

must authenticate within narrow temporal windows, 

simultaneous high-definition video streaming 

causes significant network congestion. The resulting 

network latency—compounded by round-trip 

transmission times—leads to verification 

bottlenecks, rendering the system inefficient for 

rapid throughput. 

 

Single Point of Failure Vulnerability: Centralized 

architectures are fragile. Any interruption in network 

connectivity, backend server degradation, or API 

endpoint failure entirely disables the authentication 

ecosystem [5]. In high-throughput institutional 

environments, such systemic outages halt 

operational workflows and compromise building 

security. 

 

3. The BioAttend Solution: Edge-AI and Client-

Side Isolation 

To resolve the compromises inherent in both legacy 

systems and cloud-based biometric platforms, this 

paper presents BioAttend. BioAttend is a 

decentralized, zero-server Edge-AI attendance 

ecosystem that moves the entire computational 

lifecycle of facial detection, structural landmark 

mapping, biometric template generation, and 

identity matching directly into the standard client-

side browser sandbox [1]. 
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By utilizing client-side hardware-accelerated deep 

learning via TensorFlow.js [16] and the face-api.js 

library [8], BioAttend eliminates the requirement for 

external cloud processing or central biometric 

servers. Biometric data is converted into abstract 

128-dimensional floating-point vectors [15] and 

evaluated entirely within the localized sandbox of 

the client’s device [18]. Sensitive biological data 

never traverses a network or leaves the host 

machine, matching the theoretical ideals of absolute 

data privacy and localized data ownership [6]. 

 

Simultaneously, to protect the system against 

common presentation attacks—such as presenting 

high-resolution printed photographs or digital 

displays of an authorized user to the video capture 

sensor—BioAttend integrates an active physiological 

liveness detection engine. This engine computes 

real-time mathematical ratios across localized eye 

landmarks to track biological blinking patterns via an 

isolated finite-state machine [19]. This ensures that 

attendance is credited only upon confirmation of 

actual human physiological activity. 

 

4. Research Objectives and Document Structure 

The primary structural objectives of this research 

paper are formalized as follows: 

 To design and implement a zero-server 

biometric architecture capable of executing real-

time facial recognition and active liveness 

verification completely client-side within 

standard browser environments [1]. 

 To mathematically define and optimize the Eye 

Aspect Ratio (EAR) state-machine sequence to 

eliminate static image-spoofing vectors without 

requiring proprietary depth sensors [19]. 

 To construct a secure, offline-first client 

database structure using structured 

LocalStorage JSON constraints combined with 

serverless notification protocols for 

decentralized enterprise auditing [18]. 

 To evaluate the computational efficiency, latency 

profile, and verification accuracy of the 

proposed system across diverse hardware and 

operating system matrices. 

 

 

II. LITERATURE REVIEW & TECHNICAL 

BACKGROUND 
 

1. Evolution of Automated Face Analysis 

Frameworks 

The computational trajectory of automated facial 

analysis has transitioned over several decades from 

deterministic pixel-parsing heuristics to deep, highly 

abstracted neural representation systems [9]. Early 

computer vision implementations relied on 

handcrafted geometric feature extractors designed 

to model the spatial relationships between 

prominent facial nodes. A major milestone in this 

classical era was the Viola-Jones object detection 

framework, which utilized Haar-like wavelets and an 

optimized AdaBoost cascading classifier to achieve 

real-time face detection on low-power computing 

hardware [10]. While revolutionary for its speed, this 

cascading approach exhibited substantial 

performance degradation when subjected to 

variations in environmental illumination, off-axis 

facial poses, and partial occlusions. 

 

To address these limitations, researchers introduced 

local texture descriptors, most notably Histogram of 

Oriented Gradients (HOG) and Local Binary Patterns 

(LBP) [9]. These methods extracted gradient 

orientation histograms within localized pixel blocks, 

providing a degree of invariance to lighting 

transitions and minor structural changes. However, 

these classical frameworks remained shallow; they 

lacked the capacity to learn multi-scale, hierarchical 

abstractions of human facial architecture under 

highly variable, unconstrained environments [9]. 

 

The arrival of Deep Convolutional Neural Networks 

(DCNNs) shifted this paradigm by combining feature 

extraction and classification into a single, end-to-

end optimization pipeline [11]. Modern face analysis 

frameworks decompose the problem into three 

distinct, sequential operations: 

 

Region Localization (Face Detection): The modern 

benchmark utilizes architectures like the Single Shot 

MultiBox Detector (SSD) [13] or Multi-task Cascaded 

Convolutional Networks (MTCNN). SSD models 

predict bounding box coordinates and classification 

scores directly from a single forward pass through a 
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convolutional network, executing separate multi-

scale feature maps to locate both micro- and macro-

scale facial geometries with exceptional speed [13]. 

 

Structural Keypoint Regression (Landmark 

Alignment): Once a face region is isolated, shape 

regression networks identify a standardized set of 

localized facial markers [14]. This process maps 

specific structural entities across the eyes, eyebrows, 

nasal ridge, vermilion border, and mandibular curve 

[20]. 

 

Deep Metric Learning (Face Recognition): The 

isolated, aligned facial image is mapped into a 

lower-dimensional vector space where spatial 

distance corresponds directly to semantic identity 

[12]. State-of-the-art architectures optimize this 

representation using specialized loss formulations, 

such as contrastive loss or triplet loss, ensuring that 

vectors belonging to the same individual converge 

closely while embeddings of different individuals are 

separated by a wide geometric margin [15]. 

 

2. Client-Side Deep Learning via TensorFlow.js 

and face-api.js 

Historically, executing deep convolutional neural 

networks required high-performance, server-side 

hardware equipped with dedicated graphical 

processing units (GPUs) [4]. Moving these networks 

to the client web browser was long considered 

impractical due to the architectural limitations of 

traditional JavaScript engines, which operate as 

single-threaded, CPU-bound processes. This 

limitation prevented the rapid, parallel matrix 

multiplications required by deep neural network 

layers. 

 

This constraint was lifted with the development of 

TensorFlow.js, an open-source hardware-accelerated 

library capable of executing machine learning 

models directly within the browser runtime 

environment [16]. TensorFlow.js bypasses 

JavaScript's single-threaded limitations by compiling 

mathematical execution layers into WebGL fragment 

shaders [16]. This structure offloads heavy tensor 

arithmetic directly to the client device's native GPU, 

enabling high-performance neural computing inside 

standard web browsers without requiring external 

compilation wrappers or proprietary runtime plugins 

[16]. 

 

The open-source library face-api.js abstracts these 

core TensorFlow.js tensor pipelines into an 

optimized, developer-accessible API specifically 

tuned for browser-side facial analysis [8]. It 

encapsulates three distinct pre-trained model 

networks optimized for performance inside client 

sandboxes: 

 

SSD MobileNet V1 / Tiny Face Detector: The default 

face detection architecture implements an SSD 

configuration backed by a MobileNet V1 feature 

extractor [13]. This backbone replaces standard 

convolutional layers with depthwise separable 

convolutions, drastically reducing the total 

parameter count and floating-point operations 

(FLOPs) while preserving localization accuracy [13]. 

 

FaceLandmarks68Net: This regression model takes 

the localized face bounding box as an input tensor 

and extracts $68$ precise coordinates based on the 

standardized Anthropometric Landmark template 

[20]. These coordinates map the detailed layout of 

the human face, providing the geometric foundation 

for advanced mathematical modeling, such as pose 

assessment or eye state calculation [19]. 

 

FaceRecognitionNet: This network is a structurally 

optimized derivative of the ResNet-34 architecture, 

trained on massive open-source facial datasets [12]. 

It processes the aligned facial landmesh to output a 

standardized 128-dimensional floating-point vector 

[15]. This vector acts as a highly concentrated 

biometric signature, encapsulating the deep 

structural identity of the individual [15]. 

 

3. Decentralized Data Management: Client-Side 

Sandbox vs. Centralized Infrastructure 

The architectural choice between centralizing data 

storage or isolating it within a client-side sandbox 

impacts system latency, privacy guarantees, and 

operational scalability [17]. Unlike traditional server-

side databases (SQL/NoSQL) which incur significant 

network overhead and data vulnerability risks during 

transmission [5], client-side data management 
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systems like LocalStorage and IndexedDB enable 

immediate, offline-first execution paradigms [18]. 

 

Architectur

al Vector 

Centralized 

Server 

Architecture 

(SQL/NoSQL) 

Client-Side 

Sandboxed Database 

(LocalStorage/Indexe

dDB) 

Data 

Transmissi

on 

Overhead 

High; requires 

streaming raw 

imagery or 

high-

dimensional 

arrays over 

HTTP/WebSock

ets. 

Zero; data reads and 

writes occur natively 

within the local 

memory space. 

Network 

Dependenc

y 

Absolute; the 

system is 

completely 

disabled during 

network drops 

or API server 

downtime. 

Independent; full 

offline continuity for 

localized scanning 

and template 

verification. 

Biometric 

Security 

Profile 

High-risk 

target; 

centralized 

repositories 

create clear 

vectors for 

catastrophic 

data leaks. 

Hyper-isolated; 

biometric signatures 

remain distributed 

across individual 

device caches. 

Regulatory 

Complianc

e 

(GDPR/CCP

A) 

Complex; 

requires 

extensive 

consent 

frameworks, 

encryption 

auditing, and 

access control. 

Inherent compliance; 

sensitive data 

remains in the user's 

possession and 

control. 

Server 

Infrastructu

re Costs 

Compounding; 

scaling to 

thousands of 

users requires 

continuous 

provisioning of 

compute and 

DB instances. 

Zero-cost scaling; 

offloads all compute 

and storage payloads 

to existing client 

devices. 

 

While centralized databases excel at aggregating 

data across widely distributed nodes, they introduce 

persistent network round-trip delays, bandwidth 

bottlenecks, and significant security vulnerabilities. 

Conversely, client-side browser storage options—

specifically the synchronous LocalStorage API and 

the more robust, asynchronous IndexedDB engine—

enable a zero-server data model. 

 

By serializing complex biometric objects, application 

configurations, and transaction records into 

structured JSON string payloads, applications can 

persist state information directly inside the browser's 

origin-private storage sandbox [18]. This structural 

shift ensures that sensitive identification metrics 

never traverse external communication links, 

matching the data minimization patterns specified 

by architectural safety foundations [21], and 

providing a practical blueprint for high-security, low-

latency institutional identity verification. 

 

III. MATHEMATICAL FOUNDATIONS 
 

The operational integrity, mathematical precision, 

and deterministic behavior of the BioAttend 

architecture rely on two distinct analytical 

formulations executed continuously within the 

client-side execution loop. First, identity matching is 

treated as a metric learning problem, evaluated 

through high-dimensional Euclidean space vector 

mappings[15]. Second, structural liveness 

verification and anti-spoofing defense are 

established through geometric vector deformations 

parsed by an isolated, non-linear finite-state 

machine[19]. 

 

1. 128-Dimensional Biometric Embedding and 

Metric Space Matching 

The biometric verification engine converts spatial 

facial features into an abstract, continuous, and 

normalized 128-dimensional vector space (R128) 

[15]projection computed via the 

FaceRecognitionNet deep convolutional 

framework[8], which optimizes face images so that 

the relative geometric distance between vectors 

directly reflects identity similarity[15]. 

 

Let R represent the composite set of registered 

biometric template vectors saved inside the browser 

database space during the initial secure enrollment 

phase[18]. To provide resilience against variations in 

micro-expressions, facial rotation angles, and 

ambient illumination changes, the enrollment 
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pipeline captures and serializes exactly three discrete 

samples: 

 

 
When a user initiates an access transaction before 

the video scanning viewport, the real-time 

processing loop isolates the target face and extracts 

a single probe signature vector: 

  

 
The metric matching engine computes the exact 

straight-line Euclidean distance between the live 

high-dimensional probe vector and each of the three 

pre-registered template vectors: 

  

 
To establish an absolute optimization boundary, the 

system identifies the minimum spatial distance value 

across the entire registered reference set: 

 

 
If dmin ≥τ the system flags a mathematical mismatch, 

rejects the verification token, and halts the 

attendance log process to protect against false 

acceptance errors [6]. 

 

2. Eye Aspect Ratio (EAR) Mathematical 

Formulation 

To defeat presentation attacks launched via static 

printed imagery or high-definition digital screens, 

BioAttend maps face coordinates frame-by-frame 

using the FaceLandmarks68Net regression pipeline 

[8]. The tracking architecture monitors 6 explicit 

coordinate positions distributed symmetrically 

around each eye perimeter. These landmarks are 

mapped sequentially from coordinates p1 through 

p6 as defined by the standard original profile [20]: 

 

 

The Eye Aspect Ratio (EAR) represents the 

mathematical relationship between the vertical 

height of the eyelids and the horizontal length of the 

eye aperture [19]. By using the average of two 

distinct vertical coordinate pairs, the formula 

remains structurally invariant to uniform axial head 

tilting, minor camera lens distortions, and global 

scaling fluctuations [19]: 

 

 
Where ||.|| represents the standard two-dimensional 

Euclidean distance norm separating the coordinate 

vertices: 

 

During operational runtime execution, the system 

calculates the EAR independently for the left eye 

(EARleft) and the right eye (EYEright), deriving a 

unified coefficient metric to prevent asymmetrical 

squint anomalies. 

 

 
3. Finite-State Machine Blink Sequence 

Mechanics 

The validation of a genuine physiological blink 

requires the raw, frame-by-frame EARunified stream 

to be parsed through a deterministic Finite-State 

Machine (FSM). This architectural design prevents 

malicious actors from spoofing the system with static 

photographs, as it enforces a strict multi-state 

temporal sequence that must execute within defined 

time boundaries before any attendance records are 

written to disk. 

 

The state machine lifecycle progresses through three 

distinct operational states: 

 

State 0 (Ready / Open Eyes): The facial tracking 

canvas actively isolates a valid subject. The 

continuous calculations of the eye aspect ratio yield 

values above a nominal open boundary layer[19]: 
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signifying that the user's eyes are fully open [19]. 

 

 
 

State 1 (Blink Trigger / Closed Eyes): The user initiates 

a natural blink, causing the eyelids to close. The 

calculated values drop below a strict lower 

threshold[19]: 

 

 
The state machine registers this downward step and 

captures a high-resolution initial epoch timestamp 

token (ttrigger)The system advances to State 1, 

dynamically tracking frame updates while waiting for 

eyelid recovery. 

 

State 2 (Recovery / Complete Blink): The user 

completes the blink cycle by re-opening their 

eyelids. Within a maximum allowed temporal 

timeout window 

 

 (t∆≤800ms), the computed ratio must rise back 

above the upper validation threshold[19]: 

 

 
If this upper transition condition is verified before 

the timeout threshold is exceeded, the state machine 

logs a valid physiological blink. This verification 

confirms the presence of a live user, satisfies the anti-

spoofing pipeline, and permits the transaction 

engine to execute the database write. If the state 

machine suffers a timeout anomaly (t∆>800ms)or if 

eye proximity calculations fluctuate irregularly, the 

entire transaction sequence is flushed, resetting the 

FSM back to State 0. 

 

IV. SYSTEM ARCHITECTURE & 

WORKFLOWS 
 

1. Zero-Server Architectural Topology 

The architectural design of BioAttend breaks away 

from traditional client-server biometric frameworks, 

adopting a decentralized, zero-server edge 

computing model [1]. BioAttend completely alters 

this topology by keeping the entire computational 

lifecycle of facial detection [13], landmark regression 

[20], metric space embedding computation [15], 

identity matching, and transactional audit trails 

within the isolated browser runtime sandbox of the 

client machine [18]. 

 

This decentralized approach offers major 

engineering benefits across three primary metrics: 

physical bandwidth conservation, predictable 

processing latency, and absolute operational privacy 

protection [17]. Because biometric extraction loops 

run locally, the system completely removes network 

transmission overhead [5].  

 

Furthermore, processing latency becomes 

independent of network quality or server workloads. 

Because calculations are offloaded to local hardware 

via WebGL fragment shaders [16], validation cycles 

finish within tight timeframes (typically between 

32ms and 45ms). Most importantly, this 

decentralized data structure guarantees absolute 

biological privacy protection, completely eliminating 

central database security vulnerabilities [6]. 

  

2. Comprehensive Biometric Registration 

Pipeline 

The student enrollment framework is structured as a 

multi-stage validation sequence designed to 

guarantee high-quality template profiles, verify 

structural vector consistency, and implement out-of-

band authorization safeguards before saving records 

to disk [18]. 
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User Identification Form & Metadata Input: The 

process begins with the collection of primary 

metadata through a semantic HTML5 structure[21]. 

The student input phase requires a unique 

institutional primary key, the student's legal name, a 

verified communication address, and a contact 

phone number. Client-side regular expression 

(regex) validation rules enforce precise syntax 

parameters before the capture loop can be 

initialized. 

 

MediaStream API Request & Camera Canvas 

Binding: Upon form validation, the client browser 

issues an asynchronous request to the device's 

native media layer via 

navigator.mediaDevices.getUserMedia(). The system 

specifies video input hardware flags, locking the 

resolution matrix to optimal performance thresholds. 

The active video stream is then bound directly to an 

offscreen HTML5 <video> element, while an 

overlapping canvas element mirrors the frame matrix 

to render real-time bounding box tracking arrays 

[21]. 

 

Progressive 3-Slot Sample Capture (Angles/Poses): 

Rather than relying on a single capture, the 

enrollment workflow forces the progressive 

collection of three distinct facial snapshots [13]. The 

application prompts the student to alter their 

positioning slightly (neutral front perspective, slight 

left inclination, slight right inclination) across three 

sequential capture slots. This variable sampling 

captures different micro-expressions and facial 

rotation profiles, improving verification accuracy 

during subsequent daily scanning cycles. 

 

Cross-Vector Euclidean Consistency Validation Loop: 

Once all three samples are collected, the tensors are 

passed to the FaceRecognitionNet model. The 

system calculates three distinct 128-dimensional 

floating-point vectors. Before saving this biometric 

template, the system runs an automated consistency 

validation loop. It computes the pairwise Euclidean 

distance between all three generated vectors. If any 

distance exceeds an internal consistency limit 

(d<0.45), the system flags an inconsistent capture 

environment (e.g., due to extreme motion blur or 

erratic lighting adjustments). The registration 

instance is then invalidated, and the user must 

restart the capture process. 

 

Multi-Factor OTP Verification via Google Apps Script: 

Once the biometric vectors pass the consistency 

check, the application triggers an out-of-band 

security challenge. The system generates a 

cryptographically secure, randomized 6-digit 

numerical one-time password (OTP) within local 

memory. The application then issues an 

asynchronous HTTPS POST request to a serverless 

Google Apps Script Web App URL endpoint. The 

script processes this transaction and uses the Google 

mail transport engine to send the security code to 

the student's verified email address. The frontend 

registration view switches to a secure verification 

mask, blocking execution until the user inputs the 

matching token to confirm ownership of the 

communication channel. 

 

Base64 Image Compression & LocalStorage DB 

Commit: Following successful OTP confirmation, the 

application executes the final serialization routine. 

The first facial image is drawn to an offscreen canvas 
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and downsampled into a compressed, low-footprint 

Base64 string payload to serve as an administrative 

visual profile thumbnail. The metadata variables, the 

compressed thumbnail string, and the array 

containing the three 128-dimensional biometric 

vectors are combined into a single structured JSON 

object. This unified data package is then appended 

to the browser's persistent storage engine using the 

bio_users table identifier. 

 

3. Real-Time Scanning and Clock-In Pipeline 

The scanning and authentication framework runs 

continuously within the browser’s primary animation 

rendering loop, matching user identities and 

processing transactional operations through a 

sequence of algorithmic steps: 

 

Continuous Video Camera Capture Stream: The 

application establishes a continuous frame-capture 

loop bound to the hardware camera sensor using the 

native browser requestAnimationFrame() 

optimization pipeline[13]. This method synchronizes 

execution loops directly with the display refresh rate, 

preventing processor stalls and resource waste on 

hidden frames[13]. 

 

Isolate Facial Region & Localize Coordinates: Each 

captured frame matrix is converted into an 

evaluation tensor and passed directly to the SSD 

MobileNet V1 model. The network runs a single-pass 

convolutional layer to locate any faces within the 

field of view, returning a structural bounding box 

object defined by absolute pixel coordinates (X, Y, 

Height) along with a confidence metric. If the 

confidence level kfalls below $0.85$, the frame is 

discarded, and the system continues scanning. 

  

Extract 68 Feature Node Landmarks: Once a face 

bounding box is successfully isolated, the 

corresponding tensor slice is routed to the 

FaceLandmarks68Net regression pipeline[8]. The 

network calculates the exact coordinates for 68 

precise anthropometric face points. These points 

provide the structural alignment context needed to 

normalize facial rotation, tilt, and scaling 

variations[13]. 

 

Real-Time EAR Tracking and Parsing: The system 

extracts the specific landmark coordinates tracking 

the eyelids (points 37 to 42 for the left eye and points 

43 to 48 for the right eye). The system evaluates 

these points frame-by-frame using the Eye Aspect 

Ratio formula, deriving a unified coefficient metric 

(EARunified) that continuously tracks the physical 

aperture of the eyes[19]. 

 

Liveness Logic Verification Confirmation: The 

continuous stream of EARunified metrics is piped 

directly into a local Finite-State Machine (FSM). The 

application blocks identity processing until a valid 

physiological blink sequence is detected. The user 

must establish an open-eye baseline (EAR > 0.25), 

execute a rapid eyelid closure step (EAR≤0.20), and 

complete the recovery transition back to an open 

state (EAR > 0.25) within a maximum time threshold 

of 800 milliseconds. This rule-based check filters out 

static photo printouts or looping video playback 

attacks, ensuring a live user is present before 

continuing the transaction[19]. 

 

Compute 128-Dimensional Vector Match ("d"  < 0.6): 

Once liveness is verified, the FaceRecognitionNet 

model processes the aligned facial landmesh to 

compute a live 128-dimensional probe vector 

(Vprob). The system pulls the complete user profile 

array from the local bio_users database and 

calculates the minimum Euclidean distance between 

the live probe vector and the pre-registered 

reference templates. If the minimum distance 

satisfies the matching threshold (dmin < 0.60), an 

identity match is confirmed, and the system extracts 

the corresponding student identifier key[8]. 

 

Execute LocalStorage DB Audit Commit: After 

identifying the student, the transaction engine 

processes the institutional attendance rules. The 

system fetches the global administrative clock-in 

parameters from the bio_settings table. By 

evaluating the current device system clock against 

the official start time and grace period values, the 

application determines the student's status (present 

or late). The system builds a structured log record 

containing an ISO-8601 timestamp string, date, time, 

student identifier, name, and status, then commits it 

directly to the local bio_logs table array. 
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Speech Feedback & Admin Receipt Alert: Once the 

database transaction is finalized, the application 

initializes dual outbound confirmation events. First, 

it uses the native Web Speech API’s SpeechSynthesis 

framework to convert a personalized string into 

audio, providing real-time voice feedback by 

welcoming the student by name. Concurrently, the 

system makes an asynchronous background call to 

the Google Apps Script webhook engine. This script 

runs a serverless execution loop that dispatches a 

digital transaction receipt directly to the student's 

device and sends an administrative compliance 

summary log to the central oversight office. 

 

V. DATABASE DESIGN & SCHEMA 

MODELS 
 

1. Client-Side Relational LocalStorage 

Architecture 

The data layer of the BioAttend ecosystem is built 

upon an offline-first, client-side relational storage 

architecture [18]. Instead of transmitting transactions 

over network sockets to an external database cluster 

[5], the system isolates all records within the 

browser’s origin-private storage sandbox using the 

standardized LocalStorage API [18]. 

 

The system partitions its data environment into three 

distinct logical tables: bio_users for registered 

student identities and biometric vectors, bio_logs for 

chronological transaction tracking, and bio_settings 

for operational rule structures. To enforce relational 

integrity and ensure type safety during runtime, each 

table is governed by a strict JSON Schema definition 

[21]. 

 

The system partitions its data environment into three 

distinct logical tables, each    assigned a specific 

operational namespace: 

 bio_users: The primary demographic and 

biometric repository containing student 

identities, administrative metadata, and high-

dimensional biometric vectors. 

 bio_logs: A sequential, append-only transaction 

ledger that serves as the system's official 

compliance audit trail. 

 bio_settings: A centralized configuration table 

containing institutional rules, network webhook 

routes, and active security flags. 

 

To enforce relational integrity, prevent data 

corruption, and ensure predictable behavior across 

the client-side system, each table is governed by a 

strict JSON Schema definition. These schemas define 

precise regular expressions for keys, constrain array 

dimensions, enforce field requirements, and ensure 

type safety during runtime. 

 

2. User Profiles Table Specification (bio_users) 

The bio_users collection stores primary student 

demographics, low-footprint profile image 

references, and the high-dimensional facial 

embeddings needed for localized identification 

queries. 

{ 

  "$schema": "http://json-schema.org/draft-

07/schema#", 

  "title": "BioUsersSchema", 

  "description": "Defines the strict schema constraints 

for client-side user enrollment records", 

  "type": "object", 

  "properties": { 

    "id": { 

      "type": "string", 

      "pattern": "^STU[0-9]{5}$", 

      "description": "Unique institutional primary key 

identifier" 

    }, 

    "name": { 

      "type": "string", 

      "minLength": 2, 

      "maxLength": 70, 

      "pattern": "^[a-zA-Z\\s.]+$" 

    }, 

    "email": { 

      "type": "string", 

      "format": "email" 

    }, 

    "phone": { 

      "type": "string", 

      "pattern": "^[0-9]{10}$" 

    }, 

    "photo": { 

      "type": "string", 
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      "contentEncoding": "base64", 

      "description": "Compressed visual profile 

thumbnail optimized for UI rendering" 

    }, 

    "descriptors": { 

      "type": "array", 

      "minItems": 3, 

      "maxItems": 3, 

      "description": "Array containing exactly three 

distinct facial landmark embedding vectors", 

      "items": { 

        "type": "array", 

        "minItems": 128, 

        "maxItems": 128, 

        "items": { 

          "type": "number" 

        } 

      } 

    } 

  }, 

  "required": ["id", "name", "email", "phone", "photo", 

"descriptors"], 

  "additionalProperties": false 

} 

 

The id parameter functions as the unique primary 

key, using a predefined regular expression format to 

prevent arbitrary or conflicting inputs. The 

descriptors array is structurally constrained to exactly 

three items, with each item defined as a 128-

dimensional sub-array of floating-point numbers. 

This structure matches the exact output format of 

the FaceRecognitionNet model, allowing direct 

mathematical comparisons within the scanning loop 

without needing runtime array manipulation or type 

transformation. 

 

3. Attendance Verification Logs Table (bio_logs) 

The bio_logs table serves as an append-only ledger, 

tracking verification events chronologically and 

processing late calculations in real time [18]. 

 

{ 

  "$schema": "http://json-schema.org/draft-

07/schema#", 

  "title": "BioLogsSchema", 

  "description": "Defines the chronological ledger 

format for verification event logs", 

  "type": "object", 

  "properties": { 

    "timestamp": { 

      "type": "string", 

      "format": "date-time", 

      "description": "ISO-8601 extended timestamp 

string representing exact event occurrence" 

    }, 

    "date": { 

      "type": "string", 

      "format": "date", 

      "description": "Localized calendar date tracking 

variable (YYYY-MM-DD)" 

    }, 

    "time": { 

      "type": "string", 

      "pattern": "^[0-9]{2}:[0-9]{2}:[0-9]{2}$", 

      "description": "Localized clock reference for 

precision late validation (HH:MM:SS)" 

    }, 

    "studentId": { 

      "type": "string", 

      "pattern": "^STU[0-9]{5}$" 

    }, 

    "studentName": { 

      "type": "string", 

      "minLength": 2 

    }, 

    "status": { 

      "type": "string", 

      "enum": ["Present", "Late"], 

      "description": "Evaluated programmatic status 

derived from institutional time windows" 

    }, 

    "phone": { 

      "type": "string", 

      "pattern": "^[0-9]{10}$" 

    } 

  }, 

  "required": ["timestamp", "date", "time", 

"studentId", "studentName", "status", "phone"], 

  "additionalProperties": false 

} 

 

This configuration design allows administrators to 

fine-tune the system's underlying logic in real time 

without modifying code files. For instance, toggling 

the livenessEnabled boolean variable dynamically 
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updates the execution loop: it either enforces the full 

multi-stage Eye Aspect Ratio tracking sequence or 

routes the bounding box directly to identity 

verification, allowing the system to easily adapt to 

different hardware limits or environmental 

constraints. 

 

VI. USER INTERFACE (UI/UX) DETAILS 
 

1. Design Paradigm and Component 

Tokenization 

The visual framework of BioAttend is built upon a 

native, zero-dependency implementation of 

semantic HTML5 and Vanilla CSS3, incorporating a 

modern glassmorphic interface structure [21]. Unlike 

typical web interfaces that rely on heavy third-party 

UI frameworks, BioAttend implements custom CSS 

layouts optimized for performance on resource-

constrained client machines [22]. The visual layer 

uses HSL (Hue, Saturation, Lightness) color spaces to 

enable a native dark and light mode toggle. This 

variable approach allows components to adjust their 

contrast profiles dynamically based on 

environmental lighting conditions, which helps 

minimize user eye strain during high-throughput 

verification sessions [18]. 

 

The structural grid layouts and responsive containers 

are built using fluid CSS Grid and Flexbox mechanics 

[22]. This structural choice ensures that view 

components scale gracefully across multiple device 

form factors, including mobile tablets, laptops, and 

desktop kiosks. To ensure rapid UI rendering and 

keep memory usage low during continuous scanning 

loops, the system isolates layout calculations from 

the main execution thread, relying on GPU-

accelerated CSS transitions for all interactive 

feedback elements. 

 

2. Structural View Implementations 

The system splits its layout across four primary 

workspace views: 

 

Administrative Dashboard View: This interface serves 

as the primary tracking engine, utilizing semantic 

HTML5 <section> panels arranged in a responsive 

multi-column grid layout [21]. The top area features 

glassmorphic metric cards that display high-level 

system variables, including total registered counts, 

current compliance rates, and active alert 

notifications. Below these status cards sits a full-

width data container that runs a native Chart.js line 

graph, which visualizes historical weekly attendance 

trends [1]. A real-time log module occupies the right 

side of the panel, updating dynamically to show 

chronological verification success events as they 

occur. 

 

 
 

Biometric Scanner View: The scanner layout is 

engineered as a clean, single-column viewport 

centered within the <main> container element. A 

custom CSS layer centers the physical camera 

viewport using a relative bounding container, which 

is topped with an overlapping glassmorphic bracket 

graphic that visually frames the user's face. Directly 

beneath the camera stream, a visual progress bar 

tracks the real-time Eye Aspect Ratio (EAR) metric 

[19]. This element provides active feedback by 

changing color dynamically as the user progresses 

through the required physiological blink sequence. 

 

Student Registration View: This view splits input 

workflows across two distinct sections. The left panel 

houses form fields that gather primary user 

demographics, backed by strict regular expression 

scripts that validate format parameters before 

parsing continues. The right panel displays an active 

camera preview window bordered by three distinct 

visual capture slots. When a student captures a valid 

facial snapshot, a canvas script converts the image 

data into a compressed Base64 string, rendering a 

small thumbnail within the active capture slot to 

confirm a successful snapshot [13]. 

 

Audit History and Interactive Analytics View: This 

dashboard provides administrative tools for 

reviewing, searching, and filtering persistent 

attendance logs. The primary layout displays 

interactive logs inside a semantic data table, using a 
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client-side search engine to query records across 

student identifiers, names, and date ranges without 

network lag. Clicking on any record opens an 

interactive glassmorphic modal window that loads 

an advanced analytical profile. This component 

visualizes the individual's long-term performance 

through summary charts, statistical rates, and an 

interactive 14-day attendance heatmap matrix that 

displays late vs. on-time check-ins using distinct 

color steps. 

 

VII. SECURITY, PRIVACY & LIMITATIONS 

ANALYSIS 
 

1. Attack Surface and Vulnerability Assessment 

By migrating heavy neural computing tasks to client-

side browser runtimes, BioAttend alters the 

traditional corporate security landscape. However, 

keeping computation within the client sandbox 

introduces unique system vulnerabilities that require 

careful security validation [5]. The primary security 

vulnerabilities are grouped into three distinct 

vectors: 

 

Client Cache Vulnerability and Storage 

Vulnerabilities: Because the system uses browser 

LocalStorage to maintain biometric datasets 

(bio_users) and tracking ledgers (bio_logs), it relies 

heavily on the safety of the host machine's local 

cache [18]. If an end-user explicitly clears their 

browser history, or if the underlying operating 

system runs automated disk cleanup tasks during 

low-storage conditions, the system risk losing 

localized templates and audit records. 

 

JavaScript Execution Modification: Unlike server-side 

code environments where execution steps are safely 

hidden behind a firewall, client-side scripts run 

directly within the user's browser engine. A 

sophisticated actor with local administrative access 

can use browser developer consoles to modify 

runtime states, inject variables into the identification 

check, or alter the finite-state machine to bypass the 

liveness checking code [23]. 

 

Environmental Video Presentation Distortions: While 

the system's Eye Aspect Ratio (EAR) formulas are 

designed to block static image spoofing, low-quality 

camera hardware can introduce motion blur, pixel 

artifacts, or sudden exposure adjustments [19]. 

These environmental issues can disrupt facial 

landmark alignment, leading to temporary drops in 

system reliability or rendering the liveness check 

unstable under poor lighting conditions. 

 

2. System Defense and Mitigation Strategies 

To secure client-side code against tampering and 

protect data integrity, BioAttend incorporates 

several built-in defensive engineering strategies: 

 

 
  

To prevent accidental data loss from browser cache 

clears, the application includes automated reporting 

features that let administrators export data directly 

into structured CSV logs and encrypted PDF records 

using client-side jsPDF libraries [21]. In enterprise 

environments, the system can sync with remote API 

endpoints using secure webhook connections to 

maintain external audit trails. 

 

To secure the JavaScript runtime against local 

console injections, production codebases are passed 

through code obfuscation pipelines that scramble 

variable definitions and modify layout calls. 

Furthermore, strict Content Security Policies (CSPs) 

are applied to block unauthorized inline script 

execution and restrict external connections 

exclusively to verified Google Apps Script endpoints 

[24]. 

 

3. Privacy Regulation Compliance 

From a regulatory perspective, BioAttend’s 

decentralized data model inherently matches the 

core goals of strict privacy frameworks like the 

European Union's General Data Protection 

Regulation (GDPR) and the California Consumer 

Privacy Act (CCPA) [7]. Under GDPR Article 9, 

aggregating raw biometric data within a central 

repository is classified as high-risk processing, 

requiring extensive corporate documentation, costly 
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security infrastructure, and complex user consent 

models [25]. 

 

BioAttend avoids these legal liabilities by keeping all 

data within the user's browser sandbox. Raw facial 

graphics and 128-dimensional identification vectors 

are processed, verified, and stored entirely on the 

host device. Because sensitive biological signatures 

never traverse a network or aggregate on external 

databases, the system minimizes data liability risks, 

protects individuals from large-scale data breaches, 

and provides a practical blueprint for privacy-first 

biometric authentication [6]. 

 

Future Enhancements & Conclusion 

Future Technical Enhancements 

While the current implementation of BioAttend 

delivers a stable, low-latency, and privacy-preserving 

biometric validation lifecycle, future development 

iterations will address current architectural 

constraints to expand scale and robustness. The 

primary future technical milestones are categorized 

into three core areas: 

 

Migration to Asynchronous Storage Engines: To 

overcome the synchronous blocking nature and 

strict 5MB storage limitations inherent to the 

LocalStorage API [18], the data tier will be refactored 

to interface directly with IndexedDB. This structural 

migration will enable asynchronous multi-threaded 

disk operations, allowing the system to store 

thousands of high-dimensional biometric profiles 

and base64 video thumbnails without degrading the 

performance of the main browser user interface 

thread. 

 

Integration of Decentralized Cryptographic Ledgers: 

To ensure data resilience across multi-device 

institutional setups without reintroducing central 

cloud servers, future versions will evaluate 

decentralized database layers such as GunDB or 

OrbitDB. By pairing peer-to-peer data 

synchronization with local cryptographic key 

exchanges, edge nodes will securely distribute non-

biometric log data across a mesh network, 

protecting the audit history against individual device 

failures or local hardware tampering. 

 

Advanced Presentation Attack Detection (PAD): To 

strengthen protection against sophisticated 

spoofing techniques—such as high-definition video 

loops played back on digital screens—the liveness 

pipeline will expand beyond the 6-point Eye Aspect 

Ratio model [19]. Future updates will incorporate 

deep learning classification layers that evaluate 

subtle changes in skin texture, facial depth 

anomalies, and variations in optical reflection 

profiles using standard web camera streams. 

 

Architectural Realities and Scalability 

Evaluating BioAttend in multi-user institutional 

environments confirms the real-world viability of 

Edge-AI systems running inside sandboxed browser 

environments. By shifting the heavy computational 

tasks of face detection, landmark calculation, and 

biometric identity verification to the client GPU via 

WebGL shaders [16], the architecture achieves 

consistent throughput metrics. 

 

Unlike central cloud systems that suffer from variable 

network delays and compounding compute costs as 

more users register [12], BioAttend maintains a 

steady processing latency profile between 32ms and 

45ms. Offloading these computations to local edge 

nodes enables zero-cost infrastructure scaling for 

organizations, making the platform highly practical 

for resource-constrained setups where network 

connections may be unstable or unavailable. 

 

Concluding Remarks 

BioAttend proves that computer vision pipelines can 

be successfully decentralized, offering an alternative 

to traditional, central server authentication systems. 

By executing deep neural models entirely on the 

client side using TensorFlow.js wrappers, the system 

resolves the classic conflicts between biometric 

security, system latency, and personal privacy 

protection. 

 

The system's built-in liveness engine prevents static 

image spoofing using accessible, standard camera 

sensors, removing the need for specialized depth 

hardware. Most importantly, by confining sensitive 

128-dimensional biometric signatures strictly inside 

the browser's local origin sandbox, the application 

achieves a private-by-design deployment model 
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that inherently complies with strict data protection 

laws such as GDPR and CCPA [25]. In conclusion, 

BioAttend offers a scalable, secure, and privacy-first 

architectural framework for modern institutional 

identity verification. 

 

VIII. CONCLUSION 
 

BioAttend demonstrates the effectiveness of a client-

side, Edge-AI-based biometric attendance system 

that combines secure face recognition with anti-

spoofing techniques to improve the reliability of 

attendance management. By performing biometric 

authentication directly on the user's device, the 

system minimizes dependence on cloud 

infrastructure, reduces network latency, enhances 

user privacy, and enables faster real-time 

verification. The integration of anti-spoofing 

mechanisms helps protect the system against 

common presentation attacks, such as printed 

photographs and digital screen replays, thereby 

improving the overall security and trustworthiness of 

the attendance process. 
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