
 

DATA HIDING IN VIDEO STREAM BY TEXT SUBSTITUTION 

1Miss Amruta B. Bhojane, 2Prof. Priti A. Khodke,  

1M.E. Computer Science & Eng., PRMCEAM, Amravati, Maharashtra, India, amrutabbhojane@gmail.com 
2Associate Professor, Computer Science & Eng., PRMCEAM, Amravati, Maharashtra, India, priti.khodke@gmail.com 

 
 

  ABSTRACT 

Information security is becoming important concern in today’s world because of widespread use of internet as a 

communication channel. We generally need to communicate data in the form of text, image, audio or video. This information 

is mostly communicated through the network. But in a network, data is not secure, it can get eavesdrop. To protect transfer of 

sensitive data in network from a third person steganography techniques can be used. There are different steganography 

techniques such as image, audio, video, text, network steganography. Steganography means hiding secret data inside a cover 

medium such that no one other than the sender and intended recipient suspect the existence of secret data. In this paper we 

explain video steganography. 

Our proposed approach is data hiding in video stream by text substitution, it is divided into two parts data embedding and 

data extraction. To hide text data file inside frames of video we propose higher least significant bit algorithm.  And to provide 

more security to the stego video proposed pixel swapping encryption technique, which is use to encrypt stego video. For data 

hiding inside frame, first divide single frame into four carrier images and hide data into five LSB bits of each pixel of a carrier 

image, which satisfy quantization error condition and leave other pixel as it is. Key generated while hiding data is store into 

last pixel of carrier image. Data hiding key and encryption key are used to preserve privacy. Our proposed approach tries to 

improve payload capacity and provide more security to the stego video.  

 
 

Index Terms: Steganography, higher LSB algorithm, stego video, cover video, encryption. 

 

1. INTRODUCTION 

The growth of high speed computer network has 
increased the ease of information communication. But 
this type of improvement in the field of data 
communication also hiked the fear of getting the data 
snooped at the time of sending it from sender to 
receiver. Information security is becoming inseparable 
part of data communication. Steganography plays an 
important role to address this problem. Steganography 
is an art and science of written hidden message in 
original message in such a way as, no one other than 
sender and intended recipient suspect existence of 
message. Steganography is a Greek origin word and its 
meaning is "concealed writing" where steganos means 
"covered or protected" and graphein means "to write" 
[1]. The first recorded use of the term was in 1499 by 
Johannes Trithemius in his Steganographia, a treatise 
on Steganography and cryptography disguised as a 
book on magic. The power of steganography lies in 
hiding existence of the secret message in a non-secret 
file. It is different from cryptography, which makes 
secret message unreadable but does not hide existence 
of it. The amount of information that can be concealed 
in carrier file before it becomes detectable is use to 
measure the value of steganography approach. There 
are different methods used to hide information inside of 
image, video and audio files.  

Our paper, Data Hiding in Video Stream by text 
Substitution concerned with video steganography. Data 
embedding in videos seems very similar to images. 
However, there are many differences between data 
hiding in images and videos, where the first important 
difference is the size of the host media.  

 
 

Figure 1:  Steganography mechanism 
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Since videos contain more sample number of pixels or 
the number of transform domain coefficients, a video 
has higher capacity than a still image and more data can 
be embedded in the video. Also, there are some 
characteristics in videos which cannot be found in 
images as perceptual redundancy in videos is due to 
their temporal features. Figure 1 shows steganography 
mechanism.  

1.1 TYPES OF STEGANOGRAPHY 

Depending on the cover media there are different types 
of steganography techniques. 

A) Image steganography: 
Taking image as a cover media in steganography is 
known as image steganography. It uses pixel intensities 
to hide information. 
B) Video steganography: 
 It takes video as a cover media. Different video format 
such as AVI, MPEG, MP4 etc. are used to hide 
information. 
C) Network steganography:  
Where network protocol is used as a cover media, is 
known as network steganography. Protocol such as IP, 
TCP, UDP, etc. can use. 
D) Text steganography:  
Different techniques such as capital inter-word spacing, 
inter-paragraph spacing, white spaces etc. are used to 
hide information in a text steganography.  
E) Audio steganography: 
Audio steganography uses audio as a cover video.  Phase 
coding, echo hiding, spread spectrum technique etc. are 
techniques used to hide information in audio signal. 
 

2. LITERATURE SURVEY 
 
There are many techniques available for video 
steganography.  Each technique has its pros and cons.  
 
A. P. Sherly and P. P. Amritha [1] in this paper author 
proposed a new compressed video steganographic 
scheme. In this scheme the data is hided in compressed 
domain. The novel embedding technique Triway Pixel 
Value Differencing (TPVD) is used to increase the 
capacity of the hidden secret information and for to 
providing an imperceptible stego-image for human 
vision use scene change detector to embed secret data 
in I frame and motion vector to embed data in P&B 
frame and got stego video by combining this frames 
ShengDun Hu and KinTak U [2] proposed video 
steganography based on non-uniform rectangular 
partition. It is a kind of time domain steganography 
method, which can provide greater embedding capacity 
without causing more degradation in a host stream. 
A. Swathi & Dr. S. A. K. Jilani [3] propose video 
steganography by LSB substitution using different 
polynomial equations. There method uses 3 LSB of pixel 
to store secret textual data. This method provide 
increased embedding capacity than other method using 
two LSB. 
P. Bhautmage, A. Jeyakumar and A. Dahatonde [4] author 
proposed advance video steganography algorithm. 
Before secret massage embedding they use bit exchange 
method and XOR method to encrypt secret message. For 
embedding data in cover file used alternate byte of cover 

file, substitute 2 bit of a secret message at LSB and 
LSB+3 position in cover file and leave next byte intact. 
Perform this for embedding complete secret message.                                                                  
H. Noda, T. Furuta, M. Niimi, E. Kuwuguchi [5] proposed 
application of BPCS steganography to wavelet 
compressed video. BPCS means bit-plane complexity 
segmentation. Author proposed two techniques for video 
compression and apply BPCS steganography technique 
on that compressed video.  First compression technique 
is 3-D set partitioning in hierarchical trees (SPIHT) 
algorithm, which encode at a time one bit plane of 
wavelet coefficient starting with the MSB and generate 
bit stream. This bit stream is converted into bit plane 
using SPIHT decoder and used BPCS technique to embed 
secret data into that bit plane. 
C. Xu, X. Ping and T. Zang [6] proposed steganography in 
compressed video stream of MPEG. They used P frame 
and B frame for embedding actual transmitted data and I 
frame to embed control information which facilitate data 
extraction. Motion vector of P and B frame are used for 
data embedding. Each micro block in P frame has one 
motion vector, while each micro block in B frame has 
two motion vector. Author does not embed data in all 
motion vector but only in larger magnitude motion 
vectors. This technique reduces distortion introduced by 
data embedding. Control information is usually critical 
and small and it should get extracted correctly. In I frame 
control information is embedded in quantized DCT 
coefficient using least significant bit method, which 
provide more robustness and imperceptibility.  
W.  Luo, F. Huang and J. Huang [7] propose edge adaptive 
image steganography based on LSB matching revisited 
(LMBR). There are some modification to LSB 
replacement method employ LSB matching. Pixel value 
get deal independently in LSB and LSBM, Whereas 
LSBMR use pair of pixel for data embedding. One bit of 
secret message get embedded into LSB of a first pixel, 
and the another bit of secret message get carried into 
relationship between two pixel such as odd-even 
relationship. Advantage of this method is that it require 
minimum changes in cover image as compared with 
other method.  
D. Xu, R. Wang and Y. Q. Shi [8] proposed a scheme of 
H.264/AVC video encryption, data embedding and data 
extraction. They use chaotic pseudo random sequence to 
encrypt the secret information, then obtain codewords of 
the level by parsing encrypted bit stream. If the 
codeword belong to C0 or C1codespace then embed 
secret message bit into host data using codeword 
substitution. Embed bit 0 if codeword belong to C0 and 1 
if codeword belong to the C1.  Proposed scheme 
preserve bit rate after data embedding, also preserve 
confidentiality of video content. 
V. Sharma and S. Kumar [9] proposed extension of least 
significant bit technique. As a pixel consist of red, green 
and blue component, in this proposed technique data 
hiding is done by replacing red component in first pixel 
with a first byte of secret data then replace green 
component of second pixel with second byte of secret 
data and so on until the end of secret message. But the 
resulting stego image is distorted so they use new cover 
image to cover this stego image to provide more level of 
security. Also use compression algorithm to increase 
storage capacity of cover image.  
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A. Nag, S. Biswas, D. Sarkar and P. P. Sarkar [10] author 
proposed frequency domain steganography technique. 
This method provide high security and large amount of 
secret data can be hide. Also there will be no loss of 
secret message and good invisibility can be provide. This 
method first convert cover image into 8*8 blocks. Then 
convert that image representation into frequency 
representation using two dimensional discrete cosine 
transformation. Huffman coding is used to encode secret 
message before embedding it in the cover image to 
convert it into 1-dimensional bit stream. Decompose that 
bit stream into 8 bit blocks B. Then replace LSB of DCT 
coefficients in 8*8 block with a bit taken from 8 bit block 
B. Finally obtain new image which contain secret image 
by performing inverse discrete cosine transformation. 
 

3. PROPOSED APPROACH 

Multimedia steganography techniques have to satisfy 
three basic requirements. The best requirement is 
Perceptual Transparency, i.e. cover object (object not 
containing any additional data) and stego object (object 
containing secret message) must be perceptually 
indiscernible. The second constraint is high data rate of 
the embedded data and the third constraint is security 
that means providing security to the data hidden inside 
carrier or we can say that inability by unauthorized 
users to detect/access the communication channel. 
Information hiding in digital media can be used for such 
a diverse applications as proof of ownership, 
authentication, integrity, secret communication, 
broadcast monitoring and event annotation. 
 
All the techniques mentioned earlier were good ways of 
hiding messages but each technique has some pros and 
cons, such that some provide greater perceptual 
transparency but less embedding capacity and vice versa.  
Some techniques are difficult to implement. Therefore, 
we developed new algorithm called Higher LSB Data 
Hiding Algorithm which is easy to implement and 
achieves all three important constraints of data hiding. 
This provides good perceptual transparency, security & 
improves payload capacity. Proposed approach has been 
divided into two phase, data hiding and data extraction. 
Figure 2 shows proposed approach. 

A] Data Hiding:   

To hide text data file, we used .avi video file as a cover 
video and apply higher LSB algorithm. After data hiding, 
cover video will be called as stego video. To make data 
extraction more difficult we can use pixel swapping 
encryption technique to get encrypted stego video. 

B] Data Extraction: 

To extract data from encrypted stego video, first decrypt 
video using decryption key. Then apply higher LSB data 
extraction algorithm to extract hidden text data file. 

Higher Least Significant Bit Algorithm: 

The Least Significant Bit Algorithm is used to encode the 

secret message into the video file. It performs bit level 

manipulation to encode the secret message. The 

following steps are  

Step1: Receive the video file in the form of bytes and 

convert bytes into bit pattern.  

Step2: Each character in the secret message file is 

converted into bit pattern.  

Step3: Replace 5 LSB bit of video file with the secret 

message bit.  

Step4: Repeat step3 until the completion of secret 

message bits.  

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Proposed approach 
 
3.1 DATA EMBEDDING 
 
User can hide text file in single carrier image at a time. 

For data hiding we are using 15 bit out of 24 bit of an 

image pixel. Hence data hiding capacity of proposed 

approach is 62.5%. After completion of embedding of 

text file generate a key, key will be the number of bits in 

text file. This key will be use while data extraction.   

Detail procedure of hiding text file in video is as follow.  

1.    Select an AVI video.                                                            
2.    Extract frames and sound from video. 
3.    For data hiding select one of the frame from     

extracted frames. 
4.    Split an image into multi-carrier images. 
5.    Select a carrier image. 
6.    Select secret text data file for hiding in frame. 
7.    Apply higher LSB mechanism for text data hiding. 
8.    After data hiding generate data hiding key. 
9.    Repeat step 5 to 8 for all carrier images. 
10.  Resize frames into 128X128 size. 
11.  Join multi-carrier images to create stego image. 
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12.  Replace previously selected frame with this stego 
image. 

13.  Repeat steps 3 to 11 for data hiding in another 
frame. 

14.  After data hiding encrypt frames using pixel      
swapping algorithm. 

15.  Create stego video. 
16.  Stop 
 

      After data hiding user has to join carrier images to get 
single stego image. There is an option to join any two 
carrier images horizontally or vertically, this will give 
half part of stego image. Repeat this procedure for 
another half part. Then join this parts horizontally or 
vertically to get complete stego image. And replace 
original image with this stego image. Then encrypt all 
frames of video using pixel swapping algorithm. For 
encryption user has to select key from set of keys. Set of 
keys contains keys generated using permutation of 0 to 7 
bit positions 
 
3.2 DATA EXTRACTION  

Detail procedure to extract data from video 

1.    Select stego video 
2.    Extract frames and sound from video 
3.    Decrypt frames using pixel swapping algorithm 
4.    Select stego frame from decrypted frame  
5.    Split an image into multi-carrier images 
6.    Select a carrier image 
7.    Enter key to extract text from video 
8.    Apply higher LSB mechanism for data extraction 
9.    Repeat step 6 to 8 for all carrier images 
10.  Repeat step 4 to 9 for all stego frame 
11.  Create video from decrypted frame 
12.  Stop 
 
After hiding text data file inside original image, the 
resultant image will look like as shown in figure.  
 

                             
 

Figure 3: Comparison of original image & stego image 
 

 

4. CONCLUSION 

There are different steganography techniques available 
for each type of steganography. Some technique 
improves security features but lack in embedding 
capacity and vice versa. Other techniques provide more 
embedding capacity but also increase implementation 
difficulty.  

We present LSB video steganography technique. Main 
aim of our approach is to increase payload capacity with 
minimal distortion in a host image. We use 5 LSB bits to 
improve embedding capacity without affecting the 
perceptual transparency. Also our approach is good at 
providing security using cryptography technique.  It is 
easy to implement and use.    

5. FUTURE SCOPE 

 Secure key distribution mechanism can be 
implementtttttttttttt                            implement. 

 Secret data can be embed randomly in a cover 
file to make data extraction more difficult. 

 Proposed method can be modified to use 
different video format. 

 In future work efforts can take to again improves 
payload capacity with minimal distortion.   
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