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Introduction 

The ACL is basically a sequence or set off rules also 
called ACL entries. These rules specify the type of 
network traffic that can be passed or block through a 
router. ACLs are deployed at almost all points of 
entry in a private network and outside internet. So 
that all the network traffic that is incoming and 
outgoing packet can be monitored. Different 
protocols can be used in ACLs like IPX, AppleTalk etc. 

A packet is basically contains a limited number of 
fields such as source or destination port no., IP 
address, the source and destination protocols type 
etc. Every packet is matched with the rules of the ACL 
starting from the first rule and so on until it matches 
with the rule or the last Statement. This matching 
process decides how to apply the network security. 

An ACL contains many rules and there can be 
conflicts between these rules such as redundancy, 
shadowing etc. So the ACLs must be managed 
carefully so that the conflicts can be resolved. The 
Rule sets are generally composed of number of rules 
ranging from tens to five thousand. 

Types of ACLs 

Standard ACLs 

A standard IP ACL is simple; it filters based on source 
address only. 1You can filter a source network or a 
source host, but you cannot filter based on the 
destination of a packet, the particular protocol being 
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used such as the Transmission Control Protocol (TCP) 
or the User Datagram Protocol (UDP), or on the port 
number. You can permit or deny only source traffic. 

Extended ACLs 

An extended ACL gives you much more power than 
just a standard ACL. Extended IP ACLs check both the 
source and destination packet addresses. They can 
also check for specific protocols, port numbers, and 
other parameters, which allow administrators more 
flexibility and control. 

Deny packets based on the following information: 

 IP protocol  

 Source IP address or host name  

 Destinations IP address or host name  

 Source TCP or UDP port (if the IP protocol is TCP 
or UDP)  

 Destination TCP or UDP port (if the IP protocol is 
TCP or UDP) 

The ACLs can also be used in filtering route 
advertisements and also in enforcing network 
policies such as traffic shaping and NAT (network 
address translation). 

Access List Syntax 

Router (config) # access-list {100-199} {permit | deny} 
protocol source-addr [source-wildcard] [operator 
operand] destination-addr [destination-wildcard] 
[operator operand] [established] 

Abstract 

An access control list (ACL) provides security for a private network by controlling the flow of incoming 
and outgoing packets. Specifically, a network policy is created in the form of a sequence of (possibly 
conflicting) rules. Each packet is compared against this ACL, and the first rule that the packet matches 
defines the decision for that packet. The size of ACLs has been increasing rapidly due to the explosive 
growth of Internet-based applications and malicious attacks. This increase in size degrades network 
performance and increases management complexity. I 
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i. Like the standard ACLs, the first value {100-
199 or 2000 - 2699} specifies the ACL number range. 

ii. The next value specifies whether 
to permit or deny according to the criteria that 
follows. 

iii. The third value specifies protocol type ( IP, 
TCP, UDP, or other specific IP sub-protocols). The 
source IP address and wildcard mask determine 
traffic source. The destination IP address and its 
wildcard mask are used to indicate the final 
destination of the network traffic. When the 
destination IP address and mask are configured, the 
port number  must be specified to match, either by 
number or by a well-known port name, otherwise all 
traffic to that destination will be dropped. 

Experimental Setup 

In this the experiment with network behavior is done 
on the Cisco packet tracer 

6.0.1. Cisco Packet Tracer is a powerful network 
simulation program which allows students to 
experiment with the network behaviour and enables 
them to ask “what if” type questions. Packet Tracer 
acts as a supplement for physical equipment in the 
classroom as it allowing students to create a 
computer network with an almost any number of 
devices, encouraging the practice, discovery and the 
troubleshooting. 

Initially a physical network is created with PCs, 
routers, switches, server and connections using Cisco 
packet tracer 6.0.1.Then the routers are configured 
and route is established by writing command in 
CLI.At this point all the packets are received by the 
server.Then standard ACL is created & configured on 
the router closed to the destination. The standard 
ACL don’t have any information regarding 
destination so it must be placed as close to the 
destination as possible. 

 

 

Figure 1: Private Network 

Creating & Configure ACL 

USING THE CLI  

Router(config)#access-list 1 deny host 192.168.10.3 

Router(config)#access-list 1 permit 192.168.10.2 

Router(config)#access-list 1 permit any 

Router(config)#interface fastethernet 0/0 

Router(config-if)#ip access-group 1 out 

Router(config-if)#write memory 

The host <source-ip> | <hostname> parameter 
makes you able to specify a host IP address or host 
name. When this parameter is used in ACL rule, there 
is no need to specify the network mask. A default 
mask of all zeros i.e. 0.0.0.0 is implied. The any 
parameter is used to configure the security policy to 
match on all the host addresses. 

The log argument is used to configure the network 
device to generate entries in Syslog and also SNMP 
traps for those packets which are denied by the 
access policy. 

Result Analysis 
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Before ACL 

 

After ACL 

Conclusion 

This standard ACL provide security for the network of 
the organization by providing traffic flow control. It 
enables the filtering of network packets flow in or out 
of router interfaces and hence increase the speed & 
performance of the server. It restricts network usage 
by certain users or devices. 

In this experiment the standard ACL is configured on 
the router. It create filters based on source addresses 
and are used for server based filtering. In future the 
more security can be provided by creating filters 
based on source addresses, destination addresses, 
protocol, port number and other features and are 
used for packet based filtering for packets that 
traverse the network. This all can be done by 
configuring extended ACL 
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