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I. INTRODUCTION 
 

The increasing use of digital images in social communication, healthcare, defense, digital forensics, and 

cloud-based information exchange has created a strong requirement for confidentiality and controlled 

information sharing. Conventional encryption protects the content of a message, but an encrypted 

object can itself reveal that confidential communication is taking place. Steganography addresses a 

complementary problem by hiding the existence of the information within an apparently ordinary 

carrier. 

 

Image steganography traditionally embeds secret information into a cover image through spatial or 

transform-domain modifications. Least Significant Bit (LSB) approaches are simple and have useful 

capacity, but their embedding patterns can be vulnerable to statistical steganalysis. Transform-domain 

techniques can improve robustness but may introduce additional computational complexity and may 

restrict payload capacity. Deep learning provides another direction in which the embedding and 

recovery processes can be learned directly from image data. 

 

The original DeepSafe study investigates a learned image-in-image steganography approach using 

three CNN-based networks: Preparation, Hiding, and Reveal. The revised manuscript retains that core 

architecture and organizes it as an end-to-end security workflow. The objective is to conceal a secret 
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image in a cover image with limited perceptual distortion and to recover the secret image through a 

learned reveal process. 

 

The main contributions of this revised paper are: (1) a clearer description of the DeepSafe three-network 

architecture; (2) a reproducible presentation of the image preprocessing and training configuration 

reported in the source paper; (3) a structured evaluation protocol covering reconstruction quality, 

detection-oriented measures, and attack scenarios; (4) an explicit discussion of security, computational 

cost, and limitations; and (5) identification of missing experimental values that must be supplied before 

making quantitative performance claims. 

 

II. BACKGROUND AND RELATED WORK 
 

Steganography is the practice of concealing information within a carrier so that the presence of the 

hidden information is difficult to identify. Steganalysis attempts to detect or analyze such concealed 

information. Existing image-steganography methods range from direct pixel-domain methods to 

transform-domain, cryptographic, and neural approaches. 

 

A. Conventional and Cryptography-Assisted Steganography 

LSB-based methods modify selected low-order pixel bits to embed information. The literature review in 

the source paper discusses enhanced LSB techniques that use randomized or non-adjacent embedding 

locations. Cryptography can be combined with steganography so that a recovered payload is still 

protected if the carrier is detected. However, security may remain dependent on the strength of the 

embedding strategy and the protection of cryptographic keys. 

 

B. Deep Learning for Image Hiding 

Deep neural networks enable image hiding to be learned as an encoder-decoder problem rather than 

relying on hand-designed embedding rules. The source paper reviews CNN encoder-decoder methods, 

autoencoder-based approaches, SegNet-based hiding and extraction networks, multi-image 

steganography, and GAN-based image hiding. These studies motivate the use of learned feature 

representations for distributing secret-image information across the cover image. 

 

C. Research Gap 

The reviewed approaches demonstrate that deep networks can improve capacity and visual quality, but 

challenges remain in balancing payload capacity, imperceptibility, recoverability, robustness to image 

processing, and resistance to steganalysis. The original DeepSafe paper also identifies the need for 

stronger protection of confidential information and improved resistance to unauthorized access. The 

revised framework therefore emphasizes a complete embedding-and-recovery pipeline and a broader 

evaluation protocol rather than treating visual quality as the only objective. 

 

III. PROPOSED DEEPSAFE FRAMEWORK 
 

DeepSafe is designed as an image-in-image steganography framework. A secret image is first processed 

by a Preparation Network. The resulting representation is combined with a cover image in a Hiding 

Network to generate a container image. At the receiving side, a Reveal Network processes the container 

image and reconstructs the secret image. 
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Fig. 1. Revised textual representation of the DeepSafe processing pipeline. 

 

A. Preparation Network 

The Preparation Network processes the secret image before hiding. According to the source paper, the 

secret image is passed through three parallel four-layer structures. Each structure uses convolutional 

layers with 50 filters, a kernel size of 3, same padding, and ReLU activation. The outputs are combined 

and passed through additional convolutional layers using kernel sizes of 5, 4, and 3, respectively, with 

50 filters and ReLU activation. 

 

B. Hiding Network 

The Hiding Network receives the prepared secret representation together with the cover image. The 

source implementation describes three parallel four-layer CNN structures, again using 50 filters, a 3×3 

kernel, same padding, and ReLU activation. Their outputs are combined and processed through 

additional convolutional layers with 50 filters and kernel sizes of 5, 4, and 3. The result is the container 

image containing the hidden secret. 

 

C. Reveal Network 

At the receiver, the Reveal Network processes the container image through three parallel CNN 

structures. Each uses four convolutional layers with 50 filters, a 3×3 kernel, same padding, and ReLU 

activation. The resulting features are combined and passed through convolutional layers with kernel 

sizes 5, 4, and 3 to reconstruct the secret image. 

 

IV. MATHEMATICAL FORMULATION 
 

Let C denote a cover image and S denote a secret image. The Preparation Network P transforms the 

secret into a learned representation P(S). The Hiding Network H combines the representation with the 

cover image to generate a container image C′: 

C′ = H(C, P(S)) 

The Reveal Network R then estimates the secret image: 

Ŝ = R(C′) 

The source implementation reports MSE as the training loss. A generic reconstruction objective can 

therefore be written as: 

LMSE =  (
1

N
) ∑ (Si −  Ŝi)

2 

where N is the number of compared pixel values. Lower MSE indicates smaller pixel-wise reconstruction 

error. The supplied paper does not report additional weighted loss terms, so no such terms are claimed 

as part of the implemented experiment in this revised version. 
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V. EXPERIMENTAL METHODOLOGY 
 

A. Dataset 

The original paper states that image data were collected from Kaggle and that cover images were 

obtained from the ALASKA Steganography dataset. It reports a total of 500 data samples and states 

that 250 data were used for testing and validation. The wording of the original paper does not clearly 

specify the exact split between training and testing/validation samples; therefore, this revised paper 

retains the reported counts without inventing an additional split. 

 

B. Preprocessing 

Secret and cover images are resized to 224×224 pixels and represented as RGB images with three 

channels. Pixel values originally in the range 0–255 are normalized by 255 before being supplied to the 

model. Output images can be denormalized by multiplying the normalized values by 255. 

 

C. Training Configuration 

Table I. Training configuration reported in the supplied paper. 

Parameter Reported configuration 

Input size 224 × 224 × 3 

Optimizer Adam 

Training loss Mean Squared Error (MSE) 

Epochs 100 

Batch size 12 

Training platform Google Colab GPU 

Reported training time Approximately 4 hours 

Model selection Saved at epochs showing improved MSE 

 

D. Implementation Workflow 

Step Procedure 

1 Collect secret and cover images. 

2 Resize images to 224×224 RGB. 

3 Normalize pixel values by 255. 

4 Generate learned secret representation using Preparation Network. 

5 Fuse prepared secret representation and cover image using Hiding Network. 

6 Generate container/stego image. 

7 Apply transmission/storage and attack scenarios for evaluation. 

8 Recover secret using Reveal Network. 

9 
Compare original and recovered images and evaluate detection/security 

measures. 

 

VI. SECURITY AND ATTACK MODEL 
 

The security objective of DeepSafe is not limited to visual concealment. The system should make 

unauthorized recovery difficult while maintaining acceptable reconstruction quality for an authorized 

receiver. The source paper discusses deep-learning-based steganalysis and different attacks on the 

hidden image. A systematic evaluation should therefore include both passive detection and active 

image-processing scenarios. 
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Attack/scenario Purpose Expected evaluation 

Visual inspection 
Check perceptual 

imperceptibility 
Human/visual comparison 

Compression 
Assess robustness to lossy 

encoding 

Secret recovery quality 

after compression 

Noise 
Assess resilience to 

perturbation 
Recovery degradation 

Resizing 
Assess geometric 

transformation tolerance 

Recovery after scale 

change 

Cropping Assess partial content loss 
Recovery/detection 

performance 

Brightness/contrast Assess photometric changes Recovery quality 

Steganalysis Assess detectability 
Detection accuracy / 

ROC-AUC if measured 

 

VII. RESULTS AND DISCUSSION 
 

The original manuscript states that the proposed deep-learning steganography approach successfully 

conceals and retrieves secret information while maintaining visual imperceptibility. It further states that 

accuracy, precision, recall, F1-score, and AUC were used to assess robustness and reliability, and it 

presents a comparative graph involving GAN, DeepSafe, and CNN. 

 

However, the numerical values underlying the original graph/table are not present in the supplied 

document. The visible result section contains metric labels but does not provide the corresponding 

numeric observations. Therefore, this revised manuscript deliberately does not reproduce or invent 

specific percentages, AUC values, PSNR values, or other numerical claims. 

 

Table II. Evidence-supported results information available in the supplied manuscript. 

Metric Role in evaluation Status in supplied paper 

Accuracy 
Overall classification/detection 

performance 

Reported as evaluated; 

numerical value not supplied 

Precision Correctness of positive detections 
Reported as evaluated; 

numerical value not supplied 

Recall Detection sensitivity 
Reported as evaluated; 

numerical value not supplied 

F1-score Balance of precision and recall 
Reported as evaluated; 

numerical value not supplied 

AUC 
Threshold-independent detection 

assessment 

Reported as evaluated; 

numerical value not supplied 

MSE Pixel-wise reconstruction/training loss 
Used for training; final value not 

supplied 

 

For a final experimental version, Table II should be replaced or supplemented with the actual measured 

values obtained from the saved DeepSafe model. In particular, a conference submission would benefit 

from reporting reconstruction quality using MSE, PSNR and SSIM, detection performance using 

accuracy/precision/recall/F1/AUC where applicable, and robustness under controlled compression, 

noise, resizing, cropping, and brightness/contrast perturbations. 
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A. Comparative Interpretation 

The source paper compares GAN, DeepSafe, and CNN in its result presentation. The intended 

comparison is useful because it places the proposed model alongside alternative deep-learning 

strategies. Nevertheless, the revised paper treats this comparison qualitatively because the numerical 

values are not available. A rigorous comparison should use identical datasets, train/test partitions, image 

resolutions, payload conditions, attack settings, and evaluation metrics for all methods. 

 

B. Computational Considerations 

The reported training time is approximately four hours on a Google Colab GPU. This value represents 

training under the original setup and should not be interpreted as inference latency. For deployment, 

future experiments should separately report encoder/hiding time, reveal time, memory consumption, 

model size, and throughput per image. 

 

VIII. SECURITY ANALYSIS 
 

DeepSafe provides security through learned distributed representation of the secret image rather than 

a simple deterministic LSB rule. The use of multiple convolutional stages allows secret-image features 

to be transformed and distributed during hiding and reconstructed during revealing. This can make 

direct extraction using conventional steganographic tools ineffective. However, a neural steganography 

system should not be considered secure solely because the hidden content is visually imperceptible. 

Security also depends on resistance to modern steganalysis, model extraction, adversarial manipulation, 

unauthorized model access, and compromised communication endpoints. 

 

The original paper also mentions multiple passwords as a future security enhancement. In a production 

system, credentials should be handled through a formally defined key-management mechanism rather 

than being treated as informal additional passwords. The supplied implementation does not provide 

enough information to claim a specific cryptographic protocol, key size, or authenticated encryption 

mode; such details should be added when cryptography is actually integrated into the implementation. 

 

IX. ADVANTAGES AND LIMITATIONS 
 

A. Advantages 

 End-to-end learning of secret-image preparation, hiding, and recovery. 

 Uses CNN feature learning rather than relying exclusively on manually selected embedding rules. 

 Supports full secret-image hiding rather than only short text messages. 

 Uses RGB cover and secret images at a fixed 224×224 resolution. 

 Can be evaluated under image-processing and steganalysis scenarios. 

 Has potential applications in privacy-sensitive communication, forensics, defense, watermarking, 

and biometric protection. 

 

B. Limitations 

 The supplied paper does not provide the numerical values underlying its result graph. 

 The exact training/validation split is not sufficiently specified. 

 The dataset description does not provide complete sample identifiers, class distributions, or a 

reproducible split protocol. 

 The original implementation reports MSE training loss but does not provide a complete multi-

objective loss formulation. 

 Robustness results against specific compression/noise/cropping levels are not numerically reported. 

 Inference latency, memory use, model size, and energy cost are not reported. 

 Security against adaptive or modern neural steganalysis is not quantitatively established. 
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 The paper's cryptographic-security statements are broader than the implementation details 

supplied; a precise cryptographic protocol would need to be specified and experimentally 

evaluated. 

 

APPLICATIONS 

The DeepSafe concept can be considered for secure communication of confidential images, privacy-

preserving image exchange, digital forensics, military or defense communication, biometric information 

protection, watermarking, and sensitive archival systems. In medical applications, however, any 

deployment would require additional validation for diagnostic integrity, privacy, regulatory compliance, 

and lossless recovery requirements. 

 

FUTURE WORK 

Future development should focus on five areas. First, the dataset protocol should be expanded and 

made fully reproducible, including exact source datasets, split ratios, random seeds, and preprocessing 

rules. Second, the evaluation should report MSE, PSNR, SSIM, payload capacity, recovery accuracy, and 

robustness under controlled attacks. Third, the system should be tested against contemporary 

steganalysis models and adversarial examples. Fourth, computational profiling should measure training 

and inference latency, memory usage, and model size. Finally, if cryptographic protection is 

incorporated, the implementation should specify a standard authenticated-encryption construction and 

a secure key-management procedure. 

 

X. CONCLUSION 
 

This revised paper presents DeepSafe as a CNN-based image-in-image steganography framework 

derived from the supplied research manuscript. The approach uses Preparation, Hiding, and Reveal 

Networks to transform a secret image, embed it into a cover image, and reconstruct it at the receiving 

side. The reported implementation uses 224×224 RGB images, Adam optimization, MSE loss, 100 

epochs, a batch size of 12, and Google Colab GPU training of approximately four hours. The framework 

addresses an important problem in confidential image communication by combining learned feature 

extraction with image hiding and recovery. 

 

The main revision is methodological transparency. The supplied paper reports qualitative success and 

evaluation metrics but does not contain the numerical values necessary to substantiate precise 

quantitative claims. Consequently, this paper distinguishes reported observations from results that still 

require measurement. Completing the missing numerical experiments, robustness tests, and 

computational profiling will strengthen DeepSafe and make the work more suitable for rigorous 

conference evaluation. 
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