Saman Wickramasinghe, 2023, 11:2 International Journal of Science,

:éés Egr?r']'tr;_e;;gss“_i;g’g Engineering and Technology
’ An Open Access Journal

Predictive Analytics for Threat Intelligence Using ML

Saman Wickramasinghe
The Open University of Sri Lanka, Sri Lanka

Abstract- The global cybersecurity landscape is currently undergoing a seismic shift as threat actors transition
from broad-based attacks to highly targeted, automated, and persistent campaigns. Traditional Cyber Threat
Intelligence (CTI) has historically functioned as a reactive discipline, focusing on the collection and dissemination
of Indicators of Compromise (loCs) after a breach has already occurred. However, the sheer velocity of modern
exploits necessitates a transition toward a proactive, predictive paradigm. This review examines the integration of
Predictive Analytics—powered by Machine Learning (ML) and Deep Learning (DL)—into the CTI lifecycle. By
leveraging historical breach data, dark web telemetry, and real-time network traffic, predictive models can now
forecast the "what," "where,” and "who" of impending cyber threats. This article categorizes current ML
methodologies, including the use of Natural Language Processing (NLP) for automated open-source intelligence
(OSINT) harvesting and Recurrent Neural Networks (RNNs) for modeling adversary behavior sequences. We
explore how predictive scoring allows security operations centers (SOCs) to prioritize vulnerabilities based on the
likelihood of exploitation rather than static severity scores. Furthermore, the review addresses the critical
challenges of data quality, model drift, and the emergence of adversarial machine learning, where attackers
attempt to "poison" the very intelligence meant to stop them. By synthesizing recent breakthroughs in
transformer architectures and graph-based relational learning, this paper provides a strategic roadmap for
building “forecasting” engines in cybersecurity. The findings suggest that predictive analytics significantly shrinks
the window of exposure, enabling organizations to move from a defensive crouch to a preemptive strike posture.
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l. INTRODUCTION identify the "signals in the noise" that precede ﬂa
malicious event.

The foundational goal of cybersecurity has always

been the protection of the "Confidentiality, Integrity, The necessity of ML-based predictive analytics is
and Availability" of data. For decades, this goal was driven by the human-scale limitations of traditional
pursued through a defensive-perimeter approach, security analysis. A modern enterprise generates
where firewalls and antivirus software acted as digital terabytes of log data daily, while thousands of new
moats. However, the migration of critical malware variants and vulnerability disclosures are
infrastructure to the cloud, the explosion of Internet released into the wild every week. For a human
of Things (loT) devices, and the professionalization analyst, correlating a specific dark web forum post
of cybercrime syndicates have rendered traditional with a minor spike in unusual DNS queries is an
perimeters obsolete. In this environment, Cyber impossible task. Machine learning, however, excels
Threat Intelligence (CTIl) emerged as a vital discipline, at high-dimensional pattern recognition. By training
intended to provide defenders with "situational ©n vast datasets of historical attacks, ML models can
awareness” regarding the motives, targets, and learn the "Tactics, Techniques, and Procedures"
methods of attackers. Despite its importance, CTl has (TTPs) of specific threat actors. They can recognize
long suffered from a "latency problem.” Most that a particular sequence of benign-looking
intelligence shared today is a post-mortem—a events—such as the registration of a typosquatted
record of what happened yesterday. While useful for domain followed by a specific type of port scan—is
forensic cleanup, it does little to stop the attack @ 95% accurate predictor of a targeted phishing
currently in the planning stages. This is the catalyst campaign. This “Intelligence at Machine Speed”
for the integration of Predictive Analytics. Predictive allows the SOC to move from "Detect and Respond”
analytics is not about "fortune-telling”; it is about to "Predict and Prevent.”

using statistical probability and machine learning to
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The implementation of predictive analytics changes
the "Economics of Defense." In a traditional model,
the defender must be right 100% of the time, while
the attacker only needs to be right once. Predictive
analytics flips this script. By forecasting an attack, the
defender can proactively close the specific
vulnerability or cordon off the targeted asset, forcing
the attacker to burn more resources and time to find
a new path. This review explores the technological
evolution of these systems, starting from basic
regression models to the current state-of-the-art in
Generative Al and Graph Neural Networks.

We will analyze how predictive scoring is used to
prioritize patches, how behavioral analytics identifies
“insider threats" before they exfiltrate data, and how
automated OSINT analysis uncovers infrastructure-
staging by state-sponsored actors. The objective is
to provide a comprehensive view of how machine
intelligence is turning the tide in the cyber arms race.
As we delve into the technical sub-sections, it is
important to emphasize that predictive analytics is a
"Data Science" challenge as much as a "Security"
challenge. The success of these models depends on
"Data Fidelity"—the accuracy, completeness, and
timeliness of the incoming intelligence. We will
examine the transition from "Structured Data" (like
IP addresses and file hashes) to "Unstructured Data"
(like hacker forum chatter and social media
sentiment). The integration of Natural Language
Processing (NLP) allows for the "Semantic
Understanding” of threat actor intent, which is a
significant leap over simple pattern matching. By the
end of this review, it will be clear that predictive
analytics is not just a tool, but a foundational pillar
of modern "Zero Trust" and "Active Defense"
architectures. It is the only mechanism capable of
providing the foresight required to secure a world
that is increasingly defined by automated, Al-driven
adversarial competition.

Il. DATA ACQUISITION AND
PREPROCESSING FOR PREDICTIVE
MODELING

The "Lifeblood" of predictive analytics is data, and in
the threat intelligence domain, data is notoriously
messy, fragmented, and siloed. To build a predictive

model, one must pull data from an incredibly diverse
set of sources. This includes internal telemetry (logs,
traffic flows, endpoint events), external feeds
(commercial threat feeds, government advisories),
and "Deep/Dark Web" (DDW) sources. The
acquisition of DDW data is particularly complex, as it
requires automated crawlers and scrapers that can
navigate onion sites and closed forums without
being detected by administrators. Once the data is
acquired, it faces the "Standardization" challenge. A
vulnerability report from one vendor might use a
completely different format than a log entry from an
EDR agent. To solve this, predictive frameworks
utilize the "STIX/TAXII" protocols and the "MITRE
ATT&CK" framework to map all data to a common
language of adversarial behavior.

Preprocessing is where the raw data is converted into
"Features"—the numerical vectors that a machine
learning model can actually understand. This
involves "Feature Engineering," a process where
security experts and data scientists collaborate to
identify which variables are most predictive of an
attack. For network traffic, this might include "Source
IP Entropy" or "Packet Size Variance." For OSINT, it
might involve "Sentiment Polarity” or the "Frequency
of Technical Keywords." One of the biggest
challenges in preprocessing is the "Class Imbalance"
problem. In the real world, 99.9% of network events
are benign. If a model is trained on this data without
adjustment, it will simply learn to predict "Benign"
every time to achieve high accuracy. Preprocessing
techniques like "SMOTE" (Synthetic Minority Over-
sampling Technique) or "Under-sampling" are used
to ensure the model sees enough "Attack” examples
to learn the patterns of malice. This section explores
how "Data Cleaning" and "Labeling" are automated
through Al, ensuring the predictive engine is fed a
high-fidelity diet of information.

l1l. MACHINE LEARNING
ARCHITECTURES FOR ADVERSARY
FORECASTING

The choice of ML architecture depends on the
specific "Question" being asked of the data. For
"Classification" tasks—such as determining if a
specific file is likely to be the "Stage 1" of a future
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attack—supervised learning algorithms like Random
Forests and Gradient Boosted Machines (XGBoost)
are staples. They provide a balance of high accuracy
and "Interpretability,” allowing analysts to see which
features contributed to a high-risk score. However,
for "Temporal Forecasting," where we want to
predict a sequence of events over time, Recurrent
Neural Networks (RNNs) and Long Short-Term
Memory (LSTM) networks are more appropriate.
These models have a "Memory" that allows them to
understand that a port scan on Tuesday followed by
a credential-stuffing attempt on Thursday is part of
a single, escalating campaign.

Recently, the "Transformer" architecture, which
powers Large Language Models, has been adapted
for threat intelligence. These models can "read" the
entire history of an adversary's activity and identify
“Long-Range Dependencies" that simpler models
miss. For instance, they might notice that a specific
APT group always registers their domains 45 days
before a major holiday. Another emerging field is
"Graph Neural Networks" (GNNs). GNNs treat the
internet as a massive graph of nodes (IPs, domains,
users) and edges (connections). By analyzing the
"“Topology" of this graph, GNNs can predict “Lateral
Movement" and identify "High-Centrality" nodes
that serve as command-and-control (C2) hubs. This
section deep-dives into the mathematical
foundations of these architectures, explaining how
"Weighting" and "Loss Functions" are optimized to
detect the subtle, evasive markers of sophisticated
modern malware.

IV. NLP AND SEMANTIC
UNDERSTANDING OF ADVERSARIAL
INTENT

Threat actors are human beings who communicate
in natural language. They post on forums, share code
on GitHub, and boast on social media. NLP allows
predictive  analytics to "Listen" to these
conversations. By using "Word Embeddings"
(converting words into multi-dimensional vectors),
ML models can identify "Semantically Similar"
threats. For example, the model can learn that a
discussion about a new "0-day for Windows" is
related to a discussion about "CVE-2024-XXXX,"

even if the specific characters don't match. This
allows for the "Clustering" of threats into families
and the identification of "Emerging Trends" before a
single line of malicious code is ever written.

NLP is also critical for "Automated Indicator
Extraction." Traditionally, if a researcher found a PDF
report on a new malware, they would have to
manually extract the IPs and hashes. Al-driven NLP
can "Read" the PDF, understand the context, and
automatically populate a threat database with
"High-Confidence" indicators. This section examines
the use of "Sentiment Analysis" to gauge the
"Aggression Level" of a specific actor group. A
sudden shift in tone on a forum from "Curiosity" to
"Action-Oriented" can serve as a "Early Warning
Signal" for an impending attack. We also analyze the
"Translation" problem; since many threat actors
speak Russian, Mandarin, or Farsi, predictive NLP
models must be multilingual to provide a truly global
view of the threat landscape. By bridging the gap
between "Human Language" and "Machine Logic,"
NLP provides the "Strategic Context" that raw log
data lacks.

Behavioral Risk Scoring and Insider Threat Prediction
Some of the most damaging threats come from
"Inside the House"—employees or contractors who
have legitimate access but malicious intent.
Traditional security focuses on the "Inbound" traffic,
but predictive analytics monitors the "Internal"
behavior. By establishing a "Baseline" of normal
behavior for every user—what time they log in,
which files they access, how much data they
upload—ML models can identify "Risk Deviations."
This is often called "User and Entity Behavior
Analytics" (UEBA). If a developer who normally only
touches the "Web-App" repository suddenly starts
querying the "Financial-Database" at 2 AM, the
predictive engine assigns a high risk score to that
user.

This section explores the use of "Bayesian Networks"
to calculate "Probabilistic Risk." Instead of a simple
alert, the system provides a "Score" that evolves over
time. If the user's behavior continues to deviate, the
score increases until it triggers an automated
response, such as revoking access or triggering an
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MFA challenge. We discuss the challenge of "False
Positives” in behavioral modeling. A user might just
be working late on a new project. To solve this,
predictive models use "Peer Group Analysis,"
comparing the user’s behavior to their colleagues in
the same department. If the whole team is working
late, the risk is low. If only one person is doing it, the
risk is high. This "Contextual Behavioral Intelligence"
is essential for stopping data exfiltration and
"Credential Takeover" attacks before they reach the
critical "Impact” phase.

V. VULNERABILITY PRIORITIZATION
AND EXPLOIT PREDICTION

There are currently over 200,000 known
vulnerabilities (CVEs), and a large enterprise might
have millions of "Vulnerable Instances" across its
network. Patching everything is impossible.
Traditionally, organizations patch based on "CVSS"
scores, which measure the "Severity" of a bug.
However, severity does not equal "Risk." A "Critical"
bug that is never exploited is less of a risk than a
"Medium" bug that is actively being used by
ransomware. Predictive analytics uses the "Exploit
Prediction Scoring System" (EPSS) and custom ML
models to predict the "Likelihood of Exploitation."

These models analyze variables like: "Is there an
exploit kit available on GitHub?", "Is the vulnerability
being discussed on Twitter?", and "Is the affected
software commonly used in the cloud?". By
combining these "Threat Indicators" with the "Asset
Criticality" (is this server important?), the predictive
engine creates a "Prioritized Patch List." This allows
the security team to focus on the "1%" of
vulnerabilities that represent 90% of the actual risk.
This section examines the "ROI" of predictive
patching, showing how it reduces the "Mean Time to
Remediate” (MTTR) and prevents breaches by
focusing defense where the "Fire" is actually going
to start. We also discuss how "Auto-Patching"
systems use these scores to decide which updates to
apply automatically without human intervention.

VI. DARK WEB INTELLIGENCE AND PRE-
ATTACK INFRASTRUCTURE MAPPING

Attackers do not strike out of nowhere; they spend
weeks "Staging" their infrastructure. They register
domains, set up "Command and Control" (C2)
servers, and test their malware against antivirus
engines (VirusTotal). Predictive analytics uses
“Infrastructure Mapping" to identify these "Pre-
Attack Footprints." By analyzing "WHOIS" data, DNS
records, and SSL certificate registrations, ML models
can identify clusters of infrastructure that look like
they belong to a specific APT (Advanced Persistent
Threat) group. This is often called "Adversary
Infrastructure Fingerprinting.”

This section explores how "Passive DNS" analysis
allows for the "Prediction of New Domains." If an
attacker is using a specific "Domain Generation
Algorithm" (DGA), the ML model can predict the next
1,000 domains they will register and "Blacklist" them
before they are even live. We also look at
"Honeypots" as a source of predictive data. By
placing "Decoy" servers on the internet and watching
who probes them, ML models can identify the "IP
Ranges" of emerging botnets. This "Offensive
Intelligence” allows organizations to block the
attacker at the "Staging" phase, effectively stopping
the attack before the first phishing email is ever sent.
It turns the "Internet” into a sensor net that provides
an "Early Warning System" for the enterprise.

VIl. CHALLENGES OF MODEL
INTERPRETABILITY AND EXPLAINABLE
Al (XAI)

A major barrier to the adoption of ML in threat
intelligence is the "Black Box" problem. If an Al tells
a CISO (Chief Information Security Officer) to shut
down a critical server because of a "99% Risk Score,"
the CISO will ask: "Why?". In high-stakes security,
"The Al said so" is not an acceptable answer. This has
led to the rise of "Explainable Al" (XAl). XAl tools like
"SHAP" and "LIME" are used to "Deconstruct” the ML
model's decision. They show the analyst: "The score
is high because of these three specific APl calls
combined with this unusual source IP."
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This section examines the trade-offs between
"Accuracy" and “Interpretability.” Often, the most
complex models (like Deep Neural Networks) are the
hardest to explain, while simpler models (like
Decision Trees) are easy to explain but less accurate.
We discuss the "Analyst-in-the-Loop" model, where
the Al provides the "Prediction" and the "Reasoning,"
but the human makes the "Final Decision." This
synergy is critical for building "Trust" in automated
systems. We also touch wupon "Legal and
Compliance" requirements. In many jurisdictions,
automated decisions that affect people or
businesses must be explainable by law. XAl ensures
that predictive analytics is not just a "Black Box" but
a "Transparent Partner" in the security operations
center.

VIIl. ADVERSARIAL MACHINE
LEARNING AND INTELLIGENCE
POISONING

As we arm ourselves with Al, so do our adversaries.
"Adversarial Machine Learning" is a field of study
focused on how attackers can "Fool" or "Break"
security Al. This can happen through "Evasion
Attacks," where the attacker makes tiny changes to
malware so the Al labels it as "Benign." Even more
dangerous is "Model Poisoning," where the attacker
feeds "False Intelligence” into the system during the
training phase. If an attacker knows a company uses
a specific ML-based threat feed, they can "Pollute"
that feed with fake data, causing the company’s Al to
"Learn" that malicious behavior is actually normal.

This section explores "Robustness Training" and
"Defensive Distillation" as ways to harden predictive
models. We discuss "Al Red Teaming," where
security companies intentionally try to hack their
own Al to find "Blind Spots." We also examine the
"Detection of Al-Generated Content." As attackers
use LLMs to write more convincing phishing emails
and polymorphic code, our predictive models must
be trained to recognize the "Syntactic Fingerprints"
of Al-generated malice. This "Al vs. Al" battle is the
new frontier of cybersecurity. The section concludes
that "Predictive Analytics" is not a "Set-and-Forget"
solution; it is a "Constant Arms Race" where the
models must be continuously monitored, retuned,

and protected from the very adversaries they are
meant to predict.

IX. CONCLUSION

Predictive analytics for threat intelligence represents
the final transition of cybersecurity from a "Manual
Craft" to an "Automated Science." By leveraging the
power of Machine Learning to ingest, correlate, and
forecast adversarial behavior, organizations can
finally address the "Latency Paradox" that has
plagued the industry for decades. As this review has
demonstrated, the integration of NLP, behavioral
analytics, and infrastructure mapping provides a
multi-layered “Foresight" that allows for a truly
proactive defense. However, the path forward is not
without peril. The challenges of data quality, the
"Black Box" of complex models, and the looming
threat of adversarial Al require a balanced approach
that maintains the "Human-in-the-Loop." The future
of cybersecurity will be defined by "Symbiotic
Intelligence"—where machines handle the scale and
speed of data, and humans provide the strategic and
ethical oversight. Ultimately, predictive analytics is
about "Information Superiority." By knowing what
the attacker is going to do before they do it, the
defender can transform the digital battlefield from a
state of constant crisis to one of resilient, calculated
control.
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