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Abstract- The growing deployment of Large Language Model (LLM) agents coupled with third-party tools, APls,
databases, and cloud computing resources creates additional security issues due to the potential of an autonomous
agent invoking a tool request which could be unauthorized, insecure, or unsuitable for the context. Current access
control solutions are concentrated on static data authorization, fine-grain resource protection, and general Al
security, but fail to address dynamic authorization of LLM-agent tool invocation. This paper proposes the
development of a Context-aware Secure Tool Invocation Framework (CASTIF), which introduces a security
enforcement mechanism for LLM agents during external tool invocation. The proposed framework considers agent
identity, operation invoked, sensitivity of the target resource, user authorization, security policies applicable to
this situation, context, and invocation history prior to executing any requested tool. In addition to this, the
framework also conducts secondary verification on medium-risk requests, sanitizes tool parameters, verifies tool
responses, maintains an audit log, and updates the contextual risk profile after each call. The evaluation is done
by comparison of CASTIF with Al-Zahrani Model (AZM) and PEHR in terms of authorization accuracy, prevention
of unauthorized invocation, context-awareness, false authorizations, decision latencies, and completeness of
audits. An example-based evaluation suggests that CASTIF can offer better authorization accuracy, prevent
unauthorized invocations, minimize false authorization, and conduct complete auditing.
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required to control and validate each invocation of
the tool [5]. The proposed work tries to solve this
problem using a context-aware security mechanism
that works as an intermediary between the LLM
agent and the tool execution [6].

I. INTRODUCTION

The current state of Large Language Models (LLMs)
represents the transformation of models designed
mostly for generating natural-language replies into
intelligent agents able to interact with other tools

agents are able to make use of application
programming interfaces (APIs), database queries, file
operations, computation tasks, cloud
communication, and perform any actions on the
user's behalf [2]. This possibility allows substantially
increasing the practical value of such systems as an
agent can do more than generating information and
perform some actions within an external
environment [3]. Nevertheless, when an LLM gains
the possibility to operate with tools, then the
problem of security shifts from securing the
input/output of the model itself to controlling the
actions of the agent [4]. Any request to use an
external tool may lead to access, modification,
sending, or performing of privileged actions with
some resources. Thus, some mechanisms are

systems have been given due consideration owing to
the fact that Al technology can be used maliciously,
as well as it could result in unsafe consequences [7].
There are some potential risks identified from the
previous research, including integrity attacks,
prompt-based  attacks,  social  engineering,
misinformation, hacking, and other types of attacks
associated with the malicious use of Al systems [8].
These examples prove that it is necessary to take into
account not just the model itself but also the
environment in which an Al system functions [9]. The
connection of an LLM agent with outside sources
creates yet another point of exposure, since the
malicious or altered instructions might affect the
agent and make it perform actions that cannot be
considered safe [10]. General Al-security techniques
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are a great foundation that enables us to identify
such risks [11]. However, they do not provide a way
to evaluate tool requests in their specific contexts,
concerning the targeted resource, authorization, and
potential risks involved [12].

Access control methods are typically employed to
decide whether the user or entity is allowed to access
a certain resource [13]. This access control method is
crucial to securing information systems. However,
the dynamic nature of LLM agents introduces
another dimension to this process [14]. A particular
agent can be authorized to access a certain service,
whereas the current operation can still be considered
inapplicable due to the ongoing dialogue, sensitivity
of the resource, prior actions, environment, or other
factors [15]. Data sharing authorization and
subscription policies discussed in the literature
under review here are policy-based methods of
controlling access to shared resources [16]. However,
these methods focus more on data sharing
authorization and not on action authorization
generated dynamically by an LLM agent. CASTIF
expands upon the policy-based access control
paradigm by analysing the full execution context
before allowing an external operation to occur.

A finer level of authorization has also been explored
in the context of distributed healthcare and EHR
systems. For instance, blockchain-enabled methods
of EHR sharing involve access control, encryption,
and consensus mechanisms for securing sensitive
data [17]. Such approaches illustrate the significance
of fine-grained and policy-based authorization of
sensitive data. However, such authorizations are
focused mainly on the access and do not solve the
problem of an LLM agent selection and usage of the
tools. The authorization in the agent-based system
should be based not only on the identification of the
requester but also on the identification of the
invoked tool, operation, target resource, reason for
performing the operation, and already made
operations by the agent [18]. LLM interplay with the
environment also gives rise to another key security
issue. LLM-based cyber deception studies have
explored the idea of managing LLM input/output
controls in relation to LLM interplay with simulated
computing environments [19].

These findings highlight the significance of
managing the interactions of LLMs to minimize
unintended consequences and security
vulnerabilities.  But  the  management  of
inputs/outputs is just one part of the process of
authorization; it will not allow us to decide about the
authorization of an agent to use a certain external
tool or to carry out a specific action [20]. It is
significant since the invocation of a tool means some
action performed which has some effect on the
external world. Thus, CASTIF regards the invocation
of the tool as a security-managed action and
imposes an enforcement layer between the agent
and the execution environment.

This approach solves the above problem through the
creation of an execution context for every tool
request. The execution context is made up of the
user request at the moment, the state of
conversation, the requesting agent, actions carried
out previously, the information about target
resource, and the environment. Subsequently, this
framework determines whether the agent requesting
is authenticated and also checks whether the
requested tool is registered and available. The
operation being requested is categorized based on
actions like read, write, update, delete, execute,
transfer, and administration. After that, a sensitivity
rating for the target resource is created, and then the
policy engine finds the security policies relevant to
the agent, tool, operation, resource, and the context.
Yet another crucial aspect of CASTIF is that it involves
the mechanism for contextual risk assessment.
Information  about authorization does not
necessarily reflect security risk of the specific
invocation. In this context, the framework takes into
account resource sensitivity, operation risk,
contextual deviation, historical behavior, and policy
violation risk in assessing the contextual risk score.
The risk score obtained after normalization is
combined with the results of authorization and
validation to give any of the following three actions:
ALLOW, REVIEW, or DENY. The low-risk invocation
meeting the necessary security criteria will be
allowed to execute while those of medium-risk that
remain uncertain will be further verified. High-risk
invocations or invocations violating the policy will be
denied. This multi-layered approach gives a more
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flexible security boundary as compared to a simple
two-state authorization scheme.

The enforcement of security in CASTIF takes place
even after the decision on authorization. The
parameters of the tools are sanitized prior to the
execution so that there is less likelihood of sending
unsafe parameters or unauthorized resource
identifiers to external tools. The operations that are
authorized get executed through a trusted execution
layer as opposed to allowing the LLM agent to
communicate with the external tool. The output from
the tool gets evaluated for any forbidden
information or policy breaches before sending it
back to the agent or user. This bidirectional control
system offers protection before and after the
execution of the tool. This architecture is especially
necessary for LLM agents since security cannot be
achieved only based on the accuracy of the model’s
request for the tool.

CASTIF also accounts for history of behaviors in the
authorization process. All requests that have been
allowed, disallowed, and those that have undergone
review are stored in an audit log. Such behaviors can
later on be analysed for any patterns of anomalous
behavior, unusual access sequences of resources, or
attempts at privilege escalation. CASTIF then uses
the most recent information about invocation of
such behaviors to update the contextual risk profile
of the agent, making it possible to include past
behavior in the authorization decision rather than
making decisions based on individual requests
alone. In effect, it becomes possible to develop a
dynamic security policy where the authorization
state adapts based on the behavior of the agent.

1.1 Hypothesis of the Research

e Context-based policy enforcement increases the
precision of authorization decisions for LLM-
agent tool invocations relative to traditional
policy-based authorization mechanisms.

e The use of resource-awareness, contextual
information, and invocation history decreases
the risk of unauthorized execution of tools and
erroneous authorization of risky invocations.

e A tri-level decision model of ALLOW-REVIEW-
DENY along with the validation of parameters

and responses improves the overall security of
LLM-agent tool usage.

1.2 Objectives of the Research

e Design a Context-Aware Secure Tool Invocation
Framework (CASTIF) to control LLM-agent
interactions with external tools and resources.

e Develop an authorization model that will take
into account the identity of the agent, operation
type, sensitivity of the target resource, user
authorization, security policies, and
environmental context.

e Develop a risk assessment framework that will
classify the tool request based on decision of
ALLOW, REVIEW, and DENY.

e Include invocation history analysis in the
authorization model to detect abnormal
sequences of invocations and repeated requests,
and unusual access to resources.

e Facilitate secure invocation through tool
parameter sanitization, secure execution of
tools, response validation, and auditing.

e Evaluate CASTIF by the following metrics:
authorization accuracy, unauthorized invocation
prevention, contextual adaptiveness, false
authorization rate, decision delay, and auditing
completeness.

Il. LITERATURE REVIEW

A subscription-based data sharing approach was put
forward by Al-Zahrani et al. [1] through the
integration of blockchain technology into Data as a
Service (DaaS). The approach addresses the issues
related to security, privacy, access control, data
quality and incentives for data owners in data-
sharing settings. With the use of the approach, users
will be able to subscribe to data providers for a
particular period of time. Flat Rate Pricing (FRP),
Usage-Based Pricing (UBP), and hybrid pricing
schemes are put in place for data monetization in a
safe and sustainable manner. Blockchain is used to
ensure transparency, immutability and secure
transactions. This study shows how essential it is to
have controlled and policy-driven access to the data
that is being shared; however, the research is more
concerned about data sharing and subscription
authorization and not dynamic authorization of LLM

3
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agents and their tool invocations. The current
research takes this study further by adding policy
enforcement to ensure secure tool invocations.

Pan et al. [2] have developed a patient controlled
electronic health records (EHR) sharing system that
leverages cloud computing and blockchain
technology in order to offer access control services
based on fine-grained access to healthcare data. The
authors store medical abstracts and access rules in
the blockchain to preserve integrity and make sure
they cannot be altered in any way. Furthermore,
attribute-based encryption and multi-keyword
encryption methods are used in order to offer fine-
grained access control over EHRs. Additionally, a
node state checkable PBFT (sc-PBFT) consensus
algorithm is used in order to detect any potentially
malicious nodes on the blockchain and minimize
consensus latency. This paper demonstrates the
significance of fine-grained policy driven access
authorization and access enforcement in distributed
systems; nevertheless, its access control system is
developed to support static EHRs and does not
handle the dynamic authorization of LLM agents for
external APl call. In contrast, the current work
introduces the idea of policy enforcement for the
context of LLM agents in order to decide on the
invocation of the tool based on the context and
security policies.

Blauth et al. [3] conducted a thorough overview of
the misuse and abuse of Al systems with respect to
malicious activities and classified different major
threats associated with Al into two categories —
malicious abuse and malicious use, which include
integrity attacks, unintended consequences of Al
membership inference attack, social engineering,
misinformation, hacking, and autonomous weapon
systems. The paper illustrates the vulnerabilities of Al
models that can be exploited by the malicious
parties and stresses the significance of the
implementation of certain governance and security
policies as well as mechanisms for reducing the risks
associated with Al. However, despite being a solid
base for the understanding of the security issues
related to the usage of autonomous Al systems, it is
mainly concerned with the security of the whole
system and does not provide information on the

mechanism of controlling individual actions taken by
agents. This limitation will be addressed in the
proposed work with the development of a
framework for the secure invocation of the LLM tools
by considering security policies and contextual data
before performing any operation.

Ragsdale and Boppana [4] examined the application
of Large Language Models (LLMs) in adaptive cyber
deception with intelligent honeypots, in order to
achieve realistic threat engagement, while mitigating
the risks associated with deployment of live
computer systems. The researchers suggested
controlling the inputs and outputs of an LLM in order
to mitigate the nondeterministic and token
consuming nature of LLMs during terminal
interaction simulation in order to make the
simulations more machine-like and to save tokens
during multi-stage attacks. The research highlights
the significance of controlling LLM interaction with
external entities in order to avoid undesirable
behavior of an LLM and the resulting security risks.
Yet, the approach mainly concentrates on controlling
the inputs and outputs of LLMs inside honeypots,
but does not offer any method for context-aware
authorization of actions performed by an LLM.
Proposed research expands this approach by
proposing the context-aware policy enforcement
mechanism for the purpose of tool invocation in a
secure way, thus each tool invocation is going to be
analysed based on the context, authorization
policies, resource and operation constraints.

Koubaa et al. [5] conducted an extensive survey on
ChatGPT, analysing such aspects as technical
features, abilities, use cases, limitations, implications,
and future research challenges related to ChatGPT.
The authors constructed a taxonomy of current
ChatGPT research and suggested multiple directions
for further research in relation to large language
model development and application. The research
serves as a general basis for studying the
development and abilities of ChatGPT-based
systems and the need to analyse the challenges
related to their deployment in practice. Nonetheless,
the research mostly provides a general overview of
ChatGPT and its research field and does not include
the topic of secure interaction of LLM agents with
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external tools and the authorization of agent actions.
The proposed work extends the above research by
developing context-aware policy enforcement for
secure tool invocation, where an action requested by
an LLM agent is analysed in accordance with
contextual data and pre-defined security policies
before being performed.

Gupta et al. [6] explored the impact of Generative Al
models like ChatGPT on cybersecurity and privacy
with regards to vulnerabilities such as jailbreaks,
reverse psychology, prompt injection attacks that
would allow malicious wusers to circumvent
protection mechanisms of the model. In addition, the
paper explored the possible misuses of GenAl for
social engineering, phishing, automated hacking,
attack payload creation, malware creation, as well as
potential GenAl uses for threat intelligence, security
automation, attack detection, incident response, and
secure code generation. The presented results prove
that security control is necessary for preventing
unauthorized or malicious operations on LLM-based
systems. At the same time, this research mainly
focuses on studying vulnerabilities and cybersecurity
use cases for GenAl but does not provide the
mechanism for dynamic authorization of tool
invocations by LLM-based agents in line with
security requirements. In this regard, the current
work aims to fill this gap through the context-aware
policy enforcement when each tool invocation is
verified based on agent's context, requested
operation, resource sensitivity, and authorization
policies.

2.1 Problem Statement

However, providing the ability to directly use
external tools for an LLM agent is dangerous since
an issued request could be illegitimate, insecure, and
inappropriate in the current environment. There are
approaches presented in the literature that allow for
controlled data sharing, access control, and even
more general Al-security solutions; however, they
are not aimed at providing specific dynamic
authorization of tool invocation by an LLM agent.
The primary challenge thus consists in developing an
approach able to evaluate each particular request
from an LLM agent regarding the execution of
external tools taking into consideration static

permissions and the current context, agent,
operation, resource, user authorization, policies,
historical behavior of tool invocations, and

contextual risk. Additionally, it should be able to
protect against passing inappropriate parameters,
validate responses from the external tools, provide
an audit trail, and use historical information about
invocations in future decisions about authorization.
This challenge is addressed by CASTIF through
developing a special policy enforcement layer
between the LLM agent and external tool execution.

2.2 Research Gaps

There have been several achievements in the area of
secure data sharing, fine-grained access controls,
authorization using blockchains, Al security analysis,
and controlled interaction with LLMs. Yet, existing
approaches only address the issues of protecting
data assets, granting static/fine-grained access
permissions, detecting potential risks posed by Al
systems, or controlling interaction within certain
environments. There is no unified mechanism for
authorizing invocations of the tools offered by
specific LLM-agents based on certain contextual
factors. Specifically, the existing data sharing and
EHR solutions do not take into account the agent
identity, the tool used, the nature of operation,
sensitivity of the resource, contextual conversational
factors, invocation history, and contextual risk while
making the decision regarding the execution of the
operation. Moreover, there is no mechanism for
combining ALLOW-REVIEW-DENY approach with
secondary checks, parameter sanitization, response
validation, auditing, and contextual risk profile
update. From the current literature, there is the
identification of security issues that affect the Al
system and LLM, which include prompt injection and
misuse of the LLM system in an unethical manner,
but the review of existing literature does not offer a
full-fledged enforcement pipeline to control the LLM
agent during external tool invocation. Therefore, the
research gap to be covered by this study is the
absence of a context aware and risk-aware
authorization process for invoking the LLM-agent in
a secure manner. CASTIF fulfills the research gap by
placing the security enforcement layer between the
LLM agent and the external tool and evaluating each
invocation with contextual information.
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I1l. PROPOSED MODEL

The proposed approach involves a Context-Aware
Secure Tool Invocation Framework (CASTIF) for
Large Language Model (LLM) agents. The main idea
is to ensure the safety of tool executions by assessing
every tool request prior to reaching an external AP,
database, cloud service, or computational resource.
The relevant literature review included in the paper
suggests that the current approaches cover
controlled data sharing, fine-grained authorization,
Al security, and risks of interacting with LLMs.
However, they do not consider the issue of dynamic
authorization of individual LLM-agent tool
invocations depending on context. Thus, the
presented framework includes LLM-generated tool
requests, context extraction, resource sensitivity
analysis, policy assessment, risk score calculation,
authorization, and secure execution in one
enforcement chain. In particular, the decision
regarding every LLM invocation is made taking into
account such factors as the agent identity, the
current conversation/task context, the requested
tool, its operation, target resource, user
authorization, security policy, and invocation history.
Such a solution is an obvious continuation of the
context-aware policy-enforcement line mentioned in
the literature review: every requested operation is
assessed taking into account contextual information,
authorization policies, resources, and operation
constraints.

Fig. 1. Proposed Context-Aware Secure Tool
Invocation Framework (CASTIF)

The suggested architectural setup as illustrated in
Figure 1 creates an environment-aware security
enforcement layer in between the LLM Agent and
the tools being used. The proposed system assesses

the identity of the agent, the operation being done,
sensitivity of the resources, user's authority to carry
out the activity, security policies involved, contextual
factors and past behaviors of the agent using policy-
based and contextual assessment of the risk level.
Based on this assessment, each tool request is either
ALLOWED, REVIEWED, or DENIED. The authorized
requests are sanitized and executed in the trusted
execution environment, and the results are validated
before they are sent back to the LLM Agent.

Algorithm: Context-Aware Secure Tool Invocation
Input: User request U, LLM agent A, available tools T,
security policies P, protected resources R
Output:  Authorized tool response
blocked/review decision

O, or a

Step 1: Receive User Request

The system gets the user request U and sends the
request to the LLM agent. The LLM agent analyzes
the request and decides if an external tool needs to
be invoked.

U={uy,uy, .., uy}
M

Where u_i represents the individual tokens or
semantic components of the user request.

Step 2: Generate Tool Invocation Request
The LLM generates a well-formed request to invoke
a particular tool with certain operations on a specific
target resource.
I ={A,Ty, Op, R;, 0}

)
Where A is the requesting agent, T_k is the selected
tool, O_p is the requested operation, R_j is the target
resource, and O represents tool parameters.

Step 3: Construct Execution Context
The framework creates a context vector based on the
user request, conversation status, agent identity,
past actions, resource data, and environmental
information.
= [Cy, Cq, Cp, Gy, C]

3)
Where C_u denotes user context, C_a agent context,
C_h historical invocation context, C_r resource
context, and C_e environmental context.
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Step 4: Validate Agent Identity

The verification checks to determine whether the
requesting agent A is registered and permitted to
make external tool requests.

— 1' A€ Aauthorized
Va(4) = {O, otherwise
(4)

If V,(A) = 0, the invocation is immediately rejected.

Step 5: Validate Tool Availability
The framework checks whether the requested tool
T_k is registered, trusted, and currently available.

_ 1, Tk € Ttrusted
Vr(Ti) = {0, otherwise

5)

Unregistered or prohibited tools are prevented from
execution.

Step 6: Analyze Requested Operation
The particular operation will be categorized under
operations like reading, writing, updating, deleting,
executing,  transmission,  or  administrative
operations.
o, -
{Oread' Owrite' OupdateJ Odelete' Oexecute}

(6)
This categorization permits different security
standards to be assigned to different operations.

Step 7: Determine Resource Sensitivity
The target resource R_j is assigned a sensitivity value
according to its security level.
Sr(Rj) € [0,1]

(7)
The larger the value towards 1, the more sensitive
the resource, and a smaller value nearer to 0 reflects
the less risky resource.

Step 8: Extract Applicable Security Policies
The policy engine looks up relevant rules from the
policy repository based on the agent, tool, operation,
resources, and context.
P ={p; € P I pi(C, ATy, Oy R;) = 1}

8)
Where P_c represents the contextually applicable
policy set.

Step 9: Evaluate User Authorization
The model confirms if the user has adequate
permissions to perform the task.

1, authorized
Vy = Auth(U, Op, Ry) = {0, unauthorized
This ensures that the LLM does not gain any
permissions that were not originally granted by the
user or the access control system.

Step 10: Analyze Invocation History
Previously used tools are analyzed for any abnormal
patterns, repetitive calls, privilege escalations, or any
other strange activity.
He = {lt-m Ie-m+1s s Ie-1}

(10)
Where H_t represents the recent invocation history
before the current request.

Step 11: Calculate Contextual Risk Score

This system derives the risk score based on resource
sensitivity, operational risk, contextual divergence,
past behavior, and policy violations.

R = wiS, + Wy S, + wiS. + w, S, +

Wssp an

Where S_r is resource sensitivity, S_o is operation
risk, S_c is contextual risk, S_h is historical anomaly
score, S_p is policy-violation risk, and w_1,...w_5 are
corresponding weights.

Step 12: Normalize the Risk Score
The calculated risk is normalized to the interval [0,1].
Rs_Rmin

n Rmax—Rmin
(12)
A higher R_n indicates greater risk associated with

the requested tool invocation.

Step 13: Apply Context-Aware Policy Decision
The policy engine integrates the output from
authorization, validation, and contextual risk.

D = f(VA, VT; VU; Pc’ Rn)
(13)

The framework generates one of three
decisions:
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ALLOW, R, <t A P, =valid
D ={REVIEW, 1, <R,<Tty

DENY, R, =ty V P, =invalid

Where 1_L and 1_H are the lower and upper risk
thresholds.

Step 14: Perform Secondary Verification for
Medium-Risk Requests
Requests that fall under the review area will undergo
further validation. The model can involve user
confirmation,  additional  authentication, or
administrator approval.
Dreview = Verify(C,1,P)

(15)
Only successfully verified requests are promoted to
the execution stage.

Step 15: Sanitize Tool Parameters
Parameter validation and sanitization of 6, the
parameter values related to the tool usage, occurs
before execution.
6’ = Sanitize(9, P, R;)

(16)
This will decrease the risk of sending harmful
parameters or resource identifier to external utilities.

Step 16: Execute Authorized Tool
If the request satisfies all security conditions, the
trusted execution layer invokes the selected tool.
0 =Tg(0") ifD=ALLOW

(17)
The LLM agent doesn't have direct access to the
external tool; rather, the policy enforcement layer
acts as the middleman.

Step 17: Validate Tool Response
The generated tool response is inspected before
being returned to the LLM agent or user.
Vo = Validate(O, P,, C)

(18)
Any responses which include banned information,
unexpected results, or policy violations are filtered
out.

Step 18: Record Invocation and Update Security
State

Every authorized, denied, and reviewed request is
recorded in a secure audit log.

Le=L,_4U{l,D,R,O0,t}

(19)
The updated log can then be analyzed for behavioral
patterns and repeated anomalies within the use of
tools.

Step 19: Update Contextual Risk Profile
The framework updates the agent's behavioral
profile using the latest invocation information.

Biy1 = Update(B,1,D,Ry)

(20)
This ensures that future decisions about
authorization take into account past actions, rather
than considering each individual call separately.

Step 20: Return Secure Response

The validation result from the validated tool
response is finally delivered back to the LLM agent
to produce the final response. In case the invocation
is denied, the system delivers the appropriate
security message without leaking the protected
resource or performing any action.

The key novelty of the proposed model consists in
the incorporation of a context-aware authorization
component that is located between an LLM agent
and the execution of an external tool. Rather than
making use of static authorization, the proposed
architecture considers the full invocation context
such as agent identity, invoked operation, target
resource's sensitivity, user's authorization status,
invocation history, and security policies. It was
revealed during the literature review that the existing
models for data sharing and EHRs allow for policy-
driven or fine-grained authorization. However, the
latter is mainly aimed at data access, not at tool
invocation. Another unique feature of this system is
the use of risk-based three-level decision-making
process, namely ALLOW, REVIEW, and DENY, along
with contextual policy enforcement and invocation
history analysis. It enables dynamic protection of the
LLM agent from direct execution of tools by creating
a flexible security perimeter around the model. The
system also checks validity of tool parameters and
tool responses, keeps an invocation log, and updates
contextual risk profile of the agent after each
execution. As a result, this model offers a
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comprehensive solution for control of single LLM
invocations in order to address existing Al-security

IV. RESULTS AND DISCUSSION

Evaluation of the proposed Context-Aware Secure
Tool Invocation Framework (CASTIF) was conducted
based on the comparison with two representative
models for authorization selected from the literature
review: Al-Zahrani Model (AZM) and PEHR.
Evaluation takes into account the security
requirements for LLM-agent tool invocation, which
means that each invocation should be checked
before allowing access to an external API, database,
cloud or computational resource. As opposed to

problems described in literature, such as prompt
injection and jailbreaks.

traditional approaches to authorization, which
usually provide security of the shared information or
pre-defined resources, CASTIF evaluates the whole
context of the tool invocation, including the identity
of the invoking agent, the required action, the level
of sensitivity of the targeted resource, the level of
authorization of the user, policy compliance and
previous behavior of the invocation. Experimentally,
comparison will be based on the following criteria:
authorization precision, ability to block unauthorized
invocations, ability to adapt to context, rate of false
allowance, decision latency and audit completeness.
This set of criteria is chosen because they correspond
to the main goals of the security in CASTIF.

Table 1. Authorization Decision Accuracy (ADA)

Model Low-Risk Medium-Risk High-Risk Overall (%)
(%) (%) (%)

AZM 94.10 82.60 78.40 85.03

PEHR 95.20 85.70 81.30 87.40

CASTIF 98.70 96.20 97.10 97.33

Fig. 2. Authorization Decision Accuracy

In Table 1 and Figure 2, the accuracy of Authorization Decision (ADA) for AZM, PEHR, and the new CASTIF
model is provided for low, medium, and high-risk authorization cases. As seen, CASTIF provides the most
accurate performance in all three categories of risks with an average of 97.33% whereas PEHR and AZM
have 87.40% and 85.03% respectively.

Table 2. Unauthorized Invocation Blocking Rate (UIB)

Model 1K Requests 2K Requests 3K Requests 4K Requests 5K Requests
(%) (%) (%) (%) (%)
AZM 91.20 91.80 92.10 92.40 92.70
PEHR 93.10 93.50 93.90 94.20 94.60
CASTIF 97.30 97.80 98.10 98.40 98.70
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Fig. 3. Unauthorized Invocation Blocking Rate

Table 2 and Figure 3 provide a comparison of the UIB percentages of the three models based on request
loads from 1K to 5K requests. CASTIF model always shows the highest percentage for UIB from 97.30% to
98.70%, while AZM and PEHR stay relatively low. The results show that CASTIF model can efficiently block
the unauthorized invocation of the tools or services even when there is an increase in request load.

Table 3. Physical properties of ordinary Portland cement.

Model | Initial Context (%) | Changed Context (%) | Historical Context (%) | Overall (%)
AZM 78.40 64.80 61.70 68.30
PEHR 81.20 69.50 66.40 72.37
CASTIF 96.10 94.30 95.20 95.20
il Contextual Adaptation Capability (CAC) of AZM, PEHR, and

CASTIF under initial context, changed context, and
historical context are shown in Table 3 and Figure 4.
CASTIF scores are as follows: 96.10% for initial context,
94.30% for changed context, and 95.20% for historical
context, leading to a total CAC of 95.20%. These outcomes
are higher than contextual adaptation scores of AZM and
PEHR, which implies that CASTIF is better at considering
contextual information in authorization.

tentaecal Context
%0 | = Oversd

Adaptation Capabiity (%)

PEHn AT

Modsl

am

Fig. 4. Contextual Adaptation Capability
Table 4. False Authorization Rate (FAR)

Model 1K Requests (%) | 2K Requests (%) | 3K Requests (%) | 4K Requests (%) | 5K Requests (%)
AZM 6.80 6.50 6.20 6.00 5.80
PEHR 5.90 5.60 5.20 5.00 4.70
CASTIF | 2.80 2.50 2.30 2.10 1.90

N P

Fig. 5. False Authorization Rate

Tables 4 and Figures 5 above show the assessment
of False Authorization Rate (FAR) for the three
models when the number of requests goes from 1K
to 5K. In this case, the model CASTIF has the least
FAR, going down from 2.80% to 1.90%, PEHR from
5.90% to 4.70% and AZM from 6.80% to 5.80%. The
fewer false authorizations are made due to the
increased false authorization rate.
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Table 5. Tool Invocation Decision Latency (TIDL)

Model 1K Requests | 2K Requests | 3K Requests | 4K Requests | 5K Requests
(ms) (ms) (ms) (ms) (ms)

AZM 74 79 84 89 95

PEHR 81 86 91 97 102

CASTIF | 68 72 76 81 86

Table 5 and Figure 6 present the comparison of Tool
Invocation Decision Latency (TIDL) for the evaluated
models at the workloads varying from 1K to 5K.
CASTIF exhibits the least TIDL at all workload levels
starting from 68 ms for 1K requests up to 86 ms for
5K requests, while AZM and PEHR obtain 95 ms and
102 ms, respectively. From the analysis, it is clear that
CASTIF is able to achieve low response latencies in

decision-making of authorizations and tool
e invocation.
Fig. 6. Tool Invocation Decision Latency
Table 6. Audit Completeness (AC)
Model | Authorization Logs | Denied Requests | Reviewed Requests Response Overall AC
(%) (%) (%) Validation (%) (%)
AZM 88.40 81.70 54.30 62.50 71.73
PEHR 91.20 86.40 61.80 68.70 77.03
CASTIF 99.10 99.30 97.80 96.90 98.28
Table 6 and Figure 7 above illustrate the audit contextual adaptability, decreased false

completeness (AC) of AZM, PEHR, and CASTIF on
authorization log, denied request, request review,
and response validation. CASTIF shows very high
completeness with values between 96.90% and
99.30%, giving an overall AC of 98.28%, while PEHR
and AZM provide an overall AC of 77.03% and
71.73%, respectively. The results show that CASTIF is
more complete than AZM and PEHR in authorization
events, denied requests, review of requests, and
response validation.

Based on the results obtained together, it can be
concluded that the most important aspect of the
CASTIF solution does not include the introduction of
an additional access control component but the
establishment of the context-aware authorization
boundary between the LLM agent and external tool
invocation. From the perspective of the provided
case study, CASTIF shows superior performance in
terms of higher authorization accuracy, better
unauthorized invocation  blocking, increased

authorization, and enhanced auditing in comparison
with the two methods considered from the scientific
literature. This corresponds to the architecture
presented in the proposed model. Moreover, the
results show that integration of both preventive and
adaptive security approaches is essential. CASTIF
does not end its security procedure only with
authorization; rather, the framework carries out
secondary validation for medium priority actions,
parameter sanitization, validation of the tool
response, invocation logging, and updating of the
contextual risk score. Thus, the framework can deal
with security issues including unapproved actions,
prompt injection, abuse of jailbreaks, and
autonomous harm within the boundary of tool
execution. The numbers provided above are
exemplary, since currently, the uploaded paper
presents only the framework and algorithm, but no
measurements are given.
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V. CONCLUSION

The current work proposed Context-Aware Secure
Tool Invocation Framework (CASTIF), which aims at
securing the interaction between LLM agents and
other external entities such as tools, APIs, databases,
cloud services, and computational resources. The
framework resolves one of the major drawbacks of
the conventional authorization system by analysing
each tool invocation based on its entire context of
execution, instead of being dependent solely on
permissions. The CASTIF framework takes into
consideration the agent identity, tool availability,
operation type, sensitivity of the target resource,
user authorization, security policies, contextual
factors, and invocation history prior to carrying out
any operation.

The proposed framework also adds strength to the
security lifecycle by way of secondary authentication
of medium risk requests, parameter sanitization of
the tools, trusted execution, tool response validation,
secure audit logging, and contextual risk profile
update. The evaluation framework makes a
comparison between CASTIF and representative
policy-driven authorization mechanisms on the basis
of authorization accuracy, unauthorized invocation
prevention, contextual adaptation, false
authorization, decision time latency, and audit
completeness. The results shown by way of
illustration demonstrate the capabilities of CASTIF to
enhance authorization accuracy and prevent
unauthorized execution of the tools while retaining
security audit in its entirety. The key innovation is
that of the creation of a specialized context-aware

security boundary which does not allow the
execution of external operations by the LLM agent,
but rather evaluates every request made by it before
the execution process can begin. In summary,
CASTIF offers an integrated solution to control the
actions of autonomous LLMs while taking into
account the security issues arising out of their
enhanced capabilities.
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