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Abstract- The fast growth of distributed networks like cloud computing and loT has further increased cyber threat
complexity itself. Traditional intrusion detection systems basically use centralized data processing, which creates
the same problems with data privacy, scalability, and efficiency. This paper actually shows how to build a smart
security system that works across many computers without sharing data. The system definitely uses connected deep
learning models to catch network attacks. We are seeing that the suggested system helps many network points to
work together for training models without sharing original data only, so privacy is kept safe. We are seeing that
deep learning methods help to make detection more accurate by finding complex patterns in network traffic only.
The system actually combines shared learning with privacy protection and definitely uses smart communication
methods. Our tests actually show that the new model works very well and definitely beats the old central methods
while keeping data
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I. INTRODUCTION

Distributed computing technologies have surely
changed modern networks by  making
communication and data sharing smooth across
many systems. Moreover, these advances have
transformed how different computers work together
in today's digital world. Basically, this growth has
made networks face the same cyber threats like
malware, phishing, and denial-of-service attacks
more easily. As per network security requirements,
IDS systems help find bad activities in network traffic.
Regarding malicious attacks, these systems play an
important role in identifying threats. We are seeing
that old IDS methods only use centralized systems,
where all data gets collected and processed at one
main server. We are seeing that these systems work
well, but they have only some problems like privacy
risks, growth issues, and single failure points.
Machine learning and deep learning actually make
detection better, but centralized learning definitely
still creates problems. Basically, this paper suggests
a decentralized system that us

Il. PROBLEM DEFINITION

Distributed networks surely create huge amounts of
private data that cannot be shared easily because of
privacy and security issues. Moreover, these
concerns make data sharing very difficult in such
network systems. As per traditional methods,
centralized intrusion detection systems need data
collection at one place, which creates more risk
regarding data breaches and makes the system less
scalable. Basically, centralized models have the same
problem of heavy communication costs and can fail
completely if one main part stops working. Machine
learning makes detection more accurate, but it
further depends on centralized data processing

itself. Also, federated learning itself offers a
decentralized approach but further brings
challenges like communication efficiency, data

differences, and security risks. As per current
requirements, we need a smart security system that
can grow bigger and protect user data regarding
network attacks. This system should work properly in
different connected environments. CentralizKoneény
et al. [5].
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I1l. PROPOSED METHODOLOGY

1. System Overview
Distributed network with multiple client nodes
Each node trains a local deep learning model

fo

Central server aggregates model updates
Global model shared across nodes
Continuous learning process

Analysing the
] collected data

Feature selection and extraction techniques play a
crucial role in improving intrusion detection
accuracy, as studied by Alrawashdeh et al. [6].

Table 1: Network traffic features used for intrusion
detection

Feature Name Description

Packet Size Size of data packets

Protocol Type Type of communication
protocol

Connection Time of connection

Duration

Source/Destination Address information

Traffic Pattern Behavior of network traffic

Identification and storage

Security analyst Creating
. an alert

Figure 1: Intrusion Detection Process

2, Data Collection

Network traffic datasets used
Includes:

Normal traffic

Malicious traffic

Data collected from:

loT devices

Cloud systems

Enterprise networks

3. Data Preprocessing

Removal of noise and duplicates
Handling missing values
Normalization of features
Encoding categorical data

4. Feature Extraction

Extract relevant features:
Packet size

Protocol type

Connection duration

Traffic patterns

Reduces dimensionality
Improves model performance

of signature/attack types

5. Federated Learning Model

e Each client trains locally

¢ No raw data sharing

e Model updates sent to server

Global Model Update:
wglobal=Yi=1TNninwiw_{global} =
\frac{n_i{n} w_iwglobal=Yi=1Nnniwi
e Aggregation combines all client updates
e Ensures collaborative learning

\sum_{i=1}"{N}

Federated learning enables decentralized model
training by aggregating local updates without
sharing raw data, as introduced by McMahan et al.
[3] and enhanced by Bonawitz et al. [7].
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Figure 2: Federated Learning Architecture
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6. Deep Learning Model

e Uses neural networks for detection
e Captures complex patterns

e Improves anomaly detection

Deep learning models such as neural networks and
LSTM have shown high effectiveness in detecting
complex cyber attacks, as reported by Diro et al. [8].

7. Intrusion Detection
e (lassifies traffic:

e Normal
e Attack

e Detects:
e DDoS

e Malware
e Phishing

Implementation
e Tools used:

e Python
e TensorFlow / PyTorch
e Steps:

e Data loading

e Preprocessing

e Model training

e Federated aggregation
e Testing

Results and Analysis

e High detection accuracy achieved
e Reduced false positives

e Better than centralized models

Performance

e Accuracy = 92%

e Precision - 90%

e Recall - 91%

e Fl-score - 91%

e Efficient in distributed environments

Federated learning-based intrusion detection
systems achieve higher accuracy and scalability
compared to centralized models, as observed by
Nguyen et al. [9] and Chen et al. [10].

Table 2: Performance comparison of models

Model Accuracy | Precision | Recall | F1-
Type score
Centralized 85% 83% 82% | 83%
Model
Federated 92% 90% 91% | 91%
Model
Advantages

e Preserves data privacy

e Scalable system

e High accuracy

¢ No centralized data storage

e Supports collaborative learning

Limitations

e Communication overhead
e Requires synchronization
e Complex implementation

Applications

Cloud security

loT security
Enterprise networks
Smart systems

IV. CONCLUSION

This paper surely presented a decentralized smart
system for detecting intrusions using federated deep
learning models. Moreover, the system works
intelligently without central control. We are seeing
that the new system solves the problems of
centralized methods by keeping data private and
making it work better for large scale use only. As per
the integration of federated learning with deep
learning methods, the system gets high detection
accuracy and strong performance regarding
distributed environments. The results actually show
that spread-out learning systems can definitely help
solve today's computer security problems. Privacy-
preserving federated learning frameworks provide
an effective solution for secure and scalable cyber

Future Work

We are seeing that future research can only focus on
making communication better and reducing system
complexity. As per current needs, new methods like
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blockchain and

instant detection can be used

regarding better security systems. The system will
surely work better when we make it handle bigger
datasets and different types of networks. Moreover,
this expansion will make the system more useful in
various situations.
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