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Abstract- Many technical companies and organization are relying to artificial intelligence (Al) for a variety of
advantages - problem solving or making a decision. Not only in organizations, we can see the tremendous use
of Al, but also in healthcare, education, electronics, e-commerce, software development, pharmacies, games,
engineering, communication and development. Al makes our work more accurate and saves our time on the
other hand there is always a possibility of leaking of personal data to third party with whom we are not
associated by any means. In spite of much advancement in Al, the privacy and security are not addressed to
appreciable extent. In this paper the privacy and security issues associated with artificial intelligence is critically
examined. The challenges related to the privacy and security is investigated on the basis of available literature
data. This paper not only discusses the problems in using Al but also suggests an optimized solution regarding

user privacy and their personal data.
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l. INTRODUCTION match. Over the past 30 years, remarkable invention
has been achieved in this area. Artificial intelligence

In Dartmouth Conference (Year 1956), the word i the study and use of methods that enable
“Artificial Intelligence” first used by American Computer systems to carry out tasks that would
scientist John McCarthy [1-2]. In 1997 a normally need human intelligence. Many disciplines,
supercomputer named “Deep Blue” was designed by including  philosophy,  psychology, linguistics,
IBM defeated the world champion chess player in a Mathematics and medicine, can be used to analyze
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the study of intelligence. From few years, artificial
intelligence has become embedded in our day-to-
day existence. From humanoid robots like Sophia to
home speaker assistants like Alexa, we can see the
maturation of Al techniques [3-4]. The topic of
artificial intelligence (Al) is controversial and
frequently portrayed negatively; some would
consider it a disguised blessing for businesses, while
others believe it to be a technology that threatens
the very existence of humanity because it has the
potential to subjugate and dominate humans.
However, in reality, Al has already an impact on our
way of life, either directly or indirectly and is helping
to shape the world of tomorrow [3-4]. Despite the
necessity of using digital assistants on smart phones,
driver assistance systems, bots, text and speech
translators and systems that help propose goods
and services and personalized learning, Al has
already influenced our daily lives and drastically
changed our way of existence. With day-by-day
achievement there will likely be more robots or
intelligent programs that can help us, such as
reading email, cleaning room or even driving cars for
us [2]. The Artificial intelligence is advancing day by
day with high rate. Although there are many
advantages of Al but beside that there are also some
disadvantages related to our safety, privacy and
security. If we fail to identify and prevent related
threats due to use of Al, many uncontrolled
consequences might arise [1].In our society, Al is
becoming more and more significant. Even after
decades of study and learning, it continues to be the
most esoteric topic in computer science and a
popular catchphrase. The benefits of use of Al are
widely acknowledged in a variety of fields, including
medicine, security, consumer applications and
business. Till near past, it was the subject of
discussion and work among science fiction writers; it
was restricted to university research labs. The
evolution of new technologies gives excitement as
well as mistrust on its output. The benefits and
limitations of Al are reported by many researchers
[5-6]. Yet before we can fully utilize the enormous
revolutionary potential and overcome some
obstacles, this nascent technology has. Because
most people are uninformed of the science,
technology, and algorithms that go into Al, it is
challenging for them to put their trust in it. In this

paper, we will discuss the threats and potential risks
of Artificial intelligence.

Il. ANALYSES

1. Artificial intelligence and its applications

The requirement for lifelong learning is one of the
key characteristic of our information economy [7-8].
The technology that imitates human intelligence
process by machines, especially computer systems is
known as Artificial intelligence. These intelligent
processes include perception, learning and
reasoning. Currently it is being broadly used in
different fields like in agriculture, healthcare, finance,
education. Al has benefited us and will benefit in
long term.

Al application in healthcare: Using machine
learning technique the structured data of the
healthcare system like imaging, genetic and EP data
are analyzed which can infer the probability of
disease outcome [9-10]. The natural language
processing extracts the information from
unstructured data and contributes to structured
data. With the help of Al techniques, we can quickly
improve the efficiency of image analysis accurately.
It is reported in research that analysis using Al could
find and match specific lung modules between 62%
to 97% faster than a panel of radiologists [11].
Diagnosis of cancer, neurological and cardiac
diseases reaches to a new height using Al [9 -18].
The Al is used in the diagnosis of eye disease also
[18]. Another application is Al-assisted robotic
surgery. A type of robotics assisted by artificial
intelligence can analyze the pre-op medical records
in orthopaedic surgery and can guide the surgeon'’s
instrument in real time. For new surgical techniques
are informed using Al on the basis of actual surgical
experiences

[11]. Al also played a role in improving administrative
workflows and eliminates time consuming non-
patient-care activities, such as writing chart notes,
filling prescriptions and ordering tests.

Al application in education: Not only in
healthcare but also in the education section, Al has

played an important role. With the help of Al, a
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student can learn more with ease using technology.
They can improve their knowledge with more
visualization Al is educating people and facilitating
an environment devoid of judgement for learning
worldwide. For learning outside the classroom,
advanced technology is required. Even the
experimentation of disciplines like physics, robotics
and statistics can be seen as a new development in
the web-based education. The teaching-learning of
every subject is possible using Al. It is to be noted
that use of artificial intelligence in the field of
education will support the students who frequently
feel excluded from the conventional educational
system by enhancing their performance through
computers and the internet [19-20].

Al application in agriculture: Agriculture is
contributing a significant role in the economic
sector. The demand of food and employment is
increasing with the increasing population. These
requirements are not sufficient enough to be fulfilled
by the traditional methods. We can see an
agricultural revolution due to this technology as it
can protect crops from various factors like insects
and climatic changes. Al is fundamentally changing
agriculture and has enormous possibilities. It gives
farmers access to cutting-edge technologies that will
help them cultivate more effectively and produce
more. Preparing for agriculture is a stressful process
for rain-fed farmers because even a week's delay in
rain might ruin the crop. To help farmers, using
artificial intelligence, Microsoft has created an Al
based Sowing App powered by Microsoft Cortana
Intelligence Suite in collaboration with ICRISAT
(International Crop Research Institute for Semi-Arid
Tropics) [21-26].

Al application in automobile industry: Al is quickly
becoming a crucial component of the automobile
industry, affecting both the manufacturing process
and the actual vehicles. The customer demand is
increasing day by day; with increasing demand we
need to add some more value to supply chains which
can be only done with the help of artificial
intelligence. For making automobile industry more
flexible and stable, Al has played an important role.
The necessity for Al deployment is driven by the
rising client expectations for new features and

technological integration (such as driverless cars) as
well as the fierce industry competition. Even
businesses  that  manufacture replacement
components have started integrating Al into their
supply chains. One such business is Continental, one
of the major suppliers of components (mostly tyres)
to the vehicle industry. The business develops a
virtual simulator using Al to test driver assistance
technologies and autonomous driving. The
corporation can gather data from up to roughly
5,000 miles of test driving in one hour using the
virtual simulator, compared to the 6,500 miles that
can be driven for testing purposes in a real
automobile in one month. This improves safety while
saving the business a great deal of time, effort, and
resources [27-32]. Without the need for human
intervention, sensed, evaluated and rectified in real-
time, Al can also be used in manufacturing and
information processing.

Al in Travel & Transport: The use of Al in
transportation industry is emerging. By making
travel time more reliable to their customers and
improve the economics and productivity of their vital
assets, Al had made our life easier. Al has the ability
to plan, design and control the Transportation
Network Structure. Al can predict traffic information
and can also be used as accident detector [33-38].
The traffic signal timing and optimization uses Al
based on algorithms, fuzzy logic control, artificial
neural networks and reinforcement learning
algorithms. These algorithms are used for optimizing
signal timing parameters. Some of these algorithms
like hill climbing and GAs are successfully
incorporated in commercial software tools and
demonstrated very good performance [5].

E-commerce: In most fields of science, engineering,
education, business, etc., Al approaches have been
effectively created and put to use. Like other fields,
artificial intelligence has played an important role in
e-commerce. An e-commerce website may propose
items that are especially suited to customers using
Al and users can search for things using natural
language or visual clues much like they would if they
were speaking to a person. Al may significantly
contribute to one’s efforts to automate the repetitive
processes necessary to run an online store.
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Automating processes like product suggestions,
loyality discounts, basic customer care and more is
possible with Al. In the modern period, it can be
argued that the e-commerce sector is one that
makes the finest use of artificial intelligence by
attracting a sizable client base, comprehending
consumer wants, doing real-time research,
providing comprehensive answers to issues, and
doing much more [39-44]. Al is present in the e-
commerce sector in a variety of ways, including
chatbots, CRM, ERP, Product Content Management
(PCM) and many more [45].

2. Relation between Privacy,
Artificial Intelligence

In the above section, we have discussed about the
benefits of Al in various sectors, but due to
increasing dependence on Al day-by-day, the
privacy and security of the users threatened [46-48].
The impacts of privacy of user must be handled with
extra care. Companies working with artificial
intelligence are already facing disadvantages in the
user's eye in terms of privacy and security. The
potential threats should be addressed before
forwarding an application of Al to keep the privacy
of a user.

Security and

SECURITY PROBLEMS:

We often hear the beneficial aspects of artificial
intelligence security- the way it can predict and give
us result about what customers need through data
but when we discuss the other aspects of Al, the
conversation often points on data privacy.
Smartphone’s, internet and surveillance cameras
provide ease in collecting personal data. For record
and better visibility, people use to upload and share
their private data on social media which is ultimately
uploaded to the cloud computers, increases the risk
of privacy. The private information may be tracked
easily. The social media companies may sell the data
to others and reveals one’s privacy and it may
become problem for security. Search engines
become successful in gathering very personal
information because people can't hide the search
information [49-54]. Sometimes, it happens that if
we are typing one word then search engines suggest
the other word based on the maximum searched
things by others which is irrelevant to us.

Some common types of security challenges [40]:

Client Level Security Challenges: Client- level security
vulnerabilities and threats are those which affect
specific user endpoints, including laptops, smart
phones, tablets and other endpoints. These
difficulties can

affect confidentiality, integrity and accessibility of
the data and services. They are frequently related to
the security of the hardware, software and client-side
components.

Captured and Retransmitted Messages: Attackers
have the ability to collect and retransmit messages
sent back and exchange between servers and the
clients, possibly compromising data integrity.
Eavesdropping:  Interception of  client-server
communication by unauthorized parties can result in
security and privacy violations and data disclosure.

Mobile Devices Pull Attacks: Mobile devices may be
deceived into sending harmful requests, which might
allow for unauthorized access or the theft of data.
Mobile Devices Push Attacks: The security and
privacy of the device and its user are at risk because
attackers can utilize mobile devices to send harmful
material or commands.

Lost Device: If a mobile device is not properly
secured and encrypted, losing it might result in data
exposure and unauthorized access.

Buffer overflow: When the buffer's storage capacity
is exceeded, a buffer overflow occurs. The additional
data spills onto nearby memory regions, corrupting
or replacing the data there. A program’s buffer can
become overrun by malicious input, which might let
attackers to run arbitrary code and take over the
application.

Software bugs/faults: Attackers may take advantages
of flaw in software code to breach security and
obtain unauthorized access.

Viruses and other malicious software: Hackers may
infect client devices, causing data breaches,
unauthorized access and system compromise.
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Unauthorized Access: Unauthorized access to client
devices or applications can lead to data breaches
and security compromises.

Spying Attacks: Spying attack is a kind of threat
which can steal sensitive information and internet
usage data and then pass that to the other users. This
data is generally passed to the data collectors and
advertisers who can then use it to target the
individual/organization with advertisement.
Sometimes they can sell that information to other
companies. Due to spying attack our financial and
personal information can be stolen.

Some of the sources of security issues are:
Technology abuse: The future of Al depends on -
using and managing it. Experiment shows that if it is
abused by malicious people, the technique may
impact on our privacy and security. Using Al
methods, the attracts can access to our personal
information illegally. Organizations are becoming
increasingly conscious of the importance of
information and related technology in practically
every activity, especially when it comes to fostering
innovation and gaining a competitive edge.
Information and technology services are susceptible
to a variety of security concerns, including the
leaking of sensitive data and protracted
interruptions in email and internet access, all of
which have a negative impact on business continuity
[55]. If criminals hack Al based machines like
unnamed vehicles, self-driving cars then they can
harm public for their purpose. It is scary to think but
if Al assistants get hacked, then they can become a
major problem for human rights.

Security problems induced by possible self-aware
intelligence: As a developing technology, current
artificial intelligence system is far away from strong
Al stage. Strong Al stage is that where the artificial
intelligence may develop self awareness and can
self-evolve which can become a threat to human
existence. Security concerns need to be taken into
account before using Al, which is still far from being
realized. There was significant consideration of the
possibility that machines may eventually replace
human cognition rather than just enhancing it when
powerful mainframe computers were developed

[56]. With development of modern science, the
technology is improving day-by-day. Group of
researchers and scientist are studying high level
cognition intelligence like machine emotion and
machine awareness. A group of researchers from
Columbia University made a robotic arm that was
able to work without human command.

Technical defects: Al is developing day by day but
it is not too perfect to trust completely. It requires
consistency and focus in programming, testing and
maintenance. If any technical defect arises, it may
convert into accident. According to a report of
Russian media, the chess playing robot was confused
by the opponent boy's quick responses and
fractured his finger. During a test of self-driving car,
car runs over a man. Not only this case but many case
has been noticed like this. Lack of care and low
maintenance is the reason behind security problem.

Data security: The main goal of data security is to
secure data which may be particular data and is often
storage. Therefore, the definition of data security is
to prevent unauthorized access, use, alternation,
disturbance or destruction of data storage. Data
science system evaluates enormous amounts of data
in order to uncover patterns and abnormalize the
patterns that may indicate a security issue. The
system analyses data from several sources, such as
network traffic, system logs and user behavior, using
machine learning methods. The technology employs
Al algorithms to identify possible risk and weakness
after receiving the data.

Denial of service (Dos) attacks: The existing state
of computer networks is being threatened by denial
of service (Dos) assaults. For instance, an attacker
may attempt to take over an IRC channel by
launching Dos attacks on the channel owner. Dos
attacks can be used to target Al systems to bringing
down well-known websites. Dos attacks can be used
to target Al system to disable or inactive them.
Applications like autonomous vehicles or crucial
infrastructure may suffer as a result, which might be
quite detrimental.

Lack of transparency: Deep learning in particular,
which is a current advancement in Al, continues to
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operate in a black box paradigm. There aren’t many
methods for these algorithms that can explain the
outcome. As a result, when an artificial intelligent
system does an unexpected behavior it's not always
straightforward to determine what caused it.

Misuse of Al: A substantial security risk is posed by
the emergence of artificially intelligent systems that
are purposefully created for malicious purposes,
such as creating deep fake content or launching
automated cyber-attacks, poses a significant security
threat. Artificial intelligence (Al) — enabled phishing
scams and autonomous weapons systems are only
two examples of how legitimate Al technology
maybe abused by hackers.

Model tampering and attacks: Accessing Al
models without authorization can lead to tampering
with model’'s design or setting, which might damage
performance or encourage malevolent behavior. To
avoid being discovered by Al-based security
systems, attackers might modify input data. For
example, hackers may design malware to bypass Al
driven antivirus software.

Privacy Problems:

Privacy problem is the main threat of data
exploration. There are many Al applications which
depend on data, so there are many privacy problems
in the application of artificial intelligence [56-62]. The
public access to the personal information was limited
in spite of availability of it, but with the surge of
internet technology; these are at one click away [53].
There are no legal guarantees of privacy on the
websites [44-45]. Several studies revealed the privacy
issues as the main cause for not purchasing online.
Privacy issues should be addressed in

Cloud computing: The introduction of cloud
computing has led to the migration of many
companies and government organizations to the
cloud because it is widely available, cheap, easy to
use and convenient to get on-demand access to the
data. Among the higher computation needs of
artificial intelligence, cloud computing has been
configured as the primary infrastructure for multiple
artificial intelligence applications, so extra care
should be taken while using such Al applications.

Information retrieval: In today's digital era,
individuals tend to spend a substantial part of their
lives on the internet, leading to a surge in the
amount of personal data collected through their
online activities. When browsing the internet, traces
and shopping activity are recorded on visited
websites, rephrase various forms of recorded data
and procedures exist in the realm of data
management. When these data combined, a map of
a person's behavior can be outlined. They have the
ability to examine their individual preferences and
behavioral patterns which rephrase the tendencies
and routines people develop can help anticipate
their future requirements. Many times we have seen
in social media advertisements our shopping-wish
list recommendations. These behaviors are serious
threat to our data privacy and need to be addressed.

Data collection: Variety of information about users
and their family members is being used by
technology companies for commercial purposes
illegally. A larger population uses smart home
devices, which is an example of Al machine. During
use of them, we indirectly use to give all our personal
data. Other data produced by electrical activities,
such as mobile phone (like live locations,
geographical coordinates, credit card information,
etc.), pharmacy notes and many other information
which may cause privacy invasion. Data aggregation
can be used for balancing the data collection and
individual privacy [61].

Re-identification: Large datasets are a foundational
component of Al systems, and if they are not
properly protected, they may be become threat to
our privacy. Sensitive personal information, including
names, addresses and financial information can be
made public by a data collection. Even when
personal data is anonymised, there is a chance that
hackers may re-identify people by combining
anonymous data with other available information.
Attacks can involve making small and imperceptible
changes to input data to deceive artificially
intelligent models. For example, an image
recognition system can be tricked into misclassifying
an image by adding imperceptible noise.
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Data profiling: Examining, analyzing and producing
meaningful summaries of data constitute the
process of data profiling. The procedure produces a
high- level overview that assists in the identification
of data quality, problems, dangers and broad
patterns. Companies can then take use of the data
profiling results by using them to their advantage. Al
has the ability to invade privacy by profiling and
analyzing people based on their data. Without the

subject’'s consent, profiling can be used for
discrimination, targeted advertising and other
things.

Smartphone surveillance and tracking

techniques: The owners of mobile networks and
SIM cards have the power to intercept and record all
information on website visited, who called or sent
SMS to whom, when and what was said. Our Wi-Fi
internet provider includes DNS as part of their
service; therefore they may also monitor our DNS
traffic, thereby keeping a record of all of our
browsing activity. Any mobile network provider can
accurately determine the location of specific
subscriber's phone by continuously monitoring a
person’s actions, Al-powered surveillance system
that use face recognition and location tracking may
violate the right to privacy.

Inference attacks: An inference attack is a data
mining approach that uses data analysis to get
information about a subject or database for
improper purposes. Sensitive information about a
topic may have been disclosed if an opponent may
confidently determine its true worth. By analyzing
patterns and behavior from seemingly innocuous
data attacks can infer sensitive information about
individuals. For example, inferring health conditions
from shopping habits.

Supply chain Vulnerabilities: The security of Al
deployments may be endangered by exploiting
supply chain flaws, particularly those in the hardware
and software utilized in Al systems. Our entire system
might be vulnerable to disastrous data breaches due
to a single weakness. Because of this vulnerability
management is most important for businesses that
want to maintain a safe and reliable IT infrastructure.
The use of Al in conjunction with conventional

vulnerability management solutions will produce the
best results. Thus it is important to notice that Al
should not be viewed as a replacement for
conventional vulnerability management solutions.

Biometric data: Biometric data is so private and
may be exploited, if not properly secured, because
of this, Al systems that utilize it, including facial
recognition and fingerprint scanning can offer
serious privacy risks. There are several ways to
deceive or compromise these  biometric
identification systems. Although Al is assisting in
performance improvement of biometric
identification, malicious individuals can also utilize Al
technologies to compromise the biometric systems.
We have observed examples where artificial
intelligence created fake fingerprints that can
effortlessly access a fingerprint reader. Similar to the
race between viruses and anti-virus software, this is
an ongoing competition. Criminals and hackers may
have an endless desire to discover new techniques
and security system flaws.

I1l. SOLUTIONS PROPOSED AND
DISCUSSIONS

Our life is depending on technology in different ways
but at the same time we have the risk of security,
privacy, ethics and other risks at the same time. An
optimized solution must be found. Just because Al
applications becoming a threat of security and
privacy, we should not stop the uses of artificial
intelligence - our main aim should be how

to operate Al systems in controlled way and in
harmony with human beings. Different researchers
have proposed following solutions for safe use of Al.
The complexity and potential power of Al, as well as
how closely it interacts with users, make it crucial to
investigate. Implementation of artificial intelligence
in more sectors requires privacy and security
problems to be sorted out. Academicians and
researchers need to place a greater emphasis on
security protection and make every effort to make it
more secure.

1. Enhancing Privacy and Security by utilizing Al
Technology
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Ethic rule should be embedded in Al designs:
Software engineers may unknowingly write codes
that violate and/or break important human rights if
they lack the training of human rights laws. It is
essential to educate software engineers on human
rights laws. Democracy and civic rights must be
considered in Al ethics. The discrimination and
invasion of privacy issues in Al can be eliminated or
at least reduced with the help of designers and
engineers who have a better understanding of
human rights regulations.

Improvement of the clarity and
comprehensibility of Al systems: Artificial
intelligence is a brilliant tool, but because of its inner
algorithm sometimes it becomes hard to
understand, it usually works on “black box". The
algorithms of black box make it mysterious. Humans
cannot easily interpret the black box because of its
complex algorithms but Al can evolve without
human monitoring and permission. For instance,
Face book shut down an Al engine in 2017 after
discovering that the Al had developed a special
language that humans could not understand. We
must develop Al systems that are user-acceptable in
terms of interpretation and understanding.

Modification of security and robustness of Al
system: Several Al technologies, including machine
learning, computer vision, reinforcement learning,
etc., are used by Al robots under the supervision of
Al programmes. It is essential to confirm that
machines are not directly under the control of any
other agents and to deal with unexpected conditions
and it should be safe enough before deploying an
artificial intelligence system across a variety of
applications.

Enhance security and privacy of user’s private
data: The vast volume of data, particularly private
and personal data is crucial for the creation of Al
agents. Nearly all of the application areas where
deep learning is successful such as Apple Siri and
Google Home have access to vast amounts of data.
There is a greater potential for data misuse as society
and corporations produces more data. A need and
concern for enhanced security has emerged as a

result of computers' capacity to collect and analyze
massive quantities of data and the internet's ability
to offer and make such data available on a global
scale [40]. Every action that is taken with regard to
the data should be meticulously documented. Risks
pertaining to privacy might be caused by both the
data subject and the transaction records.
Determining what should be documented, who
should be in control of the recording process and
who may access the data and records is
consequently crucial.

Securing social life: Studies have demonstrated the
effectiveness of Al as a support tool for law
enforcement, criminal prevention and cybercrime
detection. Our home security system may be fitted
with biometric authentication sensors, including
fingerprint, heartbeat, and other characteristics, in
addition to facial recognition software.

heln addition to the technology research itself, the
management of the use of artificial intelligence is
crucial for addressing its security, privacy and ethical
issues. It is important to conduct research on
standards, regulation and policy to ensure that the
use of artificial intelligence is under control. The
governments should create laws and associated
rules to specify what artificial intelligence can
accomplish or what is not permitted. Since the
emergence, the artificial intelligence brought
possible hazards and concerns. Due to its
appreciable significance, we must monitor and
manage the growth of artificial intelligence. Because
Al industrialization is still in its early stages, there are
no defined safety regulations for many types of Al
technologies, particularly for robots that can move,
run and routinely collaborate with people. The
administration and regulations are both urgently
required to ensure the security of Al applications. Al
technology can also be utilized to safeguard our
privacy and improve system security. With the use of
Al, not only the security of our society and the
internet may be considerably increased, but there
will be also the protection of each individual's
privacy. The promising trend of ubiquitous
computing, including location-based services and
radio frequency identification, may compromise
people’s privacy. The protection of individual privacy
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must be addressed in order to ensure the
information for the society's healthy development.
By identifying privacy breach habits, numerous
emerging Al approaches, including pattern
recognition and machine learning could significantly
improve privacy protection. Research on the use of
Al technology in data desensitisation, disclosure
restriction and privacy infringement detection is
necessary for careful use of Al technology.

IV. CONCLUSIONS

We have examined t privacy issues and investigated
current Al applications for their privacy and security
provisions. We can admit that Artificial Intelligent
Technology made our life easier and by coming
future Al applications can provide more efficiency
and convenience, but we should not totally depend
on this technology. Although Artificial intelligence is
still developing in an exciting speed, it is necessary
to discuss the privacy corners raised by Al Al
technologies are very useful for us though there are
some disadvantages too. We can use it more
effectively to improve the security and privacy
protection for our society and cyberspace. With the
new development in the application of Al, the new
technology is more likely to bring us benefit rather
than letting us to questioning on its management. A
successful balance is possible as better solution
which can adapt all the security and privacy
proposals for this promising technology.
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