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Abstract - In environments where conventional communication infrastructure is unavailable or has failed, a critical
need arises for independent and resilient connectivity solutions. This project details the design, implementation,
and performance of a proof- of-concept off-grid communication system that facilitates peer- to-peer (P2P) text
messaging using LoRa (Long Range) tech- nology.1 The system is architected to be entirely infrastructure-
independent, requiring no cellular networks, gateways, or cen- tralized servers.1 The hardware implementation
consists of portable, low-power nodes built with an ESP32 microcontroller, an SX1278 LoRa transceiver, and an OLED
display.1 Real- world testing in a semi-urban environment validated the system’s effectiveness, achieving reliable
message delivery with a Packet Delivery Ratio (PDR) exceeding 90.
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need for any pre-existing infrastructure.1 The scope
of this project is to validate the feasibility of a
minimalist P2P LoRa link as the fundamental building
block for more advanced off-grid systems. The
successful demonstration of this core component
provides a reliable performance baseline and
establishes a foundation for future enhancements
such as mesh networking, GPS integration, and
emergency alert systems.1 By combining accessible
hardware with a focused software implementation,

I. INTRODUCTION

Conventional communication networks such as
cellular tow- ers and satellite links often fail to
provide reliable connec- tivity in remote, rural, or
disaster-affected regions.1 In such scenarios, the lack
of communication can lead to isolation, inefficiency
in coordination, and significant risks to safety.
Existing solutions like satellite phones are expensive
and require subscriptions, while traditional radio

systems can be complex and require licensing.1 This this project highlights a step forward towards more

creates a pressing need for a low-cost, decentralized, re5|I|§nt and  democratized  communication
T . . solutions.
and energy-efficient communi- cation system that
operates independently.1 To address these
Il. OBJECTIVES

challenges, this project explores the use of LoRa
(Long Range) technology as a foundation for
establishing an independent and resilient
communication network. By leveraging LoRa's

The project aims to design, build, and validate a
LoRa-based off-grid messaging system. The main

inherent strengths of long-range coverage, ultra-low
power consumption, and affordability, the system
demonstrates its effectiveness as a lightweight
solution for off-grid communica- tion.1 The project
presents a proof-of-concept system focused on the
essential functionality of sending and receiving short
text messages between portable nodes without the

objectives are as follows 1:

e System Design: To design a minimal, proof-of-
concept communication system using LoRa
technology that im- plements peer-to-peer text
messaging and demonstrates the feasibility of
infrastructure-independent communica- tion.

e Hardware Implementation: To achieve an
energy- efficient and portable hardware design
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by utilizing low- power microcontrollers and
LoRa modules, optimizing power consumption
for prolonged field use.

e Performance Validation: To validate the
effectiveness of LoRa communication in real-
world scenarios by testing its range, reliability
(packet delivery and latency), and resilience
against interference in varied environments.

e User Interface: To provide a simple and user-
friendly interaction model by integrating a basic
display for message viewing and supporting
straightforward input for sending messages,
ensuring usability with minimal technical
expertise.

e Future Scalability: To establish a foundational
and mod- ular architecture that allows for future
system scalability, including the potential for
mesh networking and the integration of GPS-
based location sharing.

il1l. METHODS

The project adopts a systematic approach combining
tech- nology selection, hardware and software
implementation, and empirical evaluation to create a
functional proof-of-concept.

Technology Selection

A crucial architectural decision was to build the
communica- tion protocol directly on the LoRa
physical layer, deliberately bypassing the more
common LoRaWAN protocol.1 While LoRaWAN is
effective for large-scale loT deployments, its
standard “star-of-stars” topology requires end-
devices to com- municate through a gateway
connected to a network server.1

This dependency makes LoRaWAN unsuitable for
truly off- grid scenarios. By using the LoRa physical
layer directly, the system enables true peer-to-peer
communication between nodes, eliminating any
reliance on centralized hardware and creating a
genuinely decentralized network.1

Hardware Implementation

Each communication node is a self-contained,
portable  unit  constructed from low-cost,
commercially available compo- nents.1 The core
components are 1:

e Microcontroller (ESP32): Chosen for its
processing power, extensive development
support, and ultra-low- power modes critical for
battery-powered operation.1

e LoRa Transceiver (SX1278): This module,
specifically the Ai-Thinker Ra-02, handles the
LoRa modulation, enabling the long-range, low-
power wireless link. The system was configured
for the 433 MHz ISM band.1

e User Interface (OLED Display): A low-power 0.96-
inch  monochrome OLED screen (SSD1306)
displays incoming/outgoing messages and
system status, allowing the node to function as
a standalone device.1

Software and Protocol

The firmware was developed in the Arduino IDE,

utilizing standard open-source libraries for LoRa

communication (LoRa by Sandeep Mistry) and

display control (Adafruit GFX and SSD1306).1 A

simple application-layer protocol was created to

manage the sending and receiving of text messages.

The operational flow is straightforward: the sender

node constructs and transmits a data packet, while

the receiver node remains in a continuous listening
mode, decoding and displaying any valid packet it
receives.1

Evaluation

To validate the system'’s effectiveness, two identical

pro- totypes were built and subjected to real-world

testing.1 The evaluation focused on three essential
metrics in a semi-urban environment characterized

by moderate interference and ob- stacles 1:

e Range: The maximum distance for reliable
communica- tion.

e Latency: The end-to-end delay for message
transmission.

o Reliability: Measured as the Packet Delivery
Ratio (PDR), the percentage of successfully
received packets.

IV. OUTCOMES

The project demonstrates that a minimalist peer-to-
peer LoRa architecture can serve as a practical and
effective so- lution for off-grid communication. By
analyzing the perfor- mance in a real-world setting,
the developed system produced reliable and
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measurable outcomes that validate its design. Key

outcomes of the project include 1:

e Reliable Long-Range Communication: The
system suc- cessfully achieved a communication
range of 15 to 2 km in a semi-urban
environment. This confirms LoRa's capability to
provide a dependable link over significant
distances suitable for hikers, small communities,
or res- cue teams.1

e Low-Latency Performance: With an average end-
to-end delay of less than 300 ms, the system is
practical for near- real-time text conversations.
This low latency is a direct benefit of the P2P
architecture, which avoids the overhead of

gateways and network servers found in
LoRaWAN.1
e High Message Reliability: The system

demonstrated a Packet Delivery Ratio (PDR)
exceeding 90

e Energy Efficiency: The use of low-power
components and the inherent efficiency of LoRa
technology proved suitable for battery-powered
operation, suggesting that long-term field
deployment is feasible.1

V. CASE STUDY

The off-grid LoRa communication system provides
signif- icant benefits to various users who operate in
environments without reliable cellular or internet
connectivity. By enabling infrastructure-independent
messaging, the system  addresses critical
communication gaps for safety, coordination, and
gen- eral contact. For hikers and adventurers, the
device serves as a crucial safety tool, allowing group
members to stay in contact in remote wilderness
areas far from cellular towers.1 If a mem- ber gets
separated, the ability to send a simple text message
with their status or location can be life-saving.
Similarly, for disaster response teams operating in
areas where infrastructure has been damaged or
destroyed, the system enables essential
coordination. Rescue teams can communicate with
each other and with a local command post to report
findings, request resources, and manage logistics
without relying on a compro- mised network.1 In
rural and remote communities, the system can
function as a basic community network, providing a

means for residents to communicate over long
distances where no other options exist.1 This can be
used for coordinating community activities, sharing
important information, or for wuse in local
emergencies. The low cost and simplicity of the
nodes make it an accessible solution for bridging the
digital divide in these underserved areas. Overall, the
system benefits multiple stakeholders by reducing
uncertainty, improving safety, and enabling essential
communication where it is needed most.

VI. CONCLUSION

The project successfully demonstrated the design
and im- plementation of a LoRa-based off-grid
communication sys- tem using ESP32
microcontrollers. By integrating hardware and
software to focus on core peer-to-peer messaging,
the system proved capable of transmitting and
receiving text messages over multi-kilometer
distances with minimal energy consumption and
high reliability.1 The results confirm that a direct P2P
LoRa architecture is an excellent and viable
alternative to conventional communication methods
in remote areas, disaster management scenarios,
and for recreational ac- tivities in disconnected
environments.1

The outcomes validate that LoRa technology can
bridge the gap left by expensive or infrastructure-
dependent solutions, offering an accessible and
resilient platform for essential communication. While
the current system is a proof-of-concept focused on
basic messaging, its modular design establishes a
robust  foundation  for  significant  future
enhancements. The clear development path includes
scaling the system to a multi-hop mesh network to
extend range, integrating GPS for location tracking,
and implementing application-layer encryption to
secure commu- nications.1 In conclusion, this project
not only proves the feasibility of LoRa-based off-grid
systems but also reinforces LoRa as a key enabling
technology for building scalable, community-driven
communication networks that can ensure safety and
connectivity in the world's most challenging envi-
ronments.1
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