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Abstract- This research work critically analyzes the complex relationship among blockchain technology, privacy
concerns, and information retrieval systems. While blockchain technology's decentralized and immutable nature
has increased its adoption rate, it conversely also introduces new challenges of preserving the privacy of the user
while ensuring effective data retrieval. While blockchain offers immense potential as a secure medium for data
storage, the fundamental transparency and open nature of blockchain have the propensity to inadvertently
expose sensitive information and hence create privacy risks. In this study, we explore several privacy-preserving
methods, including zero-knowledge proofs, encryption, and privacy-focusedconsensus mechanisms, and analyze
their implications in information retrieval. We propose an architecture that ensures privacy without infringing on
information retrieval processes’ integrity and effectiveness in blockchain-based systems and thus responds to

the need for harmony between transparency and confidentiality the an indecentralized networks.
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I. INTRODUCTION systems is another problem that is hard to tackle.
Traditional

Blockchain technology has revolutionized data

storage, authentication, and transfer within Il. LITERATURE SURVEY

decentralized systems. Its intrinsic features of

security, immutability, and transparency have made Title:  Blockchain ~ Based = Privacy  Preserving

it applicable across various sectors such as finance, Framework for Information Retrieval Author(s):

healthcare, supply chains, and voting systems. Zhenyu Wen, Meng Shen, Lan Zhang, Xuyun Zhang,

However, even though transparency is a built-in Yang XiangYear:2021.

feature, privacy has emerged as a major challenge.

Public blockchains such as Bitcoin and Ethereum Description: Here, privacypreserving adata retrieval

expose transaction data to all stakeholders, thus System onblockchain through encrypted indexing

making it challenging to provide data and oblivious transfer protocols has been

confidentiality. This dilemma between the necessity Presented. It achieves  user  information

for transparency and privacy has given rise to transparency and protection for data querying in

various cryptographic protocols and privacy- S€cureways.

preserving projects that provide protection for user

data without undermining the integrity of Title: Decentralized Private Computation Basedon

blockchain  systems.As more individuals use Secure Multi-Party Computation on Blockchain

blockchain, retrieval of information from such Technology Author(s): Ittai Abraham, Dahlia Malkhi,
Kartik NayakYear: (2020)
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Description: The authors advocate for a
decentralized private computation method using
secure multi-party computation (SMPC). It enables
private data processing without sharing information
with other blockchain members.

Title: An  Analysis of Methods for Maintaining
Privacy in Blockchain TechnologyZhang, N., Zhang,
S., Zhou, H., CaoJ., &Sun,Z. Year(2019).

This review covers a wide range of privacy-enabling

methods  in  blockchain  technology like
zkSNARKSs,ring  signatures, and homomorphic
encryption.lt gives acomparative evaluation

of the method sused for anonymous transaction
enabling and secure information retrieval.

1. Fundamentals of Blockchain

A blockchain is a decentralized, peer-to-peer

network. It enables enables any node to broadcast

a block or transaction on verification it in

accordance with Transactions in the blockchain are

verified by peers independently, stamped with a

timestamp, and then be erased from the books.

Therefore, once information is entered, it cannot be

easily altered. The nodes of the blockchain are

linked to one another and have similar basic

characteristics such as:

e Anything can be stored as data.

e Guarantees integrity of information.

e Append-only

e There is a specific way of communicating.

e Consensus mechanisms i.e. proof-of-work and
proof-of-stake are utilized to minimize the
possibilities of mali scious nodes to access.

The blockchain network can be divided into three
types: public blockchain, private blockchain, and
consortium blockchain

Public blockchain: It is open to all, and anyone can
come. There is no single authority that is in charge
of the peers. Because of this openness, it is
sometimes also referred to as permissionless and
blockchain To comprehend an
Incentivetoactappropriately,anyonewhowantsjoinm
ustadoptaconsensusproceduresuchasproof-of-
workor

stakeelectronicmoneyThemostsomeexamplesofpubl
icblockchainsareBitcoinnd Ethereum.

Private blockchain: It is controlled by one authority,
and permission is needed in order to join the
network. A single authority can determine the
membership policies of the network It can be
utilized by educational institutions or private
groups like multichain applications.

Consortium blockchain: it merges private and public
blockchains. It permits the application to a pre-
determined set of nodes govern the network and
share the consensus mechanism with others to join.
It is not for everyone, and each participant also
retains the same rights. In no way is it less
decentralized than public blockchain but more
performant. Every participating node is pre-verified,
and if it is if other nodes think that it is spam, it is
deleted from the network Consortium blockchains
are Hper ledger, Corda, and Quorum

2. Blockchain Privacy Attributes
Applications involving the exchange of sensitive
data; user data; privacy, and data privacy require
utmost  care.  Blockchain  technology  has
revolutionized the industry by guaranteeing the
privacy of a human. It allows various privacy
parameters compared to the centralized systems as
discussed below:

e Identifiability: A registered user of the network
is pro provided a set of special keys by which
he is known in case found malicious

e+ Anonymity/Pseudonimty: One's real identity is
hidden from other network users' eyes. One
user employs his pseudonym/alias so other
peers can't track the real identity of the user
and are unable to fetch his sensitive details. On
the other side, this property can also be
exploited by an offending peer

e Transparency: Blockchain is an open platform
for everyone involved. All the participants on
the network have access to information in the
ledger. This privacy aspect can be hacked by an
ill-intentioned  peer since all sensitive
information is exposed to everyone, which is a
threat
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e Immutable records: Records that are written
and once added to the blockchain cannot be
altered or deleted. This aids in verification and
auditing of records after a user denial.

3. Proposed System

The suggested system employs Streamlit for user
input, Pandas for process data, and blockchain logic
for secure storage. Patient and insurance entries are
hashed and stored as blockchain files such that they
are genuine. The system supports real-time retrieval
with verification.

[t minimizes the risk of unauthorized access by
rendering data verifiable and not modifiable. Each
transaction is time-stamped and traceable, with
enhanced traceability and accountability
throughout the system. The combination of front-
end ease of use and back-end security offers a
powerful tool for healthcare professionals.

4. Existing system

The project successfully showcases a secure and
user-friendly way of protecting sensitive healthcare
information with the help of blockchain. Merging
Oracle-inspired medium-level security paradigms
with decentralized storage ideas, it makes patient
and insurance information tamper-proof and easy
to authenticate. The use of Streamlit makes it
usable by non-technical people while preserving
solid backend integrity. The solution fills the gap
between cutting-edge data protection methods
and practical usability in healthcare settings. Data
visibility and accessibility are improved without
sacrificing confidentiality or compliance. The
modular design of the system enables smooth
upgrading and customization according to future
needs.

Blockchain Privacy Techniques

This module covers the cryptographic techniques
used to provide privacy in blockchain networks. It
covers methods such as Zero-Knowledge Proofs
(ZKPs), Ring Signatures, and Homomorphic
Encryption, through which users can maintain their
information as private while dealing with blockchain
platforms. It also recognizes privacy-oriented
blockchain implementations such as Monero and

Zcash, which utilize these techniques to hide
transaction data and user identities is the absence
of the blockchain-based healthcare systems
Challengesin Decentralized Information
Retrieval

This module explores the intricacies involved in
fetching a particular piece of data from a
blockchain because it is decentralized and
immutable. This module addresses issues with
indexing data from a blockchain in an efficient
manner and the limitations of applying traditional
querying methodologies. This chapter also
introduces future solutions like privacy-preserving
search protocols and decentralized storage
networks to address these challenges while
maintaining security for the data.

5. Alogrithim

Creation of Round keys

A Key Schedule algorithm is applied to compute all
the round keys an from value of the key. Thus, the
original  key is utilized to generate numerous
various round keys that will be employed in the
respective round of the encryption

Encryption
AES considers each block as a 16 byte (4 byte x 4
byte=128) grid in a column major arrangement

[ b0 | b4 | b8 | b12 |
| b1 | b5 | b9 | b13 |
| b2 | b6 | b1e| b1g |
| 83 | b7 | b11| b15 ]
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Each Round comprises of 4 types:
e SubBytes

e ShiftRows

e  MixCloumns

¢ Add Round Key

Decryption

The phases in the rounds can be readily reversed
since such phases have something opposite to it
which when done reverses the changes. Each 128
blocks undergoes the 10,12 or 14 rounds based on
the size of the key.

Inverse Mix Column
This analogous toMixColumns stage oencryption
but uses a different matrix to perform operation

[ be ) {14 11 13 9 ] ([ <0 ]
| B3 | = |2 14 11 13| | ex |
| »2 | | 13 8 13 11| | <2 |
[ b3 ] [11 13 5 14 [ ¢3)

I1l. CONCLUSION

Theproject nicely showcases a safe and easy way of
managing sensitive health data on the blockchain.
Through the adoptionof Oraclestyle
mediumsecurity  methodologies  inconjunction
withdecentralized storage guidelines, patient and
insurance information becomes tamper-resistant
and simple toverify. Making se ofStreamlit ensures
nontechnical accessibility without compromising
strong backendintegrity. Such an approach helps to
promote stakeholderconfidence by guaranteeing
openness and trackability of every transaction of
data. The system is built toscale effectively,
accommodating increasing healthcarerecordsand
changing compliance requirements.It encourages
interoperability by providing a frameworkcan be
combined with current healthcare
infrastructures. Ultimately,theproject is  an
innovative solution for future-proof, secure digital
health environments.
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