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Abstract- The rapid adoption of artificial intelligence (Al) and computer vision has transformed traditional
attendance management systems, which are often inefficient, error-prone, and vulnerable to proxy marking. This
research presents an Al-Based Face Recognition Attendance System developed using the MERN stack (MongoDB,
Express.js, React.js, and Node.js) integrated with deep learning frameworks such as OpenCV and TensorFlow. The
proposed system automates attendance tracking by capturing live facial images through a webcam or mobile
camera, processing them in real time, and matching them against a secure database of registered users. Upon
successful recognition, attendance is recorded automatically, eliminating the need for manual registers or RFID-
based systems. The architecture combines a React-based interactive frontend, a Node.js/Express.js backend for
secure communication, and MongoDB for scalable data storage. Al- driven face recognition ensures reliable
identification even under varying conditions, while additional features such as role- based access, analytics
dashboards, and real-time notifications enhance usability. This work demonstrates how integrating Al with modern
full-stack web technologies can deliver a secure, contactless, and efficient attendance solution for educational
institutions, corporate environments, and workplaces. Future enhancements include mobile application support,
advanced anti-spoofing measures, and improved recognition accuracy under challenging conditions.
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I. INTRODUCTION

In this work, we propose an Al-Based Face Recogni-
Attendance management is a fundamental tion Attendance System that leverages the MERN

requirement in educational institutions, corporate Stack (MongoDB, Expressjs, Reactjs, Node,s) for
organizations, and work- places, as it directly Sscalable web application development, integrated
impacts productivity, accountability, and resource with OpenCV and Ten- sorFlow for face detection
planning. Traditional approaches, such as manual and recognition. The system cap- tures live facial
registers and RFID-based systems, are often time- images, processes them using deep learning models,
consuming, prone to human error, and susceptible and automatically records attendance in a secure
to proxy attendance. These limitations have database. Additional features, including role-based
highlighted the need for automated, secure, and access control, real-time notifications, and an
contactless solutions. analytics dashboard, enhance system efficiency and
user experience.

Recent advancements in artificial intelligence (Al)
and computer vision have enabled the development The key contributions of this research are:
of face recognition technologies capable of ® Development of a contactless attendance

accurately identifying individuals in real time. Face system inte- grating Al with a modern web
recognition, unlike conven- tional biometric technology stack.

methods such as fingerprints or iris scans, offers a ® Implementation of real-time facial recognition
non-intrusive and user-friendly approach that can be for accu- rate and automated attendance
seamlessly integrated into existing workflows. tracking.

However, challenges such as varying lighting ® Consideration of scalability, usability, and
conditions, facial occlu- sions, and scalability must security, making the system adaptable for
be addressed to ensure reliability and usability. schools, universities, and workplaces.
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This paper is organized as follows: Section Il reviews
related work, Section Ill outlines system design and
method- ology, Section IV discusses implementation
details, Section V presents results and analysis, and
Section VI concludes with future directions.

Il. RELATED WORK

Early research on biometric attendance systems
focused on replacing manual registers and RFID-
based methods with more reliable solutions [1].
Studies demonstrated that biometric techniques,
particularly facial recognition, could prevent proxy
attendance and reduce errors; however, chal- lenges
such as scalability and database security remained
[2]. With the growth of computer vision, face
recognition emerged as a viable solution for
automated attendance. Early works applied feature
extraction and image processing techniques to mark
attendance in classrooms and workplaces [3]. Later,
the introduction of convolutional neural networks
(CNNs) and deep learning significantly improved
recognition accuracy, enabling real-time
identification under varying conditions [4], [5].
Despite these advances, issues such as poor lighting,
occlusions, and spoofing attacks continued to

limit system reliability [6].

Recent studies have integrated face recognition with
Al- driven security mechanisms, such as liveness
detection and anti-spoofing algorithms, to address
vulnerabilities against photo or video attacks [7].
Cloud-based implementations have also been
proposed to enhance scalability and enable real-
time analytics, though these raise concerns
regarding privacy and data security [8]. Hybrid
approaches combining face recognition with RFID or
other biometric methods have shown potential in
reducing false positives in high-traffic environments

[9].

In addition, optimization of backend systems has
been ex- plored to manage large-scale attendance
datasets effectively. Database indexing, caching, and
cloud storage solutions have been found to
significantly improve query performance and system
responsiveness [10]. Edge computing has further
been applied to reduce latency in real-time

attendance systems, making them suitable for
environments with limited internet connectivity [11].
Compared to these existing approaches, the
proposed work leverages a MERN-based web
architecture integrated with TensorFlow and
OpenCV for Al-driven face recognition. Unlike prior
methods limited to desktop applications or single
biometric modalities, this system provides a scalable,
secure, and user-friendly solution with role-based
access, real-time notifications, and an analytics
dashboard.

I1l. METHODOLOGY

The proposed Al-Based Face Recognition
Attendance System is designed using a modular
approach that integrates artificial intelligence with a
modern web application frame- work. The
methodology comprises four key stages: system
architecture, facial recognition process, database
integration, and security considerations.

A. System Architecture

The system follows a client-server model
implemented using the MERN stack. The frontend,
built with Reactjs, provides an interactive user
interface for image capture and attendance
monitoring. The backend, developed with Node,s
and Express.js, manages API requests,
authentication, and business logic. MongoDB serves
as the database for storing user profiles, facial
embeddings, and attendance records. Al-based face
recognition is handled by TensorFlow and OpenCV,
which are integrated into the backend to enable real-
time recognition.

B. Facial Recognition Process

The recognition pipeline begins with face
registration, where users’ facial features are
extracted and stored as embeddings in the database.
During attendance marking, live images are captured
via a webcam or mobile camera. The system applies
OpenCV for face detection and uses a convolutional
neural network (CNN) model, implemented in
TensorFlow, for feature extraction. The extracted
embeddings are compared with stored records to
verify  identity. Upon  successful  matching,
attendance is logged automatically.
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Fig. 1. System architecture

C. Database Integration

MongoDB is employed to manage both static and
dynamic datasets. Static data include user
credentials and role-based access control, while
dynamic data comprise attendance logs and facial
embeddings. Indexing and schema optimization are
applied to enhance retrieval performance, ensuring
that the system can handle multiple concurrent
requests without degradation in speed.

D. Security Considerations

Given the sensitive nature of biometric data, multiple
secu- rity measures are incorporated. User
authentication is imple- mented through JSON Web
Tokens (JWT), while sensitive records are encrypted
during transmission and storage. Role- based access
control ensures that administrators, faculty, and
students have appropriate levels of system access.
Anti- spoofing measures such as liveness detection
are integrated to mitigate risks of photo or video-
based attacks.

This methodology ensures that the proposed system
is scalable, secure, and efficient, while maintaining
real-time performance suitable for educational and
workplace environ- ments.

IV. SYSTEM DESIGN

The proposed Al-Based Face Recognition
Attendance System is designed using a modular
architecture that ensures scalability, security, and

real-time performance. The system integrates a
modern web application framework with Al- driven
facial recognition, enabling automated attendance
tracking.

Architecture Overview

The system follows a client—server model with three

main components:

e Frontend: Developed using Reactjs and
Tailwind CSS, the frontend provides an
interactive user interface for capturing images,
viewing attendance logs, and gener- ating
reports.

Frontend

Backend
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Fig. 2. Enter Caption

e Backend: Implemented with Nodejs and
Express.js, the backend handles API requests,
authentication, busi- ness logic, and
communication with Al models.

o Database: MongoDB stores user profiles, facial
em- beddings, attendance records, and role-
based access information. Indexing and schema
optimization ensure fast query performance.

Facial Recognition Module

The facial recognition module integrates OpenCV for
real- time face detection and TensorFlow for feature
extraction and classification. Users register once with
multiple facial sam- ples captured under varying
conditions. During attendance marking, live images
are processed, features are extracted, and matched
with stored embeddings to verify identity.

Security and Access Control
Security is implemented using JSON Web Tokens
(JWT) for authentication and role-based access



Namrata patel, International Journal of Science, Engineering and Technology,

2025, 13:6

control to differ- entiate administrators, faculty, and
students. Anti-spoofing measures, including liveness
detection, are applied to prevent fraudulent
attendance marking.

System Diagram
A high-level overview of the system design is shown
in Figure 3.

Fig. 3.

System Architecture of Al-Based Face
Recognition Attendance System.

V. SYSTEM STRUCTURE

The Al-Based Face Recognition Attendance System
is structured to ensure modularity, scalability, and
maintainabil- ity. The system consists of three main
layers: Presentation Layer, Application Layer, and
Data Layer. Each layer is responsible for distinct
functionalities, allowing seamless integration of Al
components with the full-stack web frame- work.

Presentation Layer

The Presentation Layer is implemented using React,js

and Tailwind CSS. It provides:

e User interface for capturing images via webcam
or mobile camera.

e Real-time display of attendance records and
analytics dashboards.

e Role-specific views for administrators, faculty,
and stu- dents.

Application Layer

The Application Layer, developed using Node,js and

Ex- press.js, handles:

e APl request routing and authentication via JSON
Web Tokens (JWT).

e Integration with the facial recognition module
(OpenCV

e + TensorFlow) for real-time attendance
verification.

e Business logic, including attendance logging,
notifica- tions, and analytics.

Data Layer

The Data Layer uses MongoDB for storing:

e User profiles, facial embeddings, and role-based
access data.

e Attendance records and historical logs for
reporting.

e Indexing and optimized schema to ensure fast
retrieval and scalability.

Data Flow

Figure 4 illustrates the data flow within the system.
User images captured at the frontend are sent to the
backend for processing by the facial recognition
module. Verified attendance data is stored in the
database, and updates are reflected in the analytics
dashboard in real time.

Fig. 4. System Structure and Data Flow of the Al-
Based Face Recognition Attendance System.

VI. IMPLEMENTATION AND RESULTS

System Implementation

The proposed system was implemented as a full-
stack web application using the MERN framework.
The frontend, developed in Reactjs with Tailwind
CSS, provides a re- sponsive interface for capturing
images, viewing attendance records, and generating
reports. The backend, powered by Nodejs and
Express.js, handles API requests, authentication, and
integration with the Al models. MongoDB serves as
the database, storing user profiles, facial
embeddings, and attendance logs.
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Facial recognition is implemented using OpenCV for
real- time face detection and TensorFlow for feature
extraction and classification. Each user undergoes a
one-time registration process in which multiple facial
samples are captured under varying conditions to
improve model robustness. During attendance
marking, the system processes live video frames,
extracts facial features, and compares them with
stored embeddings. Attendance is then logged
automatically upon successful verification.

Testing and Evaluation

The system was tested using a dataset of registered
stu- dents under different environmental conditions,
including variations in lighting, head pose, and
background. Results indicate that the proposed
model achieved recognition ac- curacy above 95% in
controlled environments and above 90% in real-
world classroom settings.

Average recognition latency was measured at less
than 300 milliseconds per frame, demonstrating the
feasibility of real-time deployment. To evaluate
scalability, the system was deployed on a cloud
server, where it successfully handled simultaneous
requests from multiple users without significant
performance  degradation.  Security  testing
confirmed the effectiveness of role-based access
control and JWT authentication, while preliminary
anti-spoofing measures reduced risks from static
photo attacks.

Comparative Analysis

Compared to manual and RFID-based methods, the

pro- posed system demonstrated:

e reduced attendance marking
(instantaneous vs. several minutes),

e elimination of proxy attendance cases, and

e improved data management  through
automated logging and analytics dashboards.

time

Results Summary

The implementation validates the effectiveness of
integrat- ing Al-driven face recognition with the
MERN stack. The system is accurate, efficient, and
scalable, making it suitable for adoption in academic
and corporate environments.

Fig. 5. Implementation

Welcome back, Aman!
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Fig. 6. Result

VII. FUTURE WORK

While the proposed system demonstrates strong
potential, several areas remain open for future
enhancement.  First, advanced anti-spoofing
mechanisms, including liveness de- tection through
eye-blink analysis or depth sensing, will be
incorporated to improve resistance against photo
and video-based attacks. Second, recognition
accuracy under unconstrained environments such as
poor lighting, partial occlusions, and crowded
scenarios will be addressed by training on larger and
more diverse datasets.

Furthermore, privacy-preserving techniques such as
fed- erated learning and on-device processing will
be explored to enhance data security and reduce
reliance on centralized servers. Finally, mobile
application integration will be de- veloped to extend
accessibility, allowing attendance tracking through
smartphones and tablets in addition to web-based
systems. These improvements aim to make the
system more robust, scalable, and adaptable for
widespread deployment across educational and
corporate environments.
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VIIl. CONCLUSION

This  paper presented the design and
implementation of an Al-Based Face Recognition
Attendance System using the MERN stack, OpenCV,
and TensorFlow. The system automates attendance
tracking through real-time facial recog- nition,
eliminating inefficiencies of manual and RFID-based
methods. Experimental results demonstrate that the
solution achieves high recognition accuracy with low
latency, making it suitable for deployment in
academic and corporate envi- ronments.

The contributions of this work include the
integration of Al-driven recognition with a scalable
full-stack web frame- work, implementation of
secure role-based access control, and provision of
real-time analytics for administrators. De- spite its
advantages, challenges remain in handling extreme
lighting conditions, occlusions, and ensuring robust
privacy protections for biometric data.

Future work will focus on enhancing anti-spoofing
mea- sures, improving recognition performance in
unconstrained environments, and extending the
system to mobile platforms for wider accessibility.
Overall, the system demonstrates strong potential as
a secure, contactless, and efficient atten- dance
management solution.
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