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I. INTRODUCTION

Memory management strategies determine the
reliability and performance characteristics of modern
software systems. Manual memory control, as found
in C and C++, offers flexibility but is prone to errors
such as buffer overflows and double frees. GC-based
languages automate cleanup but often suffer from
background scanning overhead, latency, and
unpredictable pauses (Oracle, 2020; Go Team, 2017).
Rust provides a fundamentally different approach by
shifting much of the responsibility to compile time.
Its ownership model enforces memory safety
without a garbage collector, enabling predictable
performance across a wide range of systems. This
paper analyzes Rust's memory model, reviews
supporting literature, and compares Rust with GC-
based languages.

Il. LITERATURE REVIEW

Evolution of Garbage Collection

Garbage collection began with simple algorithms
like mark-and-sweep and later expanded into
generational and concurrent collectors (Jones,
Hosking & Moss, 2011). Contemporary GC systems
such as ZGC aim for low-latency operation but still
rely on runtime heap scanning and object
movement.

Memory Safety Issues in Manual Languages
Reports from Microsoft and Google indicate that 60—
70% of critical security vulnerabilities stem from
unsafe memory operations in C and C++ (Microsoft,
2019; Google, 2020). While static analysis tools help
reduce these risks, they cannot provide universal
guarantees.

Region-Based Memory and Ownership Concepts
Research in region-based memory management
(Tofte & Talpin, 1997) and linear/affine type systems
influenced Rust's ownership and borrowing rules.
Rust integrates these ideas in a practical form
suitable for production software.

Formalization of Rust’'s Memory Model

The RustBelt project (Jung et al, 2017) validates
Rust's core guarantees through formal verification.
Additional studies demonstrate Rust's suitability for
embedded systems, microcontrollers,  and
WebAssembly runtimes.

Comparisons with GC Languages

Comparative research suggests that Rust offers
lower memory overhead and more deterministic
execution than garbage-collected languages,
although GC languages retain advantages in ease of
development (Levy et al,, 2021; Akhtar etal,2022).

© 2025 Shabina Modi, This is an Open Access article distributed under the terms of the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided
the original work is properly credited.



Shabina Modi, International Journal of Science, Engineering and Technology,

2025, 13:6
I1l. RUST'S MEMORY-SAFETY MODEL

Ownership

Each value in Rust has a unique owner, and
ownership is passed or relinquished explicitly. When
the owner exits scope, Rust automatically cleans up
the value.

Figure 1. Ownership Lifecycle
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Borrowing

Borrowing allows functions to access values without
taking ownership. The compiler enforces:

e Any number of immutable references, or

e One mutable reference with exclusive access.

Lifetimes
Lifetimes ensure that references do not outlive the
data they point to, preventing dangling pointers.

Deterministic Cleanup (RAII)

Rust frees memory and other resources (files,
sockets, mutexes) exactly when the owning scope
ends.

IV. COMPARISON WITH GARBAGE-
COLLECTED LANGUAGES

Architectural Differences
GC languages periodically scan memory, compact
objects, and manage multiple runtime threads. Rust

removes the need for runtime scanning by validating
memory safety during compilation.

Figure 2. GC Mark-Sweep Cycle
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Figure 3. Rust Compile-Time Safety Flow
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Comparative Table

‘Feature HRust HJava HGo HC# ‘
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Mechanism None ||Yes Yes Yes
Runtime None Frequen Low Present
Pauses t
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V. SYSTEM-DESIGN IMPLICATIONS

Real-Time Systems

GC pauses make it difficult to achieve real-time
guarantees. Rust's deterministic cleanup enables
precise timing behaviour.

Embedded and loT Platforms

Rust's lack of GC and minimal runtime overhead
make it well-suited for memory-restricted
microcontrollers and loT devices.

High-Performance Systems

Applications such as operating systems, game
engines, and simulation frameworks benefit from
Rust's zero-cost abstractions and deterministic
memory behavior.

Distributed and Concurrent Systems
Rust prevents data races at compile time, reducing
the need for expensive runtime checks.

VI. CONCEPTUAL MODELS

Figure 4. Lifetime Flow Model
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Rust redefines memory safety by validating access
rules during compilation instead of relying on
garbage collection. Its deterministic behavior
supports predictable and efficient execution, making
it well-suited for embedded systems, real-time
applications, and large-scale distributed
architectures.
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