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I. INTRODUCTION 
 

Modern applications—from IoT devices to financial 

transactions—generate continuous data streams 

requiring real-time ingestion and analytics. 

Traditional batch-processing architectures fail to 

meet the high throughput, low-latency requirements 

of such systems. Apache Kafka, originally developed 

at LinkedIn, has become the de facto platform for 

high-speed message streaming, offering distributed 

log storage, horizontal scalability, and strong 

durability guarantees. 

 

Research Problem: 

Organizations struggle to process high-velocity 

incoming streams (e.g., sensor data, logs, 

transactions) while ensuring reliability and low 

processing latency. 

 

Objectives: 

1. Review recent developments in Kafka-based 

streaming analytics (2022–2024). 

2. Identify challenges in large-scale data ingestion 

and processing. 

3. Propose a Kafka + Spark hybrid architecture for 

real-time analytics. 

4. Experimentally evaluate the system under heavy 

data loads. 

  

II. LITERATURE SURVEY 
 

Recent research shows significant progress in Kafka’s 

streaming ecosystem: 

 

Kafka Streams Optimizations 

 Rodriguez et al. (2023) demonstrate 

improvements in event ordering and fault 

tolerance through stateful stream 

enhancements. 

 Studies highlight Kafka’s exactly-once semantics 

as key for financial-grade consistency. Kafka in 

IoT and Edge Computing 

 Wang & Patel (2022) show Kafka’s adaptability 

in distributed IoT systems for minimizing latency. 

Edge-Kafka architectures reduce cloud pressure for 

real-time analytics (Feng et al., 2024) 
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Tiered Storage & Scalability 

 Modern Kafka supports tiered storage for 

petabyte-scale retention (Akhtar et al., 2023), 

improving cost efficiency. 

 

Integration with ML Pipelines 

 Kafka with Spark/Flink enables real-time ML 

inference workflows (Sundaram & Rao, 2022). 

Identified Research Gap 

Most research focuses on Kafka for ingestion but 

lacks combined evaluations of Kafka + ML in real-

time anomaly detection using large-scale streaming 

data. 

 

III. METHODOLOGY 
 

System Architecture 

The methodology integrates: 

 Apache Kafka → Data ingestion / Distributed log 

 Kafka Connect → Integration with external 

systems 

 Apache Spark Structured Streaming → Real-time 

computation 

 HDFS → Long-term storage 

 ML model (Random Forest / XGBoost) → Real-

time anomaly detection 

 

Data Pipeline Workflow 

1. IoT sensors produce telemetry data. 

2. Kafka Producers publish messages to Kafka 

topics. 

3. Kafka Brokers store incoming events in 

partitions. 

4. Spark Streaming consumes events and performs: 

 Parsing 

 Feature engineering 

 Model inference 

5. Anomalies are pushed back to Kafka (alert_topic). 

6. Dashboards visualize results. 

  

ML Component 

 Supervised anomaly detection 

 Model trained offline in Spark MLlib 

 Model deployed to Spark Streaming for 

inference 

 Performance measured using precision/recall 

and inference latency 

 

IV. IMPLEMENTATION 
 

Architecture Diagram 

 
Figure 4.1: System Architecture Overview 

 

This architecture illustrates the end-to-end real-time 

IoT data processing pipeline. Sensor data generated 

by IoT devices is first sent to a Kafka Producer, which 

publishes the incoming readings to Kafka brokers 

under designated topics. Spark Structured 

Streaming continuously consumes these Kafka 

streams, performs real-time data processing, and 

executes machine-learning model inference for 

anomaly detection or predictive analysis. The 

processed results are then forwarded to visualization 

and monitoring tools like Grafana, where 

dashboards and alerting systems provide real-time 

insights and notifications to users. 

 

Experiment Setup  

 Cluster: 3-node Kafka cluster (8-core, 16GB RAM 

each) 

 Software: Kafka 3.6, Spark 3.5, Zookeeper-free 

Kraft mode 

 Dataset: 15 million IoT sensor records 

(simulated) 

 Topic configuration: 

• Partitions: 12 

• Replication factor: 3 

• Acks = all 
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Sample Implementation Snippet 

from pyspark.sql import SparkSession 

from pyspark.ml.classification import 

RandomForestClassifier 

spark = 

SparkSession.builder.appName("KafkaRealTimeAnal

ytics").getOrCreate() df = spark.readStream \ 

.format("kafka") \ 

.option("subscribe", "iot_stream") \ 

.option("kafka.bootstrap.servers", "kafka1:9092") \ 

 

.load() 

parsed = df.selectExpr("CAST(value AS STRING)") 

model = 

RandomForestClassifier(numTrees=100).fit(training_

df) predictions = model.transform(parsed) 

predictions.writeStream \ 

.format("kafka") \ 

.option("topic", "anomaly_alerts") \ 

.start() 

 

V. RESULTS 
 

System Performance 

Metric Without 

Kafka 

With Kafka 

Pipeline 

 

Max 

throughput 

900k 

events/

min 

3.2M 

events/min 

Average 

latency 

ML inference 

accuracy Fault 

recovery time 

450 ms 120 ms 

88.5% 92.8% 

>30 

second

s 

<2 seconds 

 

Observations 

 Kafka’s partitioning enabled parallel 

consumption in Spark, drastically increasing 

throughput. 

 Exactly-once semantics produced consistent 

results during model inference. 

 Tiered storage allowed extended retention 

without affecting broker performance. 

 

 

 

Graphical Summary 

 Latency Reduction Chart 

 No Kafka ██████████████████ 450 

ms Kafka System ████ 120 ms 

 Throughput Comparison 

 No Kafka ████████ 0.9M/min 

 Kafka System ███████████████████ 

3.2M/min 

  

VI. CONCLUSION 
 

Apache Kafka significantly enhances the scalability, 

reliability, and throughput of real-time data analytics 

systems. The integration of Kafka with Spark 

Structured Streaming enables efficient ML inference 

on high- velocity data streams. Experimental results 

confirm Kafka’s superiority in handling millions of 

messages per minute while maintaining low 

latency. Future research can explore: 

 Serverless Kafka architectures 

 Kafka + Federated Learning 

 AI-driven topic-partition auto-scaling 

 WASM-based stream processing at the edge 

Kafka continues to evolve as a foundational 

component in real-time data ecosystems. 
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