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I. INTRODUCTION 
 

Digital news reaches people all over the world very 

easily. This wide access has led to a rise in hoaxes 

and false information on the internet. Fake content 

is commonly found [1] on social media platforms and 

other online sources. Such content can be 

categorized into satire or parody, false connections, 

misleading information, false context, impostor 

content, manipulated content, and completely 

fabricated news.In general, fake news appears in two 

main forms: visual and linguistic. Visual-based fake 

content [2] includes edited images and videos. This 

type of visual news spreads quickly on social media 

platforms [3] such as Facebook, Twitter, Instagram, 

and others. 

 

Fake news spreads misleading and false information 

[4] very quickly among people. In most cases, fake 

news is created and shared for different reasons. 

Content creators or spreaders often gain benefits by 

earning money based on the number of views, likes, 

shares, or interactions their fake content 

receives.Additionally, spreading fake news has 

become a new way to achieve various goals, such as 

gaining popularity during public elections, 

promoting products or businesses, or even taking 

personal revenge. It is difficult [5] for internet users 

to identify whether the news they see is real or fake. 

If fake content is not detected and controlled on 

public internet platforms, people may gradually lose 

the value of truth.  

 

The huge amount of online discussions increases the 

need for research focused on fake news detection, as 

it helps identify and expose false information to the 

public [6]. Therefore, researchers must develop 

accurate fake news detection methods. In recent 

years, many detection techniques have been 

proposed by researchers [7] to identify fake content. 

As a result, this study analyzes different fake news 

detection approaches, examines the various stages 

and functions of the detection process, and helps 

new researchers choose suitable methods to begin 

their research. 

 

 

 

 

 

Abstract - Fake News (FN) in online platform distress today's society. With the rapid growth of technology, news 

content is being created and shared very quickly. Much of this content is designed to influence readers or viewers 

into believing false information. Although such content may not always cause serious harm, it is still important to 

detect fake news so that internet users can access accurate and trustworthy information. Unfortunately, identifying 

fake content is not easy for ordinary users.Fake news usually appears in either visual form (images or videos) or 

linguistic form (text). Therefore, detecting false information requires proper analysis methods along with machine 

learning (ML)–based artificial intelligence techniques. While current methods are able to detect fake content to a 

certain extent, each approach has its own advantages and limitations.The main goal of social media analysis is to 

examine the features and weaknesses of existing models and to understand suitable fake news detection (FND) 

techniques for research purposes. Accordingly, this study analyzes the working methods, strengths, and limitations 

of various fake news detection approaches. 
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II. RELATED WORKS 
 

In recent years, fake news detection on social media 

has received significant attention from researchers, 

and many efforts have been made to solve this 

problem. Most fake news detection methods are 

based on text classification using machine learning 

techniques. Several machine learning models, such 

as Logistic Regression, Naive Bayes, Random Forests, 

Decision Trees, and Support Vector Machines (SVM), 

have been developed and trained to determine 

whether a news item is trustworthy or fake [2]. 

  

Among supervised machine learning algorithms, 

SVM is one of the most commonly used classification 

methods in fake news detection research. According 

to the experimental results reported in [3], SVM has 

achieved higher accuracy compared to other 

supervised machine learning techniques in 

predicting fake news. Deep learning–based 

classification techniques have also proven to be very 

effective in detecting fake news [4]. The study in [5] 

highlights clear differences between fake and real 

news, especially in the titles of news articles. The 

authors observed that fake news titles are generally 

longer than real news titles. They also found that fake 

news titles use fewer nouns overall, but more proper 

nouns and fewer stopwords. In addition, the body 

text of fake news articles is usually shorter than that 

of real news articles and tends to use simpler words, 

more occasional quotations, and fewer punctuation 

marks.In [6], the authors proposed a method to 

identify websites that spread misinformation by 

focusing on clickbait content. They pointed out that 

most fake news articles use clickbait, which typically 

includes sensational language or attractive headlines 

designed to encourage users to click.The authors in 

[7] introduced a prototype system for detecting fake 

news from Twitter posts using machine learning 

classifiers trained on datasets such as FNC-I [8]. Their 

method compares the main tweet with its related 

replies or child posts to check whether they discuss 

the same topic. If a reply discusses a different topic, 

it may indicate that the original tweet is fake.When 

different machine learning algorithms were 

compared, Support Vector Machine (SVM) and Naive 

Bayes classifiers showed better performance. In total, 

six machine learning techniques were evaluated 

using two different feature extraction methods. The 

best-performing model was the linear SVM classifier 

using unigram features. Finally, the authors in [10] 

proposed a new hybrid deep learning model that 

combines convolutional neural networks (CNNs) and 

recurrent neural networks (RNNs) for fake news 

classification. 

 

 
 

III. MATERIALS AND METHODS 

 
Parody: Some websites publish fake news stories in 

a humorous or exaggerated way to imitate real 

media; this type of content is known as satire.-  

However, it is shared out of perspective to fool 

people. A piece of news that is kind of true, but it is 

used in the wrong context. The taken truths are 

defined to enhance the headlines. However, it 

creates the habit of misunderstanding scientific 

research. News that is not publishing the fact but 

continues to support the story. 

 

Sloppy reporting- News Information covers some 

scraps of truth that are not entirely confirmed. It is 

used to support the convinced view of the news 

content. A piece of NEWS that is fabricated 

intentionally to make money through the number of 

clicks on that page link is called Intentionally 

deceptive. This story is intended to distribute 

through imposter news to look like original 

information. Health-related articles about a person 

have been shared the social media transversely. It is 

causally spreading fake information online quickly 

without any fact-checking. It is purposefully 
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published on social media platforms to hurt the 

product's popularity or people. It is also posted to 

promote a product. This study [2] utilized the Twitter, 

Facebook, and credit datasets to identify the link 

between social media interactions and the type of 

information shared.  

 

The deliberated contexts promoted in social media 

to overcome the healthrelated false news. 

Globalization is the main reason for the dispersal of 

health-related FN. The health contents are perceived 

inversely depending on the target context or group. 

This content reaches differently for each group of 

people, contingent on their genders, ages, culture, 

etc.Health professionals utilize social media to 

support their activities and create awareness for 

health care. FN content is characterized as 

disinformation and misinformation. In this, 

erroneous and inaccurate information is called 

misinformation, and on the other hand, purposefully 

created or malicious The increasing polarization and 

perceived societal injustice are the topics of 

mitigation. It frequently domains the target of FN, 

also addressing issues of citizens and migrants in 

their host countries. The problem is integrally using 

a multi-lingual and multi- model. It includes 

information in various languages and material in 

textual, visual, and auditory forms. It often involves 

communication in an unfamiliar language to the 

recipient, or the recipient only knows basic 

knowledge. The political and commercial FN is 

identically formed by the opposing parties to attract 

to mislead the readers. For example, the dynamic 

influence of FN on Twitter during the 2020 US 

presidential election leftovers to be elucidated. It 

contains various fake articles on the U.S election 

 

Scope and Research Contributions 

Publishers should avoid deliberately posting fake 

news content just to gain personal or financial 

benefits. Such practices can create false trust among 

people, causing some readers to believe the 

information without verifying the facts. To prevent 

problems in news publishing, media organizations 

must be careful and responsible when sharing 

content. Fake News Detection (FND) plays a crucial 

role in restoring and maintaining readers’ trust, as it 

helps ensure that the information shared by the 

media is truthful and reliable Social media users 

share different types of data  when posting stories. 

This data often includes similar or repeated 

information aimed at attracting the attention of 

other users. Therefore, fake news detection is carried 

out based on the type of information available in the 

dataset. Figure 2 shows some common types of fake 

news content, such as visual-based content, user-

based content, knowledge-based content, style-

based content, and stance-based content. 

 
 

A fake news post containing multimedia content 

such as morphed images and edited videos is 

calledvisual content-based FN. Fake news that 

mainly uses images or videos is referred to as visual 

content–based fake news.In many cases, fabricated 

news is created by fake or anonymous accounts to 

target specific groups of social media users, such as 

people belonging to a particular culture, age group, 

gender, or political affiliation. This type of fake news 

is known as user-based fake news.Some social media 

posts [18] are created to provide false scientific 

explanations for unresolved or complex scientific 

issues. These posts are designed to make users 

believe that the fake information is genuine. For 

example, claims about natural remedies that can 

control blood glucose levels. Such content shared on 

social media is called knowledge-based fake 

news.Table 1 presents different types of fake news 

along with suitable detection methods and their 

corresponding results, as identified through this 

survey 

 

Table 1: Fake news types on various detection 

approaches 
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Table 1 contains information on various fake 

contentdetection models. It helps to identify the 

suitable Pseudo journalists write style-based fake 

news content 

  

prepared to get the readers' attention. In stance-

based fake news, true statements are presented in a 

way that changes their original purpose or meaning, 

which can mislead readers. Fake news detection 

(FND) methods consider various types of data, such 

as visual content, user-based data, knowledge-based 

data, and style-based data. Among these, user posts 

on social media are commonly analyzed for fake 

news detection. For example, the user post in social 

media post is analyzed to identify fakeness using 

non-text cues, linguistic, deceptive, clustering, and 

predictive approaches. Still, the contents cue-based 

method is not suitable for the approaches. 

 

IV. RESEARCH GAPS IN THE RESEARCH 

 
FN was established to upsurge the political division 

and opinionated clashes. Identifying fake content 

early is one of the challenging phases in detection. 

Some of the following factors make the detection 

process challenging, 

 There is a limited number of fake content 

datasets available for analysis. Collecting your 

data and labeling contents are also challenging 

tasks. 

 FN contents contain heterogeneous data, such 

as textual and multimedia content. Therefore, 

applying the same feature learning model for all 

data types will reduce detection accuracy. 

 The kind of content count should be flagged. 

Possibility of gathering the contents and 

labeling instances of content in an unbiased 

manner. It is challenging to arrange efficiently. 

 Multi-linguistic and communicational data leads 

to misinformation in migration-related FN; it 

makes the automatic detection process 

challenging. So, the semi- automatic model is 

suggested by the developers. Availability of 

tools: The tools address migrant communities' 

issues. It processes the available small media 

organization's news contents for facts, checking 

a variety of languages. 

Dataset: These contents cover FN targeting migrants 

and suppressing other languages. The descriptions 

of AI decisions are always highly reliant on the target 

group 

 

Results 

The design of the questionnaire aims to establish a 

base on the knowledge of the respondents and to 

test their ability to detect fake news and clickbait 

posts. Fig 2. shows the answers to the question 

“What would you watch when you come home from 

work?”. The question specifies the situation when the 

person has come home from work. This part of the 

day is usually when a person is tired from the 

workday and is more susceptible to external 

influences. From Fig. 2a) it is noticeable that the age 

group of teens and 30s are the ones that are actively 

watching some form of television. Comedies and 

criminal movies and series are one of the most 

preferred forms of after-work relaxation while the 

daily news is not so preferred. Fig. 2b) shows that the 

respondents having a higher education prefer 

comedies, criminal movies and series, scientific 

documentaries, and watching the daily news. Shown 

in Fig. 3 are the types of news sources and their 

usage by the respondents. From the figure, it is 

notable that the three most used news sources are 

television, websites, and social media, and social 

media being the most common one. 

  

Newspapers and radio are at the bottom. The group 

of teens is actively using social media and it makes 

sense that this type of news source is the most used 

one in this age group, followed by websites. The age 

group of 20s is the primary using social media and 

websites as well, and turn to television the least. In 
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the age group of 30s the distribution among the 

three sources is even. 

 

 
 

V. CONCLUSION 
 

The review describes the characteristics of different 

Fake news contents and the performance of various 

DL and ML model-based FND approaches. The 

review shows that the NLP with DL models performs 

better than ML model-based detection. This study 

also discusses the various authors' contributions to 

FND and identifies some of the research gaps and 

challenges in the present models. To fulfill the 

research gaps and challenges in the construction 

FND model, it is very pertinent that the community 

makes relevant datasets and organizes the 

benchmark datasets accordingly. the use of social 

media to propagate fake news has increased 

tremendously. This has numerous negative 

consequences, and hence there is an urgent need for 

powerful automatic fake news identification 

mechanisms. This paper has discussed different 

characteristics and types of fake news in OSM 

networks. 

 

The proposed solution focuses only on detecting 

false connection and fabricated content out of the 

eight types of fake news found in OSM networks. 

However, as future work, the solution can be 

improved by developing more machine learning 

models or techniques for detecting other types of 

fake news. It might be technically challenging to 

detect some types while others, like image/video 

manipulation, can be accurately identified. Also, we 

can extend the solution to support multiple 

languages. Here the major challenge is preparing the 

datasets and building the models as there are no 

publicly available fake news datasets for most 

regional languages. 
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