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I. INTRODUCTION 
 

Since cloud storage options are becoming popular 

in per- sonal as well as commercial use, remotely 

stored data privacy and security have become issues 

of concern. Though the overwhelming majority of 

cloud vendors offer server-side encryption as an 

optional feature to protect user information, such 

protection necessarily means that the users must 

depend on third-party services. Such reliance creates 

vulnerabilities in that providers may even possess 

decryption keys or be compelled by governmental or 

judicial bodies to provide user information. 

 

To address these problems, client-side encryption 

has gained a lot of popularity. In this approach, the 

data is encrypted on the machine of the user prior to 

being uploaded to the cloud in a way that the 

decryption keys and plaintext data are with the user 

only and never leave the user’s control. This 

architecture significantly improves privacy and 

security by eliminating the need to trust the cloud 

provider with sensitive data. 

Cryptomator meets this need with an open-source, 

client- side encryption that is simple to deploy and 

aimed at individ- ual and small-group contexts. 

Because Cryptomator is open- source, in contrast to 

proprietary solutions, public auditability and 

community verification enable proving trust and 

trans- parency in the security architecture. 

 

The software employs a zero-knowledge encryption 

scheme where Cryptomator and the cloud service 

are not able to access the user’s encryption keys or 

data. Files are encrypted sepa- rately, with this 

enabling efficient synchronization through the 

utilization of cloud storage providers while 

minimizing data redundancy. Filenames and 

directory trees are also concealed to further enhance 

privacy. 

 

This paper offers an in-depth exploration of 

Cryptomator’s mechanism, its bare minimum 

required cryptography and how it can be used to 

real-life applications. Through examination of how 

Cryptomator is making file encryption secure and 

transparent, the paper attempts to indicate its 

strengths and examine its performance in offering a 

privacy-protecting cloud storage service. 
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II. CRYPTOGRAPHIC FOUNDATION 
 

Cryptomator’s encryption process is based on well- 

established cryptographic standards that provide a 

multi-level security against unauthorized reading. 

The following subsec- tions explain the most critical 

cryptographic components that form the essence of 

its secure design. 

 

A. AES-GCM Encryption 

Cryptomator uses the Advanced Encryption 

Standard (AES) with a 256-bit key size in 

Galois/Counter Mode (GCM) for file data encryption. 

AES is one of the most secure symmetric encryption 

algorithms, approved by the United States National 

Institute of Standards and Technology (NIST), and 

finds widespread application across various 

industries. In addition to ensuring confidentiality of 

the data by encrypting it, the GCM mode also verifies 

the integrity of the data using an authentication tag. 

In Cryptomator, each file is individually encrypted 

using a separate key, and as such, compromising one 

key does not expose other files within the vault. This 

design allows for efficient access and modification of 

individual files without the need to decrypt the entire 

vault. 

 

B. Key Derivation 

The password provided by the user is not directly 

used for encryption. Instead, Cryptomator employs 

the scrypt key derivation function to convert the 

password into a secure encryption key. Scrypt is a 

memory-hard function designed to resist brute-

force and dictionary attacks by requiring substan- 

tial computational resources. Its structure makes 

large-scale, automated password cracking 

significantly more difficult. By implementing scrypt, 

Cryptomator enhances the security of even relatively 

weak passwords by increasing the computa- tional 

effort required to compromise them. 

 

C. Vault and Metadata Structure 

In addition to encrypting the contents of files, 

Cryptomator also conceals file names and directory 

structures to preserve user privacy. This is 

accomplished using HMAC-SHA256, a keyed-hash 

message authentication code that protects metadata 

in a form that is unreadable and unlinkable to the 

original content. Files and directories are stored in an 

organized vault structure, where names, timestamps, 

and directory hierar- chies are encrypted. The vault 

includes a configuration file, masterkey.cryptomator, 

which securely contains the encrypted master key 

and other configuration information. This master key 

is necessary for decrypting the vault’s contents and 

is itself protected using a key derived from the user’s 

password. 

 

III. SECURITY ARCHITECTURE AND 

THREAT MODEL 

 
Cryptomator is designed to safeguard against 

attackers who gain access to encrypted documents 

in the cloud. Cryptomator is designed so that even if 

attackers download all the encrypted files, they are 

unable to read plaintext content without the user’s 

password. 

 

However, Cryptomator relies on the user’s local 

machine to be safe. It cannot shield against malware 

or keyloggers on the user’s system. Access pattern 

leaks and file sizes can leak indirect information to 

an attacker. 

 

IV. COMPARATIVE ANALYSIS 
 

The following section offers a comparative analysis 

of Cryp- tomator with other popular encryption 

software, i.e., VeraCrypt and Boxcryptor. Comparison 

has been done on the basis of certain parameters 

such as encryption granularity, cloud compatibility, 

source code transparency, platform support, and 

overall usability. 

 

A. VeraCrypt 

VeraCrypt is a free, robust disk encryption tool that 

is used for partition and full-disk encryption. 

VeraCrypt has support for various cryptographic 

algorithms like AES, Twofish, and Serpent, and 

provides users with the ability to create secure 

encrypted containers. VeraCrypt is optimally utilized 

when data security at a large level has to be offered, 

for instance, encrypting an entire operating system 

or external storage devices. 
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But VeraCrypt is not in its best use when used in 

conjunction with cloud storage services. Being a 

container-based encryp- tion utility, altering even a 

single file inside the container involves re-uploading 

the entire encrypted volume. This waste of handling 

file-level operations at the volume level makes it 

unsuitable for dynamic cloud storage environments 

where synchronization of files on a frequent basis is 

anticipated. Also, the bulkiness of its encryption 

algorithm may lead to decreased performance and 

increased bandwidth consumption in a cloud 

environment. 

 

B. Boxcryptor 

Boxcryptor is a fee-based service encryption 

software offer- ing file-level encryption to cloud 

storage solutions. Boxcryptor can smoothly work 

with other cloud systems like Google Drive, Dropbox, 

and OneDrive. It encrypts each file individu- ally 

before uploading the file to the cloud so 

synchronization is free from glitches and with less 

unnecessary data transfer. Though it has its technical 

strengths, Boxcryptor is closed- source and 

proprietary. This causes auditability and trans- 

parency issues because outside security researchers 

at the company cannot properly inspect its source 

code or vali- date the security of its encryption 

implementations. Though the company states zero-

knowledge architecture and utilizes widely tested 

cryptographic protocols like AES-256 and RSA, lack 

of open-source validation remains a weakness in 

very security-conscious environments. 

 

C. Cryptomator 

Cryptomator is unique in that it provides cross-

platform, open-source client-side encryption of files. 

While VeraCrypt implements full disk encryption, 

Cryptomator implements file- level encryption, 

where each file is encrypted individually, hence being 

far simpler to utilize across cloud storage systems. 

Because users can add, update, or delete files 

without invoking a re-encryption of the whole data 

set, syncing becomes faster, and overhead 

associated with transmitting data is reduced. 

 

Cryptomator employs AES-256 in Galois/Counter 

Mode (GCM) for encryption and scrypt for safe 

derivation of keys and HMAC-SHA256 for name and 

metadata obscuring. The software, as open source, is 

open to inspection and thereby gains trust by being 

audited by the community. Cryptomator also 

employs zero-knowledge design so that no 

encryption keys or sensitive data are ever revealed to 

the cloud provider. Regarding support for platforms, 

Cryptomator has clients available for Windows, 

macOS, Linux, Android, and iOS to provide 

accessibility to a huge number of users. The simple 

user interface also supports non-technical users who 

need secure cloud storage without having to go 

through volume encryption. 

 

V. CASE STUDY: VAULT TESTING 
 

Case Study: Vault Testing To assess Cryptomator’s 

real- world value and security promise, an 

experimental case study of its encryption and cloud 

syncing of a representative data set was conducted. 

A test directory with a diversified collection of 

documents consisting of text files, PDFs, images, 

spreadsheets, zip archives, and executable binaries 

was used. This mix was used to simulate that of a 

typical user’s storage of data and measure 

Cryptomator’s performance in encrypting 

consistently over a range of disparate file types. 

  

The test process involved creating a new 

Cryptomator vault on a Windows environment. After 

opening the vault, the test folder was mounted 

through the use of Cryptomator’s virtual drive API. 

The following were the most important observations: 

Filename and Directory Concealment: Cryptomator 

was able to conceal all the filenames and the names 

of the direc- tories. In an underlying filesystem 

perspective, files encrypted received arbitrary 

alphanumeric filename and directory paths that were 

made invisible. This mechanism lowers susceptibility 

to inference attack based on filename or directory 

path [1]. 

 

Uniform Encryption: Uniform encryption of all file 

types utilized AES-256 in Galois/Counter Mode 

(GCM) for uniform confidentiality and integrity 

verification of any content type. Uniformity prevents 

format-based vulnerabilities [2]. 

Metadata Protection: Cryptomator does not 

encrypt times- tamps (as this would have an effect 
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on synchronization behav- ior), but restricts 

metadata exposure by encrypting file names, file 

sizes (through padding), and directory structure. The 

vault structure separates content from user-visible 

data in order to provide increased protection from 

passive metadata analysis [3]. 

 

Cloud Sync: The vault was synced into a Google 

Drive folder through a regular sync client. At the time 

of transferring the vault on the cloud, no readable 

material, file names, or data structure could be 

observed from the dashboard on the cloud host. This 

checked the zero-knowledge idea — that the cloud 

host doesn’t know the user’s plaintext nor data 

structure [4]. 

 Obscured filenames and directory hierarchy. 

 Uniform encryption of file types. 

 Metadata leakage minimized by vault structure. 

Encrypted data was safely synced with Google Drive 

with- out disclosing any sensitive information. 

 

VI. SECURITY ANALYSIS 
 

Cryptomator has been subject to third-party security 

audits. Although its crypto foundation (AES, scrypt, 

HMAC) is secure, vulnerabilities include: 

 File size and access pattern leak. 

 Leakage of folder modification times. 

 Weakness due to poor user-specified passwords. 

Good passwords and secure local environments 

eliminate most such issues. 

 

VII. OPEN-SOURCE SUSTAINABILITY 
 

Cryptomator is developed by Skymatic GmbH and 

main- tained by a freemium model (free desktop, 

commercial mobile apps). The project is supported 

by: 

 Transparency and community audits. 

 Regular patching and updates. 

 Contributions from a worldwide developer 

community. 

Limited funding and dependency management are 

issues, but the open-source community is actively 

working on its development. 

  

 

 

VIII. CONCLUSION 
 

Cryptomator offers an open-source, safe way of file 

en- cryption before upload to the cloud, and clients 

are entirely in control of their data. Zero-knowledge 

design and client- side encryption provide a guard 

against sensitive information and encryption keys by 

unauthorized individuals. AES-256 encryption as well 

as scrypt key derivation function guarantee 

thorough security against improper use. 

 

Its simple and intuitive design ensures it is also 

usable by even non-technical clients, while the open-

source nature enables openness and community 

acceptance. Its encryption technique at the file level 

permits cloud synchronization effi- ciently, 

appropriate for cloud storage dynamics. 

 

While already a very effective privacy tool, additional 

de- velopments in the future such as secure sharing 

and enhanced resistance to access pattern analysis 

would only serve to make it more valuable. 

Cryptomator in general is a good and worthy 

solution for privacy-conscious users who wish to 

safeguard their data in the cloud. 
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