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Abstract- The imperative for robust academic integrity in the era of remote assessment has led to the
development of Intelligent Exam Supervision (IES), commonly known as smart proctoring. This monograph
provides an exhaustive analysis of the machine learning (ML) architectures and socio-technical frameworks
necessary for building scalable, effective, and ethically compliant IES systems. Part | establishes the theoretical
context, distinguishing between traditional and automated supervision, and examining the economic drivers
for ML adoption. Part Il delves into the core technological engine: the multimodal data pipeline. We detail the
collection, synchronization, and fusion of heterogeneous streams—including high-resolution video biometrics,
acoustic forensics, and low-latency keystroke dynamics—using advanced techniques like Temporal
Convolutional Networks (TCNs) and Cross-Attention Transformers, exploring the challenges of real-time edge
processing and sensor reliability. Part IV addresses the most critical domain: ethics, legal compliance, and
fairness. This section extensively analyzes global regulatory frameworks (GDPR, BIPA, CCPA, and emerging
frameworks in Asia-Pacific), the application of Adversarial Debiasing for algorithmic fairness, and the critical
role of Explainable Al (XAl) in generating justifiable, transparent audit trails (SHAP, LIME), including the formal
definition of the Cost of Misclassification and its policy implications. Part V explores the challenge of Adversarial
Machine Learning (AML) and the use of Generative Adversarial Networks (GANs) for defense hardening and
robust synthetic data generation. Part VIl conducts a deep analysis of the Psychological and Pedagogical Impact
on students, including the surveillance effect, the necessary curricular reform, and the detailed architecture of
the Human-in-the-Loop (HITL) system. Finally, the work concludes by advocating for a holistic socio-technical
design where technological innovation is inextricably linked to ethical governance and pedagogical necessity,
alongside the security imperatives of Post-Quantum Cryptography.
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I. CONTEXT, CHALLENGE, AND ECONOMIC
DRIVERS

1. The Paradigm Shift in Assessment Security

The digital transformation of education, drastically
accelerated by global events post-2020, has
fundamentally altered the landscape of high-stakes
assessment.  Traditional, synchronous, in-person
examinations provided intrinsic security barriers, such
as physical surveillance, photo ID checks, and controlled
environments. These controls relied heavily on the
physical co-location of the examinee and the
supervisor. The transition to remote, asynchronous
testing environments removed these barriers,
simultaneously increasing accessibility and creating
unprecedented vectors for academic misconduct
(Lanier, 2006). The challenge is not just replicating the
security of the physical classroom but building a
scalable, verifiable environment that respects student
privacy while operating across diverse hardware and
network conditions.

Intelligent Exam Supervision (IES) emerged not merely
as a replacement for human proctors, but as an entirely
new class of security solution. IES systems leverage the
computational power of Al to perform continuous,
objective, and scalable monitoring across millions of
remote sessions, overcoming the inherent limitations of
human supervision, such as fatigue, inconsistency, and
susceptibility to subjective bias (Gupta & Sharma,
2020). The adoption trajectory follows the classic
sigmoid curve, with initial institutional skepticism giving
way to widespread acceptance driven by the necessity
of maintaining certification and degree value in a
decentralized educational ecosystem. Furthermore, IES
offers ancillary benefits, providing granular data on
student engagement and time-on-task, which can
inform pedagogical adjustments long after the exam is
complete.

2. Defining the Threat Model in Remote
Assessments

International Journal of Science, Engineering and Technology

An Open Access Journal

The threat model in a remote assessment environment
is highly complex and multi-layered, necessitating a
multimodal detection approach. Modern cheating
methods are not isolated events but often involve
coordinated use of multiple resources, requiring the IES
system to correlate simultaneous anomalies across
sensor modalities:

Identity Fraud (Impersonation): A student uses a
stand-in to take the exam. This requires robust initial
and continuous biometric verification (Liveness
Detection, Facial Recognition) against the registered
identity template. This is a crucial defense against large-
scale contract cheating operations, where professional
exam takers are hired globally. Advanced
impersonation includes using high-resolution video
injection or deepfake technologies to spoof the camera
feed, necessitating texture and micro-movement
analysis (rPPG).

Unauthorized Resource Use (Digital): Accessing
prohibited websites, documents, virtual machines, or
communication channels. This is detected via browser
lockdown, system forensics, and /O monitoring.
Advanced threats involve kernel-level exploits,
manipulation of system clock synchronization, or
running proctoring software inside a sandboxed
environment where its access to system processes is
restricted. Detection is shifting from basic process
monitoring to advanced analysis of memory allocation
and inter-process communication patterns.

Unauthorized Resource Use (Physical): Using physical
notes, textbooks, unauthorized objects (e.g.
smartwatches, hidden earpieces), or communicating
with a second person (The "Ghost"). This is the primary
domain of Computer Vision and Audio Forensics, often
involving complex occlusion and camouflage tactics
(e.g., placing notes beneath a water bottle or using
reflective surfaces). Detection requires sophisticated
spatio-temporal action recognition and audio source
localization to distinguish valid environmental noise
from whispered communication.
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To accelerate adoption while mitigating risk, institutions
and regulatory bodies are exploring ‘"regulatory
sandboxes." These are controlled environments where
new IES technologies, particularly those involving
advanced XAl or RL, can be piloted with smaller,
consenting student groups under relaxed policy
constraints. This allows for rigorous testing of bias
mitigation and False Positive Rate (FPR) reduction
strategies before full production rollout, providing a
structured pathway for innovation and legal
compliance. The sandbox model encourages iterative
deployment, allowing stakeholders (students, faculty,
legal teams) to provide continuous feedback on
usability and fairness metrics. In practice, a regulatory
sandbox often involves a tiered deployment strategy:
Tier 1 (Low-stakes quizzes) uses the basic ML model
with XAl for auditing only; Tier 2 (Mid-stakes) involves
human-in-the-loop review of Al flags before
disciplinary action; and Tier 3 (High-stakes) is the full

production rollout after meeting pre-defined
performance thresholds (e.g, FPR across all
demographic subgroups). This phased approach

ensures the system’s integrity is validated under real-
world pressure while protecting student rights.

Il. ARCHITECTURE OF THE MULTIMODAL
DATA PIPELINE

Multimodal Sensor and Feature Extraction

The core technical challenge is the transformation of
high-volume, unstructured sensor data into robust,
low-dimensional feature vectors suitable for ML
classification while minimizing bandwidth usage. This
process must be highly fault-tolerant, compensating for
intermittent network connectivity and varying hardware
quality.

Video Forensics (V)

The webcam feed () is the richest but most
computationally demanding stream, often requiring
edge processing to maintain low latency.

Facial Embedding & Liveness:
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Architecture: Use a Squeeze-and-Excitation Network
(SENet) backbone for efficient feature extraction under
varying illumination and head movements. SENet
dynamically  recalibrates  channel-wise  feature
responses, improving robustness. To handle partial
facial occlusion (e.g., due to hand movements or props),
the model is pre-trained with synthetic occlusion masks
and employs an attention mechanism to focus feature
weight on unobstructed facial regions (eyes, nose,
mouth).

Output: A 512-dimensional embedding vector for
identity verification (trained with Triplet Loss) and a
Liveness  Score Advanced liveness detection
incorporates remote Photoplethysmography (rPPG),
which uses subtle color changes in the skin (invisible to
the human eye) caused by blood flow to derive a pulse
rate. A consistent, verifiable pulse rate is a near-
definitive indicator of a live human, successfully
countering deepfake and printed photo attacks. The
identity verification confidence is a critical input to the
overall risk score.

Head Pose & Gaze Estimation:

Input: 3D facial landmarks (e.g, MediaPipe or
OpenPose). Landmark detection must be robust to low-
resolution feeds.

Process: Perspective-n-Point (PnP) algorithm to
compute the 3D rotation matrix and translation vector .
Crucially, the coordinates of the eyes relative to the face
geometry are tracked to estimate the screen fixation
point. The system employs a Kalman filter to smooth
the temporal head pose data, reducing false positives
from natural micro-movements while still capturing
significant, sustained deviations.

Output: Euler angles represented as a temporal series .
The risk factor is derived from the duration of sustained
off-screen gaze: if the average angle exceeds a pre-
defined threshold for a continuous time period . This
risk factor is often normalized by the average gaze
deviation observed during the student's reading phase
of the exam, providing a personalized baseline.
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Action Recognition (Gestures/Object Use):

Architecture: SlowFast Networks are preferred over
simple 3D-CNNs. SlowFast utilizes a fast pathway (high
temporal resolution, low spatial sampling) to capture
quick motions (e.g., reaching for a phone) and a slow
pathway (low temporal resolution, high spatial
sampling) to recognize static context (e.g., object
presence). This fusion improves accuracy for complex
actions over short video clips (e.g., 64 frames). The
system is trained on thousands of examples of
authorized and unauthorized actions, including the use
of authorized scratch paper to avoid penalizing
legitimate behavior.

Output: A vector representing the probability
distribution over unauthorized objects/actions (e.g., , .
The system tracks bounding box coordinates for each
detected object, which are then used in the risk score
generation. The concept of contextual object tracking is
essential here, where the system monitors if the
bounding box for a prohibited object (e.g., phone)
moves into the operational zone of the student (e.g.,
near the face or hands).

Acoustic Forensics (A)

Audio streams ( sampling rate, mono) are crucial for
detecting communication and environmental changes.
Audio processing is highly sensitive to ambient
conditions and requires careful feature selection to
prevent environmental bias.

Pre-processing and Feature Extraction: Includes multi-
channel Deep Noise Suppression (DNS) using a
convolutional recurrent network (CRN) to isolate
human speech from ambient noise (keyboard clicks,
fans). After cleaning, the signal is converted to Mel-
Frequency Cepstral Coefficients (MFCCs), which are
robust features representing the spectral shape of
sound. The Perceptual Linear Prediction (PLP) features
are also often used for high-fidelity diarization, as they
model the human auditory system more closely.

Speaker Diarization and Source Localization: Using d-
vectors (speaker embeddings) derived from a pre-
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trained voice model (e.g., ECAPA-TDNN) to segment
audio and cluster voices, identifying (Student) and (The
Ghost). Furthermore, if the client device has a
microphone array, Sound Source Localization (SSL) is
used to triangulate the physical location of . A voice
originating from a fixed, distant location (e.g., a phone
hidden off-camera) carries a much higher risk weight
than a brief, proximate, and non-coherent sound. The
system tracks the number of unique, non-student
speakers detected in a window.

Speech-to-Text (STT) and NLP:

Architecture: A Transformer Encoder (e.g., a lightweight
BERT variant fine-tuned for academic content) is used
to transcribe and analyze the content of . The
transcription is performed using an efficient
connectionist temporal classification (CTC) decoding
layer. The STT engine is customized to recognize
domain-specific jargon (e.g., technical terms, specific
formulas mentioned in the course syllabus) to improve
forensic accuracy.

Output: A risk score based on the semantic content, the
presence of keywords (e.g., "answer," “formula,"
"search,” "next"), and the calculated Topic Coherence
(how closely the external speech aligns semantically
with the exam's subject matter). Sentiment Analysis is
also performed, as external voices exhibiting urgency or
instruction-giving tones often correlate highly with
cheating.

Behavioral Forensics (B)

System and Keystroke Dynamics data are high-fidelity,
low-volume time series, often acting as the first
indicator of digital malpractice.

Keystroke Dynamics Time Series: Captured metrics
include Dwell Time (), Flight Time (), and N-gram
Latency (the time taken to type a sequence of N
characters, e.g., 'th' or 'ing'). These features are
aggregated into a time-series feature vector . Typing
Pressure (if available from the device) is an advanced
feature for enhanced biometric signature. A deviation
from the personal baseline often occurs during
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copy/paste operations or when an impersonator takes
over the keyboard.

Mouse and Navigation Dynamics: The mouse is often
overlooked but provides rich behavioral data. Captured
metrics include Click Velocity, Cursor Trajectory
Smoothness, and Scrolling Speed. A student engaging
in unauthorized background activities often exhibits
rapid, erratic mouse movements (high velocity, low
smoothness) consistent with quickly navigating hidden
windows or virtual desktops. Conversely, a sustained
period of unnaturally low mouse movement combined
with a high gaze deviation score is a strong indicator of
a frozen screen or a second monitor/device usage.

System Forensics Log: Binary and categorical features
indicating system events: Window Focus Change,
Application Switch, Copy/Paste Events, and VM/Remote
Desktop detection flags (via APl calls checking
hardware IDs and virtual display drivers). This log is
serialized into a temporal feature vector . A crucial
security layer involves monitoring APl hooks;
unauthorized applications (like screen sharing tools)
often try to hook into the operating system's drawing
or input APIs, which can be detected by the IES client.

Temporal Synchronization and Cross-Attention
Fusion

Effective anomaly detection requires that all modalities
be aligned and integrated coherently, compensating for
inherent sensor lag and transmission jitter.

Temporal Alignment and Feature Normalization

A dedicated Synchronization Module uses the NTP-
synchronized timestamp of the capture device. All
extracted features () are aggregated into a unified
temporal sequence , where each frame is timestamped
. Due to varying sampling rates (Video at, Keystroke at
, Audio continuous), interpolation (for up-sampling
lower frequency data) and zero-padding (for sporadic
events like application switches) are used to create a
unified fixed-rate feature vector sequence for the fusion
model, typically sampled at or . This process involves
calculating rolling statistics (mean, variance, skewness)
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over the sampling window for continuous features to
retain temporal context during down-sampling.

Before fusion, all continuous feature vectors must
undergo Normalization to prevent modalities with
larger numerical ranges (e.g., video frame pixel counts)
from dominating the attention mechanism. Layer
Normalization is typically applied to the sequence
embeddings of each modality, stabilizing the hidden
state dynamics within the TCN and Transformer blocks.
This ensures that the weights learned by the Cross-
Attention layer truly reflect the importance of the
information rather than the scale of the input values.

Multimodal Fusion with Cross-Attention and TCNs

The most advanced IES systems use Attention
Mechanisms to dynamically weight the importance of
one modality based on signals from another. This allows
the model to reason across different sensory inputs.The
fusion layer uses a Cross-Attention Transformer Block.
Given the Vision features and Audio features , the
system computes an Audio-to-Vision attention map:

Here, the Query is derived from the Vision features (e.g.,
head pose), and the Key and Value are derived from the
Audio features (e.g., external speech probability). This
allows the visual model to focus on the moments the
student looks away only if an external voice is detected,
overcoming the high False Positive Rate of gaze-
tracking alone. A key addition is the use of Temporal
Convolutional Networks (TCNs) before the attention
block. TCNs, which utilize dilated causal convolutions,
are preferred over Recurrent Neural Networks (RNNs)
like LSTMs for modeling the feature sequence because
they offer superior parallelization (faster training) and
avoid the vanishing gradient problem over long

sequences, efficiently capturing long-range
dependencies across the exam duration. The TCN
processes each  modality's  temporal  series

independently, generating a refined temporal context
for the final Cross-Attention block. The final Fusion
Output is a single dense vector incorporating the
context-aware contributions of all synchronized
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modalities, which is then fed into the Anomaly Scoring
Model (ASM).

To formalize the context-aware fusion, the final fused
vector is represented as a weighted sum of the
unimodal outputs (where ):

Where is the dynamic attention weight for modality at
time , derived directly from the Cross-Attention
mechanism, ensuring that the final feature
representation is maximally informative based on the
detected cross-modal correlations.

l1l. MATHEMATICAL FOUNDATIONS OF
ANOMALY SCORING

The Anomaly Scoring Model (ASM) classifies the fused
feature vector to generate a risk probability .

Deep Metric Learning for Biometric Anomaly

Instead of training a simple classifier, biometric integrity
is maintained using metric learning to detect novel or
impersonated users.

Triplet Loss for Face Verification

The embedding model (SENet backbone) is trained to
ensure that the distance between a student's current
face embedding (Anchor) and their pre-registered
profile embedding (Positive) is minimized, while
maximizing the distance to any other student's
embedding (Negative).

Where is a positive margin (e.g., ). A flag is triggered
when

(threshold), signaling a significant shift in identity. The
continuous nature of this metric allows for dynamic
recalibration during the exam if lighting conditions
change naturally. A robust implementation includes
Adaptive Margin Triplet Loss, where is adjusted based
on the difficulty of the embedding pair, pushing the
model to learn tighter clusters for easily distinguishable
identities and focusing harder on ambiguous cases.

Keystroke Biometric Verification
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Keystroke dynamics, which are inherently multivariate
time series, can be verified using the Mahalanobis
Distance (). This distance measures how many standard
deviations a point is from the mean of a distribution,
accounting for the crucial feature covariance.

For a new keystroke vector (e.g., Dwell and Flight times
for the last 5 characters) and the student's historical
baseline mean vector and covariance matrix :

A large indicates the current typing is statistically far
from the student's learned pattern, signaling potential
impersonation or ghost typing. The initial baseline () is
established during a low-stakes pre-enrollment typing
session. However, human typing behavior drifts over
time (due to muscle fatigue or changes in keyboard).
Therefore, the system uses an Exponentially Weighted
Moving Average (EWMA) to continuously and slowly
update the baseline statistics, allowing the model to
adapt to genuine, gradual changes in the student's
typing rhythm while retaining sensitivity to sudden,
dramatic shifts indicative of impersonation. The inverse
of the covariance matrix, , is what differentiates from
Euclidean distance, as it correctly weights the features
based on how they vary together (e.g., if Dwell time and
Flight time are usually highly correlated, an
uncorrelated typing burst is highly suspicious).

Sequential Anomaly Analysis: Hidden Markov
Models (HMMs)

While deep learning captures instantaneous patterns,
Hidden Markov Models (HMMs) are highly effective for
modeling the sequence of student actions (e.g., the
pattern of mouse clicks, window switching, and typing
bursts).

An HMM models the student's behavior as a sequence
of hidden states (e.g, =Reading, =Answering,
=Suspicious Activity) that generate observable outputs
(e.g., keystroke rate, gaze angle). The core of the model
lies in two distributions:

Transition Probabilities : .

Emission Probabilities : .
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The model parameters are learned from sequences of
‘normal’ student behavior using the Baum-Welch
algorithm (a specific case of the Expectation-
Maximization algorithm). This iterative procedure
maximizes the likelihood of the observed sequences
given the model. The cheating probability is derived by
calculating the likelihood of the new observation
sequence given the model parameters. A significantly
low likelihood indicates an anomaly. HMMs are
particularly strong at identifying deviations from
expected behavioral flow, such as an abrupt, long
transition from the ‘Answering' state directly to a highly
complex and unusual sequence of 'Application Switch'
and 'Typing Burst' states.

Unsupervised Anomaly Detection: Isolation Forest

For system logs and rare behavioral events, where
labeled cheating data is scarce, unsupervised methods
are preferred. Isolation Forest (iForest) is highly efficient
for high-dimensional outlier detection.

iForest works by recursively partitioning the data space
by randomly selecting a feature and a split value.
Anomalies, being rare and different, are typically
isolated in fewer splits (shorter path length ) closer to
the root of the resulting decision tree (Isolation Tree).
The anomaly score is based on the path length
compared to the average path length for a given
number of external nodes in the isolation trees:

A score indicates a high probability of an anomaly,
requiring few splits to isolate the data point. This is
applied to system log feature vectors to detect VM or
hidden process attempts, which present as statistically
isolated points in the feature space of system call
signatures. Unlike density-based methods (like Local
Outlier Factor or -Nearest Neighbors) which struggle in
high dimensions, iForest is computationally lightweight
and linear in complexity, making it ideal for the real-
time processing of sparse and high-dimensional log
data where the ratio of normal-to-anomaly data is
extremely skewed. Its robustness stems from its use of
subsampling, which reduces swamping and masking
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effects often observed in other outlier detection

techniques.

Temporal Classification and Bayesian Risk
Aggregation

The final unified feature vector is processed by a
temporal classifier (often a Bi-directional LSTM or 1D
CNN over the time axis) to output the probability of
cheating at time, , where denotes the event of cheating.

Time-Integrated Risk Score

The total risk score for the exam is not a simple
maximum, but a time-integrated metric:

Where is a time-based weight function, often penalizing
sustained anomalous behavior over transient events.
may also incorporate the confidence of the fusion
model. A common enhancement is the use of a Recency
Weighting Function, where more recent anomalies are
given disproportionately higher weight (e.g., an
exponential decay function on time), acknowledging
that misconduct immediately prior to submission is
often more decisive than early, brief distractions.

Bayesian Risk Aggregation

A more sophisticated approach uses Bayesian inference
to update the belief in cheating over time. Starting with
a prior probability (e.g., the global cheating rate), the
posterior probability is updated upon each observation
of the risk score derived from . The final, aggregated
belief is the result of continuous Bayesian updating:

Here, is the likelihood of observing the current risk
score given that cheating is occurring. This method
naturally integrates sequential evidence and provides a
more rigorous, constantly updated probability of guilt.

Sequential Probability Ratio Test (SPRT)

To determine the optimal time to flag an anomaly, a
Sequential Probability Ratio Test (SPRT) can be
employed. This formal hypothesis test provides a
mathematically sound stopping rule for the exam
session, often utilized for high-stakes, time-sensitive
interventions. SPRT sequentially calculates the log-
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likelihood ratio between the hypothesis (Cheating is
occurring) and (Normal behavior):

The test stops and triggers a flag (rejects ) when crosses
an upper boundary , or stops and clears the student
(accepts ) when drops below a lower boundary . These
boundaries and are mathematically determined by the
maximum acceptable False Positive Rate () and False
Negative Rate ():

By setting a strict, institutionally-defined (e.g., for FPR),
the SPRT ensures the final decision is made with the
minimum possible number of observations required to
satisfy the strict confidence level, maximizing both
security and efficiency.

Statistical Confidence using Monte Carlo Dropout

The system must not only output , but also a
Confidence Interval (Cl). Let be the integrated risk and
be its variance. This variance is calculated using Monte
Carlo Dropout (MCDO). During inference, the dropout
layers in the deep learning classifier are kept active,
generating slightly different predictions over forward
passes (e.g., ). The variance of these predictions
provides a statistical measure of the model's
uncertainty (). The final decision threshold is set relative
to this interval.

This ensures that the system only flags sessions where
the risk score is statistically high even at the lower
bound of the confidence interval. By requiring high
confidence (low ) for flagging, this mechanism
drastically minimizes the critical False Positive Rate,
which is the paramount ethical and legal concern.

IV. ETHICS, LEGAL COMPLIANCE, AND
ALGORITHMIC FAIRNESS
The ethical and legal architecture is as crucial as the
technical one. IES operates in the sensitive intersection

of student rights, data privacy, and academic standards,
demanding a compliance-by-design approach.

Global Biometric Data Regulations
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The core legal challenge is the use of biometric data
(face geometry, keystroke dynamics, voice print)
classified as sensitive personal information (SPI). Global
deployment requires compliance with a patchwork of
non-harmonized privacy regimes.

The Tri-Jurisdictional Challenge (GDPR, BIPA,
CCPA) and Emerging Frameworks

GDPR (EU): Requires explicit, informed, and separate
consent for biometric data (Article 9). Mandates the
Right to Erasure and strict limitations on cross-border
data transfer. Requires Data Protection Impact
Assessments (DPIAs) before deployment to identify and
mitigate privacy risks. The concept of 'Purpose
Limitation' is key: data collected for proctoring cannot
be repurposed for marketing or general surveillance,
and all collected data must be strictly necessary for the
purpose.

BIPA (lllinois, USA): The most stringent state law.
Mandates a written release that informs the subject of
the specific purpose and duration of collection.
Crucially, BIPA mandates a public, written retention
schedule and guidelines for the permanent destruction
of identifiers and data when the purpose has been
satisfied (e.g., within 30 days post-exam). Litigation risk
under BIPA is high, forcing IES providers to adopt the
most conservative retention practices globally.

CCPA (California, USA): Defines biometric data as
sensitive PIl. Grants consumers the Right to Opt-Out of
the sale or sharing of their information, forcing IES
vendors to clarify that their data is not monetized.
Furthermore, CCPA grants the Right to Know what
specific pieces of personal information have been
collected.

Emerging Asia-Pacific Frameworks (e.g., India's DPDP
Act, Australian Privacy Act): These regulatory acts often
mandate data localization (storage within national
borders) for sensitive data like biometrics, complicating
global cloud deployment. Compliance requires
establishing regional micro-cloud endpoints (Part VI) to
ensure data-in-rest remains within the required
jurisdiction. Furthermore, these frameworks often

© 2026 Shruthi SV, This is an Open Access article distributed under the terms of the Creative Commons Attribution License

(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the

original work is properly credited.



Shruthi S V, 2026, 14:2
ISSN (Online): 2348-4098
ISSN (Print): 2395-4752

impose requirements for notifying the regulator of
high-risk processing, which IES, due to its surveillance
nature, often falls under.

Technical Compliance Strategy: Pseudonymization,
Data Minimization, and Localized Retention. To comply,
raw video and audio must be immediately destroyed
after feature extraction at the edge or ingestion
gateway. Only the derived, pseudonymized feature
vectors, non-biometric log data, and the cryptographic
hash of the biometric template (for verification) are
retained. Retention periods must be strictly enforced via
automated deletion mechanisms and auditable,
immutable logs stored in WORM storage (Part V).

Privacy-Preserving Al (PPAI) Techniques

Advanced IES systems must move toward PPAI to
ensure compliance and trust, shifting the burden of

trust from institutional policy to mathematical
guarantees.
Differential Privacy (DP): Adding mathematically

provable noise (Laplace or Gaussian) to the aggregated
model updates during Federated Learning (Part V) such
that the contribution of any single student's data
cannot be inferred from the global model parameters.
This guarantees privacy at the aggregate level, crucial
when developing fairness models based on sensitive
subgroup statistics.

Homomorphic Encryption (HE) Implementation: HE
allows computations (e.g., polynomial addition and
multiplication) to be performed directly on encrypted
ciphertexts . For IES, the feature vector is encrypted
client-side using a public key. The cloud-based ASM
performs the weighted summation and classification
logic entirely on the ciphertext . Only the output risk
score is returned, and only the client (or authorized
university auditor) possessing the private key can
decrypt the final result. Implementation Challenge: Fully
HE schemes (FHE) are computationally expensive, often
incurring a to overhead. Therefore, IES typically uses
Somewhat Homomorphic Encryption (SHE) or Level-
Homomorphic Encryption (LHE) optimized for the
specific, shallow decision trees or linear layers of the
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final ASM, offering a practical trade-off between speed
and perfect privacy.

Federated Learning in Practice: When used for
biometric baseline training, Federated Learning
typically uses the Federated Averaging (FedAvg)
algorithm. Each device computes local model updates
(gradients) based on its user's unique typing or face
data. These local updates, , are then aggregated by the
central server:

Where is the global model weight vector, is the learning
rate, is the number of participating clients, and is the
data weighting factor. This process ensures the global
model's accuracy improves while the sensitive training
data remains siloed on the student's device.

Algorithmic Bias Mitigation and Fairness

Bias in IES models can lead to Disparate Impact, where
the False Positive Rate (FPR) is significantly higher for
protected groups (e.g. based on skin tone, disability
status, or gender due to environmental factors like
lighting, socio-economic status reflected in hardware
quality, or prescribed accommodations). This systemic
unfairness undermines the legitimacy of the assessment
process and carries significant legal risk.

Quantitative Fairness Metrics and Calibration

IES systems must be audited using specific metrics
across demographic subgroups:

Equal Opportunity Difference (EOD): The difference in
True Positive Rate (Recall) between the most privileged
group and the least privileged group . This ensures
equal ability to correctly identify misconduct regardless
of group

Target: EOD .

Predictive Equality (PE): The difference in False Positive
Rate (FPR) between groups. Minimizing this s
paramount for ethical acceptance, as high FPR penalizes
innocent students, potentially leading to wrongful
accusations.

Target: PE .
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Demographic Parity Difference (DPD): The difference in
the overall positive outcome rate (flagging rate)
between groups.

A large DPD indicates a systemic issue in either the
model or the underlying testing conditions for one

group.

Calibration: Beyond simple rate metrics, Calibration is
critical. A model is well-calibrated if, among all students
for whom the model predicts , exactly 80% actually
cheated. Poor calibration means the score is misleading.
Intersectional fairness requires auditing these metrics
across compound protected attributes (e.g., Black
students using low-resolution cameras in low light) to
ensure bias isn't hidden within broader groups.

Technical Debiasing: Adversarial Networks and
Feature Selection

One method to enforce fairness is Adversarial
Debiasing. The ML pipeline is adapted to include an
auxiliary neural network, the Bias Classifier ().

The primary Feature Extractor () is trained to generate
feature vectors .

The Bias Classifier () is trained to predict the protected
attribute (e.g., skin tone, gender) from .A

Gradient Reversal Layer (GRL) is placed between and .
During backpropagation, the gradients from are
reversed before updating the weights of . This process
forces to create features that are highly predictive of
cheating but simultaneously fail to be predictive of the
protected attribute. The result is a generalized, fair
feature vector that cannot be used to infer sensitive
demographic data, promoting fairness by design. A
major challenge in this approach is the ethical dilemma
of acquiring the ground truth labels for protected
attributes (e.g., skin tone) needed to train ; often,
surrogate metrics (like image luminance or texture
statistics) must be used.

The Imperative of Explainable Al (XAl)

XAl is the bridge between a complex ML score and a
human-understandable disciplinary process. Without
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XAl, the system violates the spirit of GDPR Article 22
(the Right not to be subject to a purely automated
decision) and undermines the student's right to appeal
by providing no mechanism for technical counter-
evidence.

Defining the Cost of Misclassification ()

The ultimate policy decision regarding a disciplinary
flag is determined by the Cost of Misclassification, . This
formalizes the ethical priority of minimizing False
Positives (FP) over False Negatives (FN).

The ratio is a policy decision (not a technical one). Since
a False Positive (wrongful accusation, institutional
damage, legal risk) carries a much higher ethical and
administrative cost than a False Negative (a cheater
goes free), IES systems mandate . The role of XAl is to
provide the transparent audit trail that quantifies the
actual risk, allowing the institutional Disciplinary
Committee (the Human-in-the-Loop) to determine if
the expected loss of a False Positive is justified by the
provided evidence.

Local Explanations with LIME

LIME (Local Interpretable Model-agnostic Explanations)
is used to generate a simplified, localized model (e.g., a
linear regression) that approximates the deep learning
model's behavior for a single, specific flag event. The
explanation is local, meaning it is only valid for that
specific instant in time. This is critical for generating the
"smoking gun" evidence needed by a human reviewer.

The LIME framework perturbs the input feature vector
and weights the resulting model predictions by
proximity to the original input. It then trains a simple
linear model to explain the complex model :

Where is the fidelity loss, is the class of interpretable
models, is the proximity measure, and is the complexity
of . The output for a human reviewer might be: "Flag
triggered at 14:03:22 with . The decision was driven by:
(1) High-confidence detection of unauthorized mobile
phone (Weight: +0.65), (2) Gaze deviation exceeding 10
seconds (Weight: +0.20), and (3) A sudden drop in
keystroke rate coinciding with external audio (Weight:
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+0.15). Keystroke biometric confidence was nominal
(Weight:)." The XAl/Audit Service (Part VI) must present
the reviewer with the associated, time-synchronized,
anonymized video/audio clip and the LIME explanation,
enabling rapid validation.

Global Feature Importance with SHAP and
Counterfactuals

SHAP (SHapley Additive exPlanations) values, derived
from cooperative game theory, assign an exact
contribution value to every feature for a specific
prediction, ensuring the model's overall logic is
consistent and auditable across the entire feature
space. The SHAP value for a feature is calculated by
averaging the marginal contribution of that feature
across all possible feature subsets :

Where is the prediction output (value function) using
only the features in set . SHAP values are essential for
the annual audit of system fairness and for model
maintenance, revealing feature drift or reliance on
spurious correlations. Additionally, Counterfactual
Explanations are used: generating a hypothetical
minimal change to the student’s behavior () that would
have resulted in a non-flag outcome. For example: "If
you had looked at the screen 5 seconds earlier
(reducing ), the flag would not have been triggered.”
This provides actionable, intuitive information for
appeals.

V. ADVANCED SECURITY AND MODEL
HARDENING AGAINST ADVERSARIAL
ATTACKS

The primary vulnerability of deep learning models is
their susceptibility to Adversarial Machine Learning
(AML), where an attacker introduces subtle, humanly
imperceptible perturbations to the input data to
manipulate the model's output. Successful AML against
IES can lead to complete evasion (False Negative) or,
worse, wrongful accusation (False Positive).

Understanding Adversarial Attacks in IES
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Adversarial attacks in the IES context exploit the high-
dimensionality and non-linearity of deep neural
networks:

Evasion Attacks (Targeting Face Recognition): The
student attempts to bypass detection during the exam.
A common example is the Adversarial Patch Attack,
where a small, specially colored, and textured sticker is
placed near the webcam. This patch is mathematically
engineered to be misclassified by the SENet facial
embedding model as a known positive identity (False
Negative, evasion) or a non-human artifact (disabling
the liveness score). These attacks are often white-box
attacks where the attacker has some knowledge of the
model's architecture.

Poisoning Attacks (Targeting Baselines): The attacker
introduces malicious, mislabeled training data during
the model training phase (e.g., submitting deliberately
false 'normal' behavior data during a supervised pre-
test) to skew the model's decision boundary. For
instance, poisoning the keystroke baseline data with
erraticc non-human typing patterns increases the
statistical variance , making future genuine cheating
attempts fall within the now-enlarged 'normal’ bounds,
leading to False Negatives.

Model Extraction Attacks (Targeting Intellectual
Property): The attacker repeatedly queries the black-
box IES model (e.g., submitting hundreds of slightly
varied keystroke or video inputs) and observes the
probability score . By analyzing the input-output
mapping, the attacker can reconstruct a functional copy
of the model, which can then be used to engineer
optimal evasion attacks offline. This risks not only
security but the intellectual property of the IES vendor.

Defense Strategy 1: Adversarial Training and
Regularization

The most effective defense against evasion attacks is to
proactively harden the model by training it on
synthesized adversarial examples.

Adversarial Training
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This process involves generating a small perturbation
on the input feature vector that maximizes the model's
loss function :

The model is then re-trained on the augmented dataset
, forcing it to correctly classify the perturbed data. This
defense increases the robustness radius of the model
around normal feature vectors. However, a key trade-
off exists: improving robustness against adversarial
attacks can sometimes lead to a slight decrease in the
model's accuracy on clean, unperturbed data, a
phenomenon known as the Robustness-Accuracy
Tradeoff. Managing this balance is a continuous
engineering challenge.

Feature Squeezing and Input Reconstruction

For video and audio inputs, two simple yet powerful
defenses are employed at the data ingestion layer:

Feature Squeezing: Reducing the color depth (e.g., from
256 to 16 values per channel) or smoothing the input
with a spatial filter (Gaussian kernel). Adversarial
perturbations, which often rely on high-frequency noise
and slight color shifts, are 'squeezed out' of the feature
representation because the defense removes the low-
magnitude features that the perturbation relies on.

Autoencoder Reconstruction: Using a denoising
Autoencoder pre-trained on clean, unperturbed data to
reconstruct the input . If the difference between the
input and the reconstructed output is statistically
significant (measured by a reconstruction error
threshold), the input is flagged as potentially adversarial
and diverted to a specialized, hardened classifier or
human reviewer.

Defense Strategy 2: Generative Adversarial
Networks (GANs) for Synthetic Data

GANs are critical for addressing the data scarcity
problem inherent in cheating detection, namely, the
difficulty in obtaining large, diverse, and ethically
sourced datasets of real-world cheating events.

GAN-Based Data Augmentation
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A GAN consists of two neural networks: a Generator ()
and a Discriminator ().

The Generator creates synthetic data points (e.g.
synthetic video clips of complex cheating scenarios
involving novel objects or movements).

The Discriminator attempts to distinguish between the
real cheating data and the synthetic data . The two
networks are trained iteratively until produces data that
cannot distinguish from real data. This synthetic data is
then used to augment the IES training set, dramatically
improving the model's generalization capability to
novel, complex cheating tactics without requiring the
surveillance of thousands of new students.

Cryptographic Resilience and Post-Quantum
Security

The sensitive nature of long-term biometric identifiers
requires cryptographic solutions that can withstand
future computational advances and ensure the non-
repudiation of audit data. The primary security
mechanisms are:

Post-Quantum Cryptography (PQC): The long-term
storage of encrypted biometric templates (embeddings
) for decades demands PQC. Lattice-based
cryptography (e.g., CRYSTALS-Kyber) is used for key
encapsulation and secure key exchange during the
initial enrollment and biometric comparison phases due
to its superior efficiency. For digitally signing the
immutable audit logs, hash-based signatures (e.g.
XMSS or SPHINCS+) are deployed. These are generally
slower but offer the highest level of trust due to their
rigorous mathematical foundation, ensuring the non-
repudiation of the historical record against quantum-
enabled forgery.

Immutable Audit Trails with Blockchain: The final
session metadata, the total risk score The LIME/SHAP
summary hash, and the SHA-256 hash of the full WORM
log file are recorded as an immutable transaction on a
permissioned blockchain (e.g., Hyperledger Fabric). This
non-repudiable  audit trail, timestamped and
cryptographically signed (ideally with PQC signatures),
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enhances trust and legal defensibility by providing
verifiable proof to all stakeholders (student, institution,
regulator) that the data has not been tampered with
post-facto.

V1. OPERATIONALIZATION AND CLOUD
INFRASTRUCTURE FOR SCALABILITY

Deploying a global, real-time IES system requires a
highly robust, low-latency, and elastic cloud
infrastructure, moving far beyond simple monolithic
application deployment. The architecture must
prioritize security, fault-tolerance, and geographic data
compliance.

Real-Time Stream Processing Architecture

The sheer volume of concurrent exams requires an
event-driven, real-time stream processing platform to
handle the ingested data before it reaches the
microservices.

Data Ingestion with Apache Kafka

All raw, ephemeral sensor data (video chunks, audio
snippets, keystroke logs) are immediately pushed into a
durable, distributed message queue system like Apache
Kafka or a cloud-equivalent (e.g., Google PubSub). The
ingestion gateway acts as a high-throughput producer,
partitioning the data streams by session_id.

Benefit: Decoupling and Backpressure Handling. Kafka
decouples the data producers (student devices) from
the data consumers (the feature extraction
microservices). If a VFE service experiences temporary
overload (backpressure), Kafka buffers the incoming
data, preventing data loss and ensuring the system can
process the backlog without crashing.

Stream Processing with Apache Flink

The raw data streams are consumed by a stream
processing engine, such as Apache Flink, which
performs essential early-stage, stateful tasks:
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Windowing and Synchronization: Flink aggregates the
multimodal data streams (e.g., 5 seconds of video,
audio, and keystroke events) into time-synchronized
windows for the Feature Fusion Service.

State Management: Flink maintains the transient state
(e.g., the last 10 seconds of head pose data) across
these windows, critical for calculating temporal features
like .

Anomaly Pre-screening: Basic, fast algorithms (e.g., a
simple threshold on or a rapid Forest check on system
logs) can be run on the Flink layer to immediately drop
or flag low-risk or obvious high-risk packets, conserving
GPU resources on downstream microservices.

Microservices Architecture on Kubernetes

The complexity and computational demands of the
multimodal pipeline necessitate a microservices
architecture managed by an orchestration platform like
Kubernetes (K8s).

Microservice

Function

ML Component

Sealing Requirement

Ingestion Gateway

Fecarves raw stream
data (video, audic,
logz).

HNene (Data Router).

Highly Elastic (Scales
with concurrent exams).

Video Feature

Fams SENat, SlowFast,

Dieep Leaming (GPUJ

Seales vertically and

Extractor (VFE) PnP. required). honzontally; requirss

GPU/TFU nodes.

RNNT:
(CPUIGPU-optimizad).

Audio Featurs
Extractor (AFE)

Famns DINE, Diarization,
STT (Transformer
Encoder).

Seales honizontally with
andio bandwidth.

Feature Fusion Service | Faums Symchronization Attention Machanizm.
(FFS) and Cross-Attention

Transformer.

CPUFAM Intensive;
requires consistent node
proximity to VFE/AFE.

Anomaly Scoring Rams LETM/ID CNN, Temparal Metric ML High priority, very low

Model (ASM) computes B_{total}}, latency; scales with FF8
DM, iForest output.

XA Andit Service Granaratss SHAPTLIME Post-hoe ML. High latency tolarance;

(XAS) axplanstions. cam be batch-processed

post-exam

Kubernetes and Service Mesh Benefits: K8s ensures self-
healing and horizontal auto-scaling. To enhance
security and observability, a Service Mesh (e.g., Istio or
Linkerd) is overlaid on the K8s cluster. The Service Mesh
provides mutual TLS (MmTLS) encryption between all
microservices, ensuring that even intra-cluster
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communication is secured and verifiable. It also
provides granular traffic routing, critical for A/B testing
new model versions without impacting production.

Data Warehousing, Retention, and Immutability

The data lifecycle for IES must adhere to strict legal
mandates (BIPA) and security principles.

Data Retention Policies
All data is categorized and subject to auto-expiration:

Raw Biometric Data (Video/Audio): Zero-retention
policy post feature extraction (destroyed within
seconds/minutes). This is enforced by ephemeral
storage volumes on the ingestion nodes.

Derived Biometric Templates (): Encrypted with PQC;
retained only for the duration specified by institutional
policy (typically 1-5 years for identity re-verification, or
per BIPA mandate) and then permanently wiped via a
cryptographically secure erasure process (e.g., multiple-
pass overwriting).

Audit Logs/Risk Scores: Encrypted, non-biometric
session data (the XAl summary and feature vectors);
retained for legal and academic auditing (typically 7
years). These are the only data points recorded to the
immutable Blockchain ledger (Part V).

Immutable Storage Design

Audit logs are stored in a Write-Once-Read-Many
(WORM) storage system (e.g., immutable buckets in
cloud storage). This storage physically prevents
retroactive deletion or alteration of the digital chain of
evidence. Before storage, the XAl/Audit Service
calculates a hash of the log file and cryptographically
signs it using the institution's private key. This non-
repudiable, signed, and timestamped log enhances
trust and legal defensibility by providing verifiable
proof to all stakeholders.

VII. PSYCHOLOGICAL, PEDAGOGICAL, AND
CURRICULAR IMPACT

The deployment of IES systems is not solely a technical
matter; it introduces significant psychological stressors
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and necessitates a review of pedagogical practices. The
system must be designed to minimize harm while
maximizing integrity.

The Psychology of Surveillance and Test Anxiety

The presence of continuous, Al-powered surveillance
fundamentally alters the student's testing environment
and psychological state.

Increased Cognitive Load and Performance Impact

The awareness of being monitored ("surveillance
effect") can increase baseline anxiety, leading to a
higher cognitive load. This is rooted in the Yerkes-
Dodson Law, where high arousal (anxiety) leads to sub-
optimal performance on complex cognitive tasks. This
may manifest as subtle changes in keystroke dynamics
or gaze patterns that are not indicative of cheating but
rather test anxiety. If the IES model is not robustly
trained on diverse anxiety patterns, this can lead to
unwarranted high scores, creating a self-fulfilling
prophecy of suspicion. Furthermore, the "Choking
Under Pressure” phenomenon is exacerbated, as
students dedicate working memory capacity to
monitoring their own compliance instead of focusing
on problem-solving.

Behavioral Compliance and Learned Helplessness

Students may modify their natural test-taking behavior
(e.g., avoiding looking away to think, suppressing
natural physical movements) to conform to the IES
system's 'normal’ baseline. This behavioral compliance
can detract from performance and, in the extreme, lead
to learned helplessness, where students feel they have
no control over the outcome of the supervision process,
even if they are honest. Curricular reforms must
acknowledge this pressure, and IES systems should be
designed with an 'opt-in' or 'transparent’ mode that
clearly indicates when data is being collected and what
specific behaviors are being monitored, reducing the
perceived opacity of the surveillance.

The Human-in-the-Loop (HITL) Framework
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Given the high ethical cost () of a False Positive, IES must
operate under a Human-in-the-Loop (HITL) framework.
The Al generates a flag and evidence; the human
reviewer makes the final disciplinary decision.

HITL Reviewer Interface Design and Cognitive Load

The effectiveness of the HITL system relies heavily on
the interface design, which must minimize the cognitive
load of the human reviewer while maximizing the
signal-to-noise ratio of the evidence presented.

The HITL interface provides:

The Risk Score () and Confidence Interval (): The
quantitative trigger for review.

The LIME/SHAP Explanation: The concise, localized list
of feature weights that drove the decision (e.g., "Phone
detected, Gaze high").

The Time-Synchronized Evidence Clip: A short (e.g., 10-
second) video/audio clip, synchronized to the moment
of the anomaly, with bounding boxes and transcriptions
overlaid.

Counterfactuals: Suggestions on what behavior would
have prevented the flag.

The cognitive task is one of rapid validation: does the
visual/audio evidence support the quantitative XAl
explanation? This system ensures that the Al serves as
an objective, scalable filter, and the human provides the
final judgment and ethical accountability.

Pedagogical Implications and Curricular Reform

IES forces institutions to re-evaluate the purpose and
design of high-stakes assessments. If a test is easily
“cheatable" even with IES, the test itself, not just the
proctoring, is flawed.

Shifting from Recall to Application and Authentic
Assessment

If IES is successful at preventing unauthorized resource
use, the focus of assessment must shift away from rote
memorization and recall (which are easily cheated via
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external resources) toward higher-order cognitive skills.
Assessments should be redesigned to focus on:

Synthesis and Evaluation:
requiring synthesis of
justification of choices.

Complex case studies
multiple concepts and

Creation: Designing a novel solution, model, or code
that cannot be found via a simple search query,
demanding unique critical thinking.

Open-Book/Open-Web, High-Level  Assessment:
Designing exams that permit the use of external
resources but require such advanced application or
critical comparison that the external resources do not
directly provide the answer. The challenge shifts from
finding the answer to knowing how and where to find it
and applying it correctly.

Personalized Adaptive Proctoring (PAP) via
Reinforcement Learning

Current IES systems rely on global risk thresholds,
failing to account for individual behavioral
idiosyncrasies. Personalized Adaptive Proctoring (PAP)
uses Reinforcement Learning (RL) to tailor the risk
threshold to each student's established ‘'normal’
baseline.

RL Agent Formulation: The RL agent's action space
includes setting the dynamic risk threshold based on
the state (student's current feature vector and historical
risk profile). The reward function is based on the final
human review (True Positive False Negative False
Positive), allowing the system to learn personalized
policies that maintain security while minimizing
personalized FPR. The use of a Dueling Deep Q-
Network (DQN) is recommended for efficient policy
optimization in this high-dimensional state space.

VIIl. CONCLUSION

Intelligent Exam Supervision is an essential, rapidly
evolving socio-technical system supporting the
infrastructure of modern e-learning. The development
of next-generation IES demands a move toward highly
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sophisticated technical solutions: multimodal deep
learning architectures including Cross-Attention
Transformers and Temporal Convolutional Networks
(TCNs) for feature fusion, and SlowFast Networks for
action recognition backed by rigorous mathematical
principles for anomaly scoring (Bayesian aggregation,
SPRT, Mahalanobis Distance, HMMs) and statistical
confidence limits derived from Monte Carlo Dropout.
The operational challenge is being met through resilient
Kubernetes-based microservices, a hybrid Edge-Cloud
processing model, the use of Service Mesh architectures
for robust internal security, and real-time stream
processing with Kafka and Flink for reliable data
handling.

Crucially, the long-term viability and ethical acceptance
of IES are predicated on uncompromising adherence to
global privacy laws, proactive deployment of
quantitative fairness metrics, the use of technical
debiasing strategies, and the adoption of Privacy-
Preserving Al (Homomorphic Encryption, Federated
Learning). The deployment of Post-Quantum
Cryptography and GAN-based defense hardening
ensures resilience against future adversarial threats.
Finally, the effective integration of XAl is a non-
negotiable requirement for the Human-in-the-Loop
(HITL) framework. By establishing a transparent,
auditable process that explicitly defines the Cost of
Misclassification and empowers human reviewers, IES
achieves a trustworthy balance between security
necessity and student rights in the digital university,
while simultaneously driving necessary reforms in
assessment design toward authentic, high-order
cognitive tasks. The journey of IES development must
be guided by a continuous, iterative feedback loop
between technological innovation, ethical governance,
and student welfare.
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KEY TERMS AND DEFINITIONS

Academic Integrity (KT): The foundational ethical
standard in education, encompassing honesty,
trust, fairness, respect, and responsibility.
Adversarial Debiasing (KT): A technique using an
adversarial neural network and a Gradient Reversal
Layer (GRL) to remove bias from feature
representations, ensuring the primary model does
not rely on protected attributes for prediction.
Adversarial Training (KT): A defense mechanism
where a model is trained on deliberately perturbed
inputs (adversarial examples) to increase its
robustness against evasion attacks.

49.

50.
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52.

53.
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57.

58.
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Anomaly Detection (KT): The process of identifying
patterns statistically different from a learned
normal baseline, often leveraging techniques like
Isolation Forest or Mahalanobis Distance.

Bayesian Risk Aggregation (KT): A statistical
method that continuously updates the probability
of cheating by incorporating new evidence (risk
scores) using Bayes' theorem.

Biometric Data (KT): Sensitive personal information
related to physical or behavioral characteristics
(e.g., face geometry, keystroke dynamics) used for
identification. Subject to stringent legal protections
(GDPR, BIPA).

Calibration (KT): A fairness and reliability metric
assessing whether the predicted probability of an
event (e.g. ) matches the actual frequency of that
event (e.g., 80% of those flagged at 0.8 were
confirmed cheaters).

Cost of Misclassification () (KT): A policy-driven ratio
() that quantifies the institutional priority of
minimizing False Positives (wrongful accusations)
over False Negatives (missed cheaters).
Cross-Attention Transformer (KT): A deep learning
architecture used in multimodal fusion where the
attention mechanism calculates the relevance of
features in one modality (e.g., audio) based on the
context of another (e.g., video).

Demographic Parity Difference (DPD) (KT): A
quantitative fairness metric measuring the
difference in positive outcome rates (flagging rates)
between protected groups. Target DPD

Differential Privacy (DP) (KT): A privacy-preserving
Al technique that adds calibrated noise to data or
model updates to provide a mathematical
guarantee that any single individual's information
cannot be inferred from the aggregate results.
Dueling Deep Q-Network (DQN) (KT): An advanced
Reinforcement Learning architecture used to
optimize policy by separately estimating the state
value function and the advantage function, highly
efficient for adaptive decision-making.
Equal Opportunity Difference (EOD)
quantitative  fairness metric measuring

(KT): A
the
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difference in True Positive Rates (Recall) between
protected groups. Target EOD

Explainable Al (XAl) (KT): Frameworks (e.g., SHAP,
LIME) used to provide human-understandable
justifications for complex ML decisions, critical for
student appeals and regulatory compliance.
Federated Learning (KT): A decentralized machine
learning approach that trains models locally on
devices, sharing only aggregated weight updates,
preserving data privacy for personalized baselines.
Feature Squeezing (KT): An AML defense
mechanism applied to input data (e.g. video
frames) that reduces color depth or smooths spatial
dimensions to eliminate high-frequency, low-
magnitude adversarial perturbations.

Generative Adversarial Networks (GANs) (KT): A pair
of neural networks (Generator and Discriminator)
used to create synthetic, highly realistic training
data for model hardening and data augmentation.
General Data Protection Regulation (GDPR) (KT):
The primary EU regulation governing data privacy,
demanding explicit consent, data minimization, and
the Right to Erasure for sensitive data.

Hidden Markov Model (HMM) (KT): A probabilistic
model used for sequential anomaly analysis,
modeling student behavior as a sequence of hidden
states (e.g., reading, suspicious activity) that
generate observable actions.

Homomorphic Encryption (HE) (KT): A
cryptographic primitive that allows computations
(like risk scoring) to be performed directly on
encrypted data without ever decrypting it, ensuring
maximal data privacy during cloud processing.
Human-in-the-Loop (HITL) (KT): A socio-technical
system design where the AI/ML component
identifies and flags anomalies, but the final, high-
stakes decision (disciplinary action) is reserved for a
human expert reviewer.

Isolation Forest (KT): An unsupervised machine
learning algorithm for anomaly detection that
isolates outliers by randomly partitioning data
based on short path lengths in a tree structure.
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76.
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Keystroke Dynamics (KT): Biometric features based
on the timing and rhythm of keyboard use (Dwell
Time, Flight Time), used for continuous user
authentication and impersonation detection.
Mahalanobis Distance () (KT): A statistical measure
of the distance between a point and a distribution,
useful for detecting biometric outliers by
accounting for feature covariance.

Monte Carlo Dropout (MCDO) (KT): A technique
used during deep learning inference where dropout
layers are kept active to generate multiple
predictions, allowing the computation of statistical
uncertainty (Confidence Interval) for the risk score.
Multimodal Data Fusion (KT): The strategic process
of integrating heterogeneous data streams (vision,
audio, behavioral) to create a richer, more accurate
feature representation for anomaly detection.
Personalized Adaptive Proctoring (PAP) (KT): A
future |ES paradigm utilizing Reinforcement
Learning to dynamically adjust risk thresholds
based on an individual student's unique, learned
behavioral baseline.

Post-Quantum Cryptography (PQQ) (KT):
Cryptographic algorithms (e.g., lattice-based, hash-
based) designed to remain secure even against
attacks from large-scale quantum computers,
necessary for long-term data security.

Predictive Equality (PE) (KT): A quantitative fairness
metric measuring the difference in False Positive
Rate (FPR) between protected groups. Minimizing
PE is critical to reduce wrongful accusations.
Remote Photoplethysmography (rPPG) (KT): A non-
contact computer vision technique that detects
subtle changes in skin color caused by blood flow
to measure a person's heart rate, used for robust,
passive liveness detection.

Sequential Probability Ratio Test (SPRT) (KT): A
formal hypothesis test used as a stopping rule to
determine the minimum amount of evidence (time)
required to reach a disciplinary decision while
maintaining a mathematically guaranteed False
Positive Rate ().
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77. SlowFast Networks (KT): A type of 3D-CNN
architecture used for action recognition that
employs two parallel pathways (slow for spatial
context, fast for temporal changes) to capture
complex, fine-grained actions.

78. Temporal Convolutional Network (TCN) (KT): A
deep learning architecture using dilated causal
convolutions to model sequential data, offering
superior parallelization and stable gradient flow
compared to traditional RNNs.

79. Write-Once-Read-Many (WORM) (KT): A data
storage standard that prevents the modification or
deletion of data after it has been written, essential
for maintaining the integrity and immutability of
legal audit trails.
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