Rajat Nirwal, 2026, 14:2 International Journal of Science,

ISSN (Online): 2348-4098 Engineering and Technology
ISSN (Print): 2395-4752 An Open Access Journal

Designing a scalable, compliance centric mern-based

E- pharmachy Ecosystem of india

Rajat Nirwal, Tapanshu Dayal Tyagi, Sambhav Jain
Under Guidance Of Ankur Kaushik

Department of Computer Science and Engineering

Abstract- India’s rapidly digitizing healthcare ecosystem presents a significant opportunity for scalable,
affordable, and regulation-compliant e-pharmacy platforms. However, current implementations largely focus

on transactional commerce rather than regulatory engineering, real-time interaction, and intelligent cost
optimization.
This paper proposes a compliance-first, modular MERN-stack-based e-pharmacy architecture integrating:

Al-assisted prescription digitization

Real-time WebSocket communication
Intelligent generic drug substitution
Pharmacist-supervised validation workflows
Embedded regulatory governance mechanisms

The system aligns with statutory frameworks including the Drugs and Cosmetics Act (1940), Telemedicine
Practice Guidelines (2020), and the Digital Personal Data Protection Act (2023). Unlike traditional monolithic e-
commerce systems, the proposed model introduces a service-oriented MERN architecture with mathematically
modeled substitution logic and hybrid verification pipelines.

This research contributes a scalable, regulatorily aligned, Al-integrated blueprint for next-generation Indian
digital pharmacy ecosystems.
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India’s healthcare industry, valued at over USD 370

1. Regulatory ambiguity and compliance

I. INTRODUCTION complexity

2. Trust deficit in online prescription fulfillment
3. Fragmented healthcare services

billion, is undergoing digital transformation driven

by:

Existing platforms such as PharmeEasy, Tata 1mg,
Netmeds, and Apollo 24|7 provide large-scale
services but do not publicly document a deeply

Smartphone penetration ; ) ) )
integrated compliance-engineered architecture.

Rising chronic disease prevalence
Government digital health initiatives
Increased demand for affordability

The Indian e-pharmacy market is projected to grow
at approximately 20% CAGR. Despite this growth,
three systemic challenges persist:
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Research Gap

Current literature primarily addresses:

e Market expansion models

e User adoption studies

e Supply chain optimization Very few studies
propose:

e A technically formalized MERN architecture

e Embedded compliance checkpoints at system
level

e Real-time
engagement

e Al-governed  generic
pharmacist oversight

WebSocket-based healthcare

substitution with

Research Objectives
This study aims to:

e Design a modular, scalable MERN-based e-
pharmacy architecture

e Engineer regulatory compliance into system
workflows

e Develop
algorithm

e Implement hybrid OCR + human verification

e Integrate real-time communication
infrastructure

an intelligent drug substitution

Il. RELATED WORK

Existing research in digital pharmacy ecosystems
highlights:

e Telemedicine integration models

e E-commerce scalability architectures

e Consumer trust frameworks

e Al-based drug recommendation
However, prior systems lack:

e Regulatory-first system design

e Hybrid prescription validation pipelines

systems

e Real-time state  synchronization  using
WebSockets

e Cost-optimization algorithms with safety
safeguards

This paper bridges that gap by combining

architectural engineering with compliance modeling.

I1l. SYSTEM ARCHITECTURE

Architectural Philosophy
The platform follows a modular service-oriented
MERN architecture with horizontal scalability.

Core Layers
1. React Frontend Layer
2. Node,js + Express API Layer
3. MongoDB Distributed Database Layer
4. WebSocket Communication Server
(Socket.io)
5. Al Processing Layer

MERN Stack Justification

MongoDB

. Document-oriented schema

. Dynamic prescription metadata storage
. Efficient aggregation pipelines
Express.js

. Middleware extensibility

. RESTful API design

Node.js

. Event-driven architecture

. High concurrency handling
React.js

. Component-based Ul

. Reactive healthcare dashboards

Web Sockets

. Bi-directional real-time communication
. Order tracking

. Teleconsultation notifications

. Live prescription updates

Micro service Decomposition
The architecture logically separates services into:

» Authentication & RBAC Service

*  Product Catalog Service

*  Prescription Verification Service

* Order Management Service

*  Substitute Recommendation Engine
+ Teleconsultation Service

+ Diagnostics Booking Service
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« Notification Service
* Audit & Compliance Logging Service

This modularization ensures:

. Independent scaling
. Fault isolation
. Regulatory audit traceability

IV. INTELLIGENT PRESCRIPTION
VALIDATION MODEL

Hybrid OCR + Human Verification
Workflow:

1. Prescription upload

2. Al-OCR metadata extraction
3. Salt composition parsing

4. Dosage normalization

5. Pharmacist dashboard review
6. Approval / Rejection

7. Immutable audit logging
Benefits

. Reduced manual workload

. Fraud prevention

. Regulatory compliance

. Patient safety assurance

V. AI-BASED GENERIC DRUG
SUBSTITUTION FRAMEWORK

Problem Formulation
Let each drug be represented as a feature vector:

D =[S, Str, F, P, Q]

Where:

. S = Salt composition

. Str = Strength

. F = Form factor

. P = Price index

. Q = Manufacturer quality score

Similarity Computation
Cosine similarity:
D1-D2

Pipeline

Similarity(D,D ) =
1 2 (D11l D2 I

Substitution allowed only if:

. Salt composition identical

. Dosage equivalence validated

. Similarity score > threshold

. Pharmacist confirmation provided

Trust Safeguards

. Mandatory human oversight
Transparent savings display

. Manufacturer reliability weighting

. Audit trail recording

VI. REAL-TIME COMMUNICATION

INFRASTRUCTURE
Web Sockets enable:
. Live order status updates
. Prescription review tracking
. Teleconsultation alerts
. Customer support chat
. Refill reminders

System Benefits

. Reduced polling overhead

. Improved UX responsiveness
. Higher engagement retention
. Efficient event broadcasting

Vil. MONGODB DATA MODELING

STRATEGY
Collections:
. users
. products
. prescriptions
. carts
. orders
. doctors
. appointments
. substitutes
. lab_tests
. blogs
. support_tickets

. audit_logs
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Design Principles

. Indexed foreign keys

. Embedded cart structures

. Encrypted prescription fields

. Separate immutable audit collection

VIIl. EMBEDDED REGULATORY
COMPLIANCE ENGINEERING

The system aligns with:

. Drugs and Cosmetics Act (1940)
. Telemedicine Practice Guidelines (2020)
. Digital Personal Data Protection Act (2023)

Technical Compliance Mechanisms

. Role-Based Access Control

. End-to-End TLS 1.3 Encryption
. MongoDB encryption at rest

. Consent capture workflow

. Data minimization

. Immutable audit logs

. Prescription digital hashing

IX. SECURITY ARCHITECTURE

Security layers include:

. JWT-based authentication

. OAuth integration

. Multi-Factor Authentication

. PCl DSS-compliant payment gateway
. API rate limiting

. DDoS mitigation

. Vulnerability scanning

Prescription integrity ensured via:

. SHA-256 hashing
. Timestamp verification
. QR-based validation markers

X. COMPARATIVE EVALUATION

Generic substitution Manual Al +
Pharmacist
Audit logging Basic Immutable

Feature Conventional E- |Proposed
Commerce Model
Real-time updates No Yes
(WebSockets
)
Compliance embedding |Partial System-level

XI. DISCUSSION

The findings indicate that sustainable Indian e-
pharmacy ecosystems require:

. Technical scalability

. Regulatory-first engineering

. Trust-centric UX design

. Intelligent affordability mechanisms
. Real-time digital engagement

A pure MERN + WebSocket model provides:

. Horizontal scalability

. Event-driven responsiveness
. Modular evolution

. Reduced infrastructure cost

XIl. CONCLUSION

This research presents a scalable, compliance-driven,
Al-enabled MERN architecture for Indian e-
pharmacy platforms.

By integrating real-time communication, intelligent
drug substitution, hybrid prescription validation, and
embedded regulatory safeguards, the system
transitions from a transactional commerce model to
a proactive digital health ecosystem.

The architecture is:

. Technically feasible
. Regulatorily aligned
. Economically viable
. Strategically differentiated

XIll. FUTURE RESEARCH DIRECTIONS

*  Blockchain-based prescription immutability

* Federated learning for privacy-preserving
personalization

* National Health Stack API integration

* Al-driven adverse drug interaction detection

Rural logistics optimization modeling
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XI1V. PERFORMANCE EVALUATION 14. [14]T. Brown et al, "WebSocket-Based Real-
Time Systems," IEEE, 2021.

To evaluate system performance, simulated load
Recommendation Systems," Springer, 2020.

Test Environment:

» 1000 concurrent users

* Node,js backend deployed on local server
*  MongoDB Atlas database

Metrics Observed:

* Average API Response Time: 120 ms
*  WebSocket Latency: 40 ms

*  Prescription OCR Accuracy: 92%

«  System Throughput: 850 requests/sec

Results indicate that the proposed architecture
efficiently handles high concurrency  while
maintaining low latency and high accuracy.
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