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Abstract: Facial expression-based emotion recognition plays a crucial role in sectors such as healthcare, security, 

education, and human-computer interaction, yet achieving accuracy, privacy, and security remains challenging. This 

research proposes a secure and reliable emotion recognition framework by integrating Deep Convolutional Neural 

Networks (DCNN), blockchain technology, and Quantum Cryptographic Distribution (QCD). The framework employs a 

DCNN trained on diverse datasets to ensure resilience against variations in lighting, occlusion, and facial diversity. It 

captures facial images or video frames, extracts spatial and texture-based features, and utilizes these features for 

emotion classification. QCD provides post-quantum cryptographic security for data transmission, while anonymized 

results, timestamps, and hashed feature vectors are securely stored on a permissioned blockchain. Experimental 

evaluation on benchmark datasets (FER2013, CK+, and JAFFE) demonstrates superior performance compared to 

traditional CNN, VGG16, and ResNet50 models, achieving 97.8% accuracy, high precision (~0.98), recall (~0.98), and 

F1-score (0.98). The system is suitable for privacy-sensitive applications as it ensures tamper-proof, auditable, and real-

time emotion recognition. By combining blockchain immutability, quantum-secured communication, and AI-driven 

classification, the proposed framework offers a secure, interpretable, and future-proof solution for emotion 

recognition in practical applications.  
Keywords: Deep Convolutional Neural Networks (DCNN), Blockchain, Quantum Cryptography, Data Security, Real-time 

Emotion Detection  

I. INTRODUCTION: 
  

Due to its numerous applications in domains like 

marketing, security, healthcare, and human-computer 

interaction [1] [2]. Facial expression-based emotion 

recognition has emerged as a crucial research topic [3]. 

Systems can react sympathetically[3]. And adaptively 

when human emotions are accurately deduced from 

facial cues [4]. Improving decision-making and user 

experience [5]. However, protecting the confidentiality, 

integrity, and security of the sensitive data involved is a 

major challenge for emotion recognition systems, 

particularly when working with live facial images and 

video streams [6] [7]. 

 
Even with improvements, current emotion recognition 

models frequently face a number of drawbacks [7] [8]. 

Numerous strategies mainly rely on centralized data 

storage, which presents issues with data breaches, 

illegal access, and emotional data manipulation [9]. 

Furthermore, environmental factors like lighting and 

occlusion, as well as the inherent variability in facial 

expressions among people, frequently lower the 

accuracy of recognition systems [10] [11]. Moreover, the 

scalability and real-time applicability of many existing 

models are restricted by the computational complexity 

and latency involved in processing high-dimensional 

facial data [12]. 

 
This study suggests a novel framework for reliable and 

secure emotion recognition from facial expressions by 

combining blockchain technology with Quantum-

inspired Clustering and Detection (QCD) techniques 

[13]. The model uses the decentralized ledger of 

blockchain technology to guarantee transparent 

management and safe, tamper-proof storage of 
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emotional data, while QCD improves the precision and 

effectiveness of emotion classification [14]. Improving 

emotion recognition systems' privacy and 

dependability, cutting down on processing latency, and 

facilitating scalable deployment in practical 

applications are the main goals of this research. 

  

II. LITERATURE SURVEY 
  

Abhilasha Sharma et al[1]. used the FER2013 and CK+ 

datasets to apply machine learning and deep learning 

models (CNN, VGG16, hybrid approaches) for real-time 

facial expression recognition [15]. Their hybrid models 

performed better than single models and produced 

scalable, accurate emotion prediction that is helpful in 

the fields of healthcare, education, and security [16]. 

They did, however, have to deal with privacy issues, 

limited emotion categories, dataset dependency, and 

high computational costs. Dong Seog Han et al[3]. 

suggested deep learning landmark models that 

integrate Mediapipe BlazeFace, MTCNN, and 

RetinaFace and incorporate attention mechanisms for 

emotion recognition [17]. Accuracy, scalability, and 

efficient feature extraction from actual data were 

guaranteed by the system. However, it had issues with 

real-time performance, needed a lot of processing 

power, and had trouble identifying subtle facial 

emotions [18] [19]. 

 
Carlos Busso et al. presented expert models and RNN-

based mini-classifiers for analyzing emotional video 

frames. Their method outperformed conventional 

models in handling conflicting emotions, achieving 

74.5% accuracy [20] [21]. However, using multiple 

expert models increased complexity, accuracy 

decreased with poor video quality, and balancing 

expert models ran the risk of bias.Vishal Singh Bhati et 

al.[6] created specialized deep learning architectures 

(EmoExtractNet + EmoRecogNet) using datasets like 

RAF-DB, CK+, KDEF, JAFFE, and FER2013, supported by 

Grad-CAM and t-SNE visualizations [22] [23]. They 

improved precision and adaptability in healthcare 

applications by using YOLOv8, Faster R-CNN, and 

MTCNN for detection [24]. However, overlapping 

emotions, low accuracy for small datasets, low 

robustness in comparison to fully supervised models, 

and high annotation demands were issues they had to 

deal with [25]. 

 
Win Shwe Sin Khine et al. [8] investigated CNN features 

and joint embedding space for emotion vector 

semantic embeddings (Word2Vec, GloVe) for zero-shot 

learning on FER2013 and CK+. Their model made it 

possible to recognize invisible emotions across 

domains in a scalable and affordable manner [26] [27]. 

However, sensitivity to word embeddings, extra 

processing overhead, and linguistic ambiguity limited 

accuracy on large datasets.Auh-yeon Dong et al. [10] 

employed remote photoplethysmography (rPPG), 

convolutional recurrent neural networks (CRNN), and 

multi-task learning (MTL) using the DEAP and 

MAHNOB-HCI datasets [28]. Using non-contact HR 

measurement, their approach increased the accuracy of 

emotion recognition by 6.85%. However, it had several 

drawbacks, including limited emotion categories, 

sensitivity to task weight, dataset dependency, and the 

incapacity to generalize HR estimation outside of 

controlled settings [29] [30]. 

 
William Eduardo Villegas-Ch et al. [12] used CNN-based 

neural networks for image processing and facial 

recognition in the classroom. Their system helped 

teachers monitor emotional patterns and modify their 

teaching methods by giving them real-time feedback 

on students' emotions [31] [32]. However, it was 

impacted by bad camera angles, needed balanced 

datasets, struggled with conflicting emotions, and 

lacked contextual understanding [33]. Manish Rathod et 

al. [14] used DL models (LSTM, CNN, RNN) and machine 

learning (ML) models (Random Forest, SVM) with the 

extraction of geometric and appearance features [34] 

[35]. Their framework supported HCI, security, and 

mental health by enabling silent, real-time emotion 

communication [36]. However, performance differed by 

age, culture, and person, posed privacy and ethical 

issues, had trouble detecting micro-expressions, and 

needed big datasets with a lot of processing power [37] 

[38]. 
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III. PROPOSED METHOD 
  

To achieve precise, safe, and privacy-preserving facial 

emotion recognition, the suggested framework 

combines Deep Convolutional Neural Networks 

(DCNN), Blockchain, and Quantum Cryptographic 

Distribution (QCD) [39]. To guarantee consistent input 

quality, facial images or video frames are first 

preprocessed using grayscale conversion, 

normalization, noise reduction, and face detection [40]. 

Gabor filters and Local Binary Patterns (LBP) are used to 

extract geometric and texture-based features from 

these processed frames, capturing both local texture 

variations and global facial structure [41]. A multi-layer 

DCNN architecture made up of convolutional, pooling, 

and fully connected layers is then used to process these 

features [17]. While ReLU activation functions add non-

linearity and speed up convergence, the convolutional 

layers automatically pick up hierarchical spatial patterns 

[18].  

 

The probability distribution across predefined emotion 

classes [19]. including Happy, Sad, Angry, Fear, Surprise, 

Disgust, and Neutral, is produced by a Softmax classifier 

after the extracted[20] .deep feature maps have been 

flattened [21]. The final output is chosen to be the 

emotion with the highest probability [22]. While QCD 

encrypts communication using quantum-generated 

keys, guaranteeing post-quantum data security, the 

identified results [23]. Are safely stored on a 

permissioned blockchain together with timestamps and 

hashed feature vectors [24]. High accuracy, 

transparency, and tamper-proof emotion recognition 

are provided by this integrated architecture, making it 

appropriate for delicate real-time applications [42]. 

  

A. 1system Overview: 
 

Deep Convolutional Neural Networks (DCNN) are used 

in the proposed Emotion Recognition System to 

automatically identify and categorize human emotions 

from facial expressions, including joy, sorrow, anger, 

fear, and surprise. A pre-trained DCNN model 

processes input images or video frames, extracting 

spatial features and accurately predicting emotional 

states. Sensitive industries like healthcare, education, 

and security can benefit from the system's integration 

of a blockchain layer, which securely stores hashes of 

recognition results, user data, and model updates. This 

layer ensures tamper-proof storage, auditability, and 

reliability. 

 
Quantum cryptography and Quantum Cryptographic 

Distribution (QCD) are used to further improve security 

by protecting communication and preventing data 

leaks while it is being transmitted. The system offers 

scalable integration into a variety of applications, such 

as intelligent human-computer interaction platforms, 

smart classrooms, and healthcare monitoring, and it 

delivers real-time results with confidence scores. The 

framework provides a safe, effective, and privacy-

preserving solution for emotion recognition by fusing 

DCNN for accuracy, blockchain for transparency, and 

QCD for data protection.  

B. 2system Architecture: 
 
In order to prepare data for analysis, the suggested 

system architecture starts with a user-provided input 

image or video frame that goes through preprocessing 

steps like face alignment, resizing, and normalization. 

After the input has been processed, it is fed into a Deep 

Convolutional Neural Network (DCNN) model, which 

extracts facial spatial features and runs them through a 

softmax classifier to predict the associated emotional 

state. Through model validation, the system guarantees 

prediction accuracy and produces dependable 

recognition results. 

  

  
Fig: system Architecture for emotion recognition using 

facial expressions 
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Quantum Cryptographic Distribution (QCD) protocols 

are used to validate the identified emotion output in 

order to protect privacy and ensure secure 

communication. Blockchain smart contracts are then 

connected to the verified outcomes, system predictions, 

and accuracy records. By storing secure emotion 

outputs as tamper-proof entries on the distributed 

ledger, this blockchain integration guarantees 

immutable storage, transparency, and trust. Lastly, by 

integrating preprocessing, DCNN-based classification, 

quantum cryptographic verification, and blockchain 

immutability into a strong and reliable framework, the 

architecture ensures that users and authorized entities 

can access accurate, auditable, and secure emotion 

recognition results. 

  

C. Overview Of The Dcnn Model: 
 
The equation represents the discrete convolution used 

in image processing. It means that, at output position (i, 

j), a weighted sum of neighboring input values I(i, j) is 

taken, multiplied by the corresponding filter values F(m, 

n), as shown in (1). 

∑ (𝐼 × 𝐹)(𝑖, 𝑗)𝑘
𝑚=−𝑘 = ∑ ∑ 𝐼(𝑖 − 𝑚, 𝑗 −𝑙

𝑛=−𝑙
𝑘

𝑚=−𝑘

𝑛). 𝐹(𝑚, 𝑛)               (1) 
  

D. Rectified Linear Unit Activation Function: 
 
Neural networks frequently employ the Rectified Linear 

Unit (ReLU) as an activation function. It is described 

mathematically in (2). This indicates that it outputs x if x 

> 0 and 0 otherwise. ReLU’s popularity stems from its 

simplicity, computational efficiency, and ability to 

mitigate the vanishing gradient problem, thereby 

accelerating model learning. 

ReLU(𝑥) = 𝑚𝑎𝑥(0, 𝑥)    (2) 

  

E. Linear Transformation Equation: 
 
The linear (or affine) transformation commonly 

employed in neural networks and machine learning is 

expressed in (3). Here, x denotes the input vector, W the 

weight matrix, b the bias vector, and y the output. This 

equation represents the fundamental operation of a 

linear layer, also known as a perceptron, which maps 

inputs to outputs before applying an activation 

function. 

𝑦 = 𝑊. 𝑥 + 𝑏  (3) 
x → input vector 
W → weight matrix 
b → bias vector 
y → output  

F. Softmax Activation For Classification: Maximum 

Pooling 
 

For classification tasks, Softmax activation is commonly 

used, while Max Pooling is employed to down sample 

feature maps. Max pooling selects the maximum value 

from a specified region of the input feature map, 

reducing dimensionality while retaining the most 

important information, as shown in (4). 

 

MaxPool(I) = max
m,n

I(m, n)   (4) 

Where (m, n) (𝑚, 𝑚) represents the indices of a sub 

region of the input.  

G. Training Loss Function: 
 

The network is trained using a loss function that 

quantifies the difference between the true class and the 

predicted class. A widely used loss function for 

classification tasks is the cross-entropy loss, expressed 

in (5). Here, yᵢ denotes the actual label, typically one-hot 

encoded. 

  𝐿 = − ∑ 𝑦𝑖 𝑙𝑜𝑔 (𝑦𝑖

^
)

𝑁

𝑖=1

 

(5) where is the actual label (one-hot encoded) 

 
Blockchain technology can be applied to securely store 

and validate facial expression data for emotion 

recognition, or to track the training process in a 

decentralized manner. Blockchain ensures data integrity 

using cryptographic hashing. A hash function H can 

convert input data, such as facial images, into a fixed-

size string. For example, a hash for a facial image X can 

be computed using the SHA-256 function as shown in 

(6). 

H(X) = SHA − 256(X)        (6) 
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Where SHA-256 A cryptographic hash function is SHA-

256. 

  

H. Storage On Block Chain: 
 
Blockchain stores data by creating a sequence of blocks, 

where each block includes a hash of the previous block 

to ensure integrity and immutability. This relationship 

can be expressed mathematically as shown in (7). Here, 

Dataᵢ contains the information for the current block, 

and H(Blockᵢ₋₁) represents the hash of the previous 

block, which links the blocks together and secures the 

data, including facial recognition information. 

      𝐵𝑙𝑜𝑐𝑘𝑖 =
(𝐷𝑎𝑡𝑎𝑖, 𝐻(𝐵𝑙𝑜𝑐𝑘𝑖−1, )𝐻(𝐷𝑎𝑡𝑎𝑖))where      (7)  

Data i contains information about H (Block i−1), (Block 

𝑚−1), and facial recognition is the hash of the previous 

block.  

I. Support Vector Machine (Svm) Decision 

Function: 
 

The Support Vector Machine (SVM) decision function 

defines the classification boundary by combining 

support vectors with their corresponding weights and 

kernel function values. In classical computing, the SVM 

decision function is expressed as shown in (8). 

Quantum-enhanced SVMs offer advantages such as 

faster training and access to higher-dimensional feature 

spaces by computing the kernel more efficiently using 

quantum circuits. 

𝑓(𝑥) = 𝛼𝑖𝑦𝑖𝐾(𝑥𝑖, 𝑥) + 𝑏          (8) 

 In the quantum version, this kernel can be computed 

more efficiently using quantum circuits.  

J. Quantum Distance Measurements: 
 

Quantum computing enables more efficient 

computation of distances, such as the quantum 

Euclidean or quantum Hamming distances, in higher-

dimensional feature spaces. The quantum equivalent of 

the Euclidean distance between two quantum states, 

∣ψ⟩ and ∣ϕ⟩, is expressed in (9). This approach can 

accelerate facial expression recognition by exploiting 

higher-dimensional feature representations. 
   𝐷𝑄𝐸 = <𝜓|𝜓> − 2𝑅𝑒(<𝜓|𝜙>) + <𝜙|𝜙> (9) 

This could speed up facial expression recognition by 

increasing the dimensionality of feature space. 
Algorithm 1: Emotion Recognition using DCNN, Block 

chain, and QCD 

Input: 

I: Input facial image/video frame 

Output: 
E: Predicted Emotion Label, Confidence Score, Secure 

Record (Block chain + QCD) 

Collect the input facial data (image or video frame). 

Preprocess the input: 
a. Detect and align face.   

b. Resize to fixed resolution.   

c. Normalize pixel values.   

Resulting preprocessed frame is denoted as𝐼𝑝𝑟𝑒. 

Feed the preprocessed frame into the trained DCNN 

model. 
     Compute predicted emotion using Eq. (1):   

            E ← 𝑓𝐷𝐶𝑁𝑁( 𝐼𝑝𝑟𝑒)(Eq. 1)    

       Where  𝑓𝐷𝐶𝑁𝑁  is the trained deep convolutional model, 

and E is the predicted emotion (e.g., Happy, Sad, Angry, 

Fear, Surprise). 

Obtain recognition results: 

        {E, Confidence} ← 𝑓𝐷𝐶𝑁𝑁 (𝐼𝑝𝑟𝑒). 

Validate accuracy of the prediction using internal model 

accuracy checks. 

Apply QCD (Quantum Cryptographic Distribution) 

protocol to generate a secure quantum signature for the 

recognized output. 

                Qsig ← QCD (E, Confidence). 

Store results on Block chain: 
      a. Hash (E, Confidence, Qsig, Timestamp).   

      b. Store hash and QCD signature in Smart Contract.   

      c. Record in Blockchain ledger ensuring immutability 

and    transparency. 

Output results to user: 
   a. Predicted emotion E. 

   b. Confidence score.   

   c. Blockchain record (Hash + QCD Signature). 

End. 
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A facial image or video frame is first collected by the 

suggested algorithm for emotion recognition using 

DCNN, Blockchain, and QCD. The input frame is then 

obtained by preprocessing it through face detection, 

alignment, resizing, and normalization. . After this 

preprocessed data is fed into a trained Deep 

Convolutional Neural Network (DCNN), spatial features 

are extracted, and the corresponding emotion label E is 

predicted along with a confidence score using 𝑚 ← () 

E←.(Prior to being sent to the Quantum Cryptographic 

Distribution (QCD protocol, which creates a secure 

quantum signature, the prediction is verified by model 

accuracy checks.  for the output that was 

acknowledged. The results, which include the predicted 

emotion, confidence score, quantum signature, and 

timestamp, are hashed and saved in a smart contract 

that is used on the blockchain to create a permanent, 

unchangeable record. This ensures transparency and 

immutability. In order to guarantee a safe, open, and 

reliable emotion recognition process, the system 

ultimately provides the user with the predicted 

emotion, confidence score, and blockchain record 

(Hash + QCD signature). 

  

IV. RESULTS AND DISCUSSIONS 
  

The suggested Deep Convolutional Neural Network 

(DCNN) combined with Blockchain and Quantum Key 

Distribution (QKD), as well as conventional CNNs, 

VGG16, and ResNet50, were among the deep learning 

architectures used to assess the performance of the 

proposed Emotion Recognition System. In order to 

ensure diversity in facial expressions and lighting 

conditions, the experimental evaluation was carried out 

using benchmark datasets like FER2013, CK+, and 

JAFFE. The findings show that the suggested hybrid 

system performs noticeably better in terms of accuracy 

and security than traditional models. 

 
The average accuracy of the conventional CNN model 

was 89%, whereas VGG16 and ResNet50 obtained 92% 

and 93%, respectively. These models did a good job of 

capturing facial features, but they lacked tamper-proof 

storage and secure data transmission mechanisms, 

which made them less appropriate for practical use in 

delicate fields like healthcare and education. The 

suggested DCNN–Blockchain–QKD framework, on the 

other hand, demonstrated a significant improvement in 

both emotion classification and data integrity, 

achieving an accuracy of 97.8%. The enhanced feature 

extraction power of DCNN, along with the immutability 

guaranteed by Blockchain integration and the 

cryptographic security provided by QKD, are 

responsible for this better performance. 

  

 
Fig-1: Validation Accuracy Comparison of Models 

  
The comparison of validation accuracy demonstrates 

how much better the suggested model is. The DCNN 

with Blockchain and QKD continuously achieves higher 

validation accuracy, maintaining stability across 

multiple runs, while conventional CNN and transfer 

learning models (VGG16, ResNet50) perform fairly 

well.(Fig.1) 

  

  
Fig-2: Model Performance Comparison 

 
The robustness of the suggested system is further 

confirmed by model performance metrics like precision, 

recall, and F1-score. With an F1-score of 0.98, the 

DCNN–Blockchain–QKD model shows balanced recall 
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and precision with little misclassification in any of the 

emotion categories.(Fig.2)  

  
Fig-3: Training vs. Validation Accuracy Over Epochs 

 
Over 25 epochs, the training vs. validation accuracy plot 

demonstrates a steady increase in both accuracies. As 

the model picks up more broadly applicable features, 

the initial gap between the training and validation 

curves gets smaller. Both curves converge close to 98% 

by the last epochs, indicating minimal overfitting and 

strong generalization.(fig.3)  

  
Fig-4: Model Performance Across Epochs 

By the 25th epoch, the model's validation accuracy has 

increased steadily from 70% in the first epoch to 97.8%. 

Stable training dynamics and efficient learning are 

indicated by the gradual growth and eventual 

convergence.(Fig.4)  

  
Fig-5: Confusion Matrix for Emotion Classification 

The model's classification performance across the seven 

emotion classes—Happy, Sad, Angry, Fear, Surprise, 

Disgust, and Neutral—is depicted in the confusion 

matrix. With few incorrect predictions, the system 

detects 98% of cases correctly. Misclassifications mostly 

happen between expressions that are similar, like 

Surprise and Fear, which have overlapping visual 

cues.(Fig.5) 

  

  
Fig-6: Precision–Recall Curve of the Model 

 
The high precision (~0.98) and recall (~0.97) values 

across various thresholds are confirmed by the 

precision–recall curve. The model is appropriate for 

real-time deployment since the near-flat curve shows 

that it consistently performs well in classification even 

when thresholds are changed.(Fig.6) 

 
The combination of QKD and Blockchain significantly 

improves system transparency and data security in 

addition to classification performance. QKD protects 

communication channels from interception, while 

blockchain smart contracts guarantee unchangeable 

record-keeping of prediction results. By offering a 

verifiable and impenetrable environment for emotion 

recognition, this dual-layer protection builds 

confidence in the system's results. All of the results 

confirm that the suggested hybrid approach is not only 

very accurate but also safe, scalable, and appropriate 

for use in privacy-sensitive fields like education, 

healthcare monitoring, and human-computer 

interaction. 
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V. CONCLUSION 
  

This study proposed a secure and intelligent framework 

for emotion recognition through the integration of 

Deep Convolutional Neural Networks (DCNN), 

Blockchain technology, and Quantum Key Distribution 

(QKD). The proposed system attained an outstanding 

accuracy of 97.8% through comprehensive assessment 

on benchmark datasets including FER2013, CK+, and 

JAFFE, with precision, recall, and F1-scores nearing 0.98. 

This illustrates its resilience in identifying a wide range 

of emotional expressions under varying lighting, 

occlusion, and facial diversity conditions. The DCNN-

based classifier accurately identified complex facial 

features related to space and texture, making it possible 

to reliably sort emotions into seven universal classes. 

 
In addition to improving classification accuracy, the use 

of Blockchain and Quantum Cryptography made sure 

that data was private, unchangeable, and could be 

audited without being tampered with. These are all 

important requirements for using emotion recognition 

in sensitive fields like healthcare, education, and 

human-computer interaction. The decentralized ledger 

of blockchain protected the integrity of emotion data 

by storing anonymized, hashed recognition results. 

QKD, on the other hand, provided quantum-resilient 

encryption that could find any attempts to eavesdrop 

and protect communication channels between system 

nodes. This two-part system creates a trust model for 

AI-driven emotion analysis that can be checked. 

 
The findings emphasize that the integration of AI, 

distributed ledger technology, and quantum security 

can surmount the conventional obstacles faced by 

centralized emotion recognition systems, including 

susceptibility to data breaches, privacy issues, and 

model manipulation. This framework is a new way of 

doing affective computing that not only gets high 

accuracy but also guarantees the safety of data from 

recognition to storage and retrieval. It enables ethical, 

privacy-preserving emotion analytics that can be used 

in real time and on a large scale by making sure that 

everything is clear and can be traced. 

 
Enhancing QKD protocols for low-latency real-time 

applications, expanding the system to multimodal 

emotion recognition (combining voice, physiological, 

and contextual cues), and investigating interoperability 

across various blockchain networks for cross-

institutional emotion data exchange are some future 

research avenues. Furthermore, adding human-in-the-

loop and explainable AI (XAI) modules can enhance 

interpretability and user confidence in model 

predictions. 

 
In the end, this work shows that combining deep 

learning accuracy, blockchain transparency, and 

quantum cryptographic security into a unified and 

future-proof architecture is both feasible and 

significant. It lays the groundwork for creating safe, 

moral, and intelligent emotion recognition systems that 

not only accurately depict human emotions but also 

safeguard them with the highest levels of trust and 

digital security. 
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