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Abstract: Traditional Cyber threat detection system depend on static,pre-trained models that fails to adapt changing 

patterns,leading to performance deterioration against zero-day threats. An adaptive real-time essemble framework 

(AREF) for cyber threat categorization is presented in this study to get over this restriction. It is intended to improve 

detection accuracy and flexibility by integrating dynamic models. Three machine learning classifiers are used by AREF 

to collaboratively process network traffic data in real time: XGBoost, LightGBM, and Random Forest. Different feature 

viewpoints are captured by each model, and their predictions are adaptively merged using a weighted stacking method 

that is adjusted by ongoing performance monitoring. Three models are used in this technique. Capturing nonlinear 

connections is the first step.in high-dimensional traffic characteristics while guaranteeing strong generalization against 

overfitting. By using leaf-wise growth with depth limitations and histogram-based gradient boosting, LightGBM speeds 

up real-time classification, allowing for quicker convergence and effective management of massive streaming data. 

Random Forest lowers variance and improves robustness to noisy and unbalanced datasets by introducing feature 

randomization and parallel decision aggregation.The framework may change in real time because to its adaptive 

ensemble technique, keeping its excellent accuracy even when network activity patterns change. According to 

experimental evaluation, AREF provides a scalable and explicable solution for real-time cyber threat detection and 

classification in dynamic environments, consistently outperforming static ensembles and individual base models in 

terms of F1-score, detection precision, and response latency.  
Keywords: cybersecurity, real-time threat detection, XGBoost, LightGBM, Random Forest.  

I. INTRODUCTION:  
Cyber dangers have grown in sophistication and scope 

in the current hyper connected digital world, posing 

major hazards to governments, businesses, and 

individuals alike [1]. The attack surface accessible to 

malevolent actors has increased dramatically due to the 

quick development of cloud computing, Internet of 

Things (IoT) devices, and digital services [2]. The 

Cybersecurity Ventures study estimates that the 

worldwide cost of cybercrime damages would increase 

from $3 trillion in 2015 to $10.5 trillion by 2025, making 

cybersecurity a critical issue for preserving digital safety 

and trust [3]. These assaults are progressively more 

complex, multi-stage operations that include 

polymorphic malware [4], cunning evasion tactics, and 

adaptive methods meant to get beyond conventional 

security measures [5]. They are no longer restricted to 

straightforward intrusions [6]. 

 

Traditional cybersecurity systems, such as signature-

based Intrusion Detection Systems (IDS), operate by 

detecting known threats using predefined rules and 

patterns [7]. Even while these methods are good at 

spotting attacks that have already been seen, they are 

naturally constrained when it comes to zero-day 

vulnerabilities or new attack variations that don't have 

signatures [8]. This results in high false positive rates, 

missed detections, and delayed responses, which are 

unacceptable in fast-moving cyber environments where 

threats evolve rapidly [9]. Moreover, the growing 

volume and velocity of network traffic further challenge 

the scalability and responsiveness of these conventional 

approaches [10] [11]. 

 
Current Solutions and Their Drawbacks: Cyber threat 

detection has been transformed by the advent of 

machine learning (ML) and deep learning (DL), which 

allow for automatic feature extraction and sophisticated 

pattern identification [12]. By learning intricate 
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representations from unprocessed network data, 

methods including auto encoders, recurrent neural 

networks, and convolutional neural networks (CNNs) 

have shown encouraging increases in accuracy [13] [14]. 

Deep learning models, however, can have a number of 

useful disadvantages in spite of their advantages [15]. 

For efficient training, they need a lot of computer power 

and big labeled datasets, which makes real-time 

deployment expensive and occasionally impossible 

[16]. Furthermore, their black-box nature makes them 

difficult to decipher, which is crucial for cybersecurity 

analysts who must prioritize actions and comprehend 

the logic behind warnings [17] [18]. 

 
To address these concerns, tree-based ensemble 

learning methods have gained popularity in 

cybersecurity due to their balance between 

performance, interpretability, and computational 

efficiency [19]. Ensemble models such as Random 

Forest, XGBoost, and LightGBM combine multiple 

decision trees to reduce overfitting, enhance 

generalization, and improve robustness against noisy or 

imbalanced data—common challenges in cyber threat 

datasets [20]. For instance, XGBoost uses gradient 

boosting with regularization techniques that prevent 

overfitting and effectively handle imbalanced data 

distributions, which are typical in attack detection 

scenarios [21] [22]. LightGBM employs histogram-

based algorithms and leaf-wise tree growth to enable 

faster training and lower latency inference, essential for 

real-time cyber defense [23]. Random Forest, through 

bagging and random feature selection, provides model 

stability and valuable interpretability by highlighting 

feature importance, aiding analysts in decision-making 

[24]. 

 
The Tree-Based Ensemble Cyber Threat Classification 

Framework (TBE-CTCF) is the suggested remedy. In 

order to address the difficulties of real-time cyber threat 

detection, this research suggests the Adaptive Tree-

Based Ensemble Cyber Threat Classification Framework 

(TBE-CTCF), which builds on the advantages of these 

separate tree-based models [25] [26]. Using adaptive 

fusion techniques such weighted averaging and 

stacking, TBE-CTCF combines the predictive outputs of 

XGBoost, LightGBM, and Random Forest into a hybrid 

ensemble system [27]. By combining the strengths of 

each model, this integration improves classification 

accuracy, stability, and resilience [28]. 

 
The framework's Emerging Threat Detection module is 

a novel feature that proactively detects zero-day and 

previously undiscovered threats by utilizing entropy-

based uncertainty measures and prediction confidence 

scores [29]. This adaptive method strengthens proactive 

cyber security capabilities by allowing the system to 

detect unusual and changing threats in real-time, unlike 

typical supervised learning models that require labeled 

training data for every threat type [30]. 

  

II. LITERATURE SURVEY  

Mills et al., [1] Citrus is a unique intrusion detection 

framework that is described in "Practical Intrusion 

Detection of Emerging Threats". It uses parallel 

computing to combine anomaly detection with real-

time CTI validation. By employing CTI to check ground 

truth, it can reliably detect developing threats, which is 

an advantage over previous systems that frequently 

have large false [31] 

 
Wang et al., [2] According to the study "ThreatInsight: 

Innovating Early Threat Detection Through Threat-

Intelligence-Driven Analysis and Attribution", 

ThreatInsight uses an APT-TI-KG and HoneyPoints to 

identify threats in real-time [32]. The benefit is early-

stage attribution and detection, which addresses the 

issue of conventional systems' slowness or inefficiency 

versus APTs [33]. 

 
Lin et al., [3] DICI, a Dynamic Intrusion Detection 

System, is proposed in the Research paper "Evolving 

ML-Based Intrusion Detection: Cyber Threat 

Intelligence for Dynamic Model Updates". It employs a 

CTI Transfer Model to continually create training data 

for updates. The benefits include improved detection of 

intricate, dynamic assaults like port obfuscation and a 

notable 9.29% boost in F1 score. It tackles the drawback 
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of current machine learning models rapidly becoming 

outdated in the face of emerging dangers [34]. 

 
Falowo et al., [4] "Enhancing Cybersecurity With 

Artificial Immune Systems and General Intelligence..." 

Artificial General Intelligence (AGI) and Artificial 

Immune Systems (AIS) are theoretically integrated for 

Security Operations Centers (SOCs). The benefit is a 

significant increase in operational effectiveness and 

detection accuracy at a lower cost. In comparison to 

present AI-driven AIS, which are less effective and 

efficient against contemporary complex threats, this 

research highlights AGI as an improvement [35]. 

 
Darem et al., [5] "Cyber Threats Classifications and 

Countermeasures in Banking and Financial Sector" 

introduces a framework to classify cyber threats to 

banking based on severity and technicality, and outlines 

necessary countermeasures [36]. The advantage is 

helping organizations assess risks and develop 

appropriate mitigation strategies. It highlights the 

disadvantage of the rapidly evolving nature of cyber 

threats, which the sector struggles to keep pace with 

[37]. 

 
Haile et al., [6] A methodology for automating real-time 

CTI gathering and analysis from online sources is 

presented by the "Real-Time Automated Cyber Threat 

Classification and Emerging Threat Detection 

Framework". It classifies and detects new threats (zero-

days) using ML/DL and LDA/NMF. The benefit is the 

high-accuracy, real-time automated CTI, which 

eliminates the laborious, human process of 

conventional analysis [38]. 

 
Al-Shehari et al., [7] Improving the Identification of 

Insider Threats in Unbalanced Cybersecurity 

Environments The DBLOF method for insider threat 

identification is presented in "Using the Density-Based 

Local Outlier Factor Algorithm". With a 98% F-score in 

unbalanced datasets, it performs exceptionally well and 

accurately detects uncommon outliers [39]. The model's 

great sensitivity to parameter adjustment is a drawback 

[40]. 

Hmimou et al., [8] A multi-agent architecture that 

combines cybersecurity tools with Large Language 

Models (LLMs) is proposed in "A Multi-Agent System 

for Cybersecurity Threat Detection and Correlation 

Using Large Language Models",High performance, with 

93.6% detection accuracy and a 41.3% decrease in false 

positives, is the benefit, and LLMs offer organized 

justifications [41]. This methodology gets over the 

drawback that conventional solutions don't have the 

contextual and semantic knowledge required for 

intricate, multi-phase assaults. 

  

III. METHODOLOGY  

A tree-based ensemble learning architecture is the 

foundation of the suggested methodology, which aims 

to improve the accuracy and dependability of cyber 

threat classification. To guarantee consistent model 

behavior, the procedure starts with preprocessing of 

raw network traffic and system event logs, which 

includes filtering anomalies, normalizing continuous 

features, and imputed missing data. Following feature 

preparation, three fundamental tree-based models are 

trained separately, each of which brings unique 

advantages to the table. The first model, a Decision 

Tree, uses impurity measurements to partition data 

recursively in order to learn hierarchical rules. Class 

impurity is calculated at each node using either the,Gini 

Index 

  

A. Gini Index: (1) 
 

In decision tree algorithms, the Gini Index quantifies the 

variety or impurity of a dataset. It shows the likelihood 

that a randomly selected element would be 

misclassified if its label were assigned at random based 

on the distribution of classes. 

G(D) = 1 − ∑  

k

i=1

pi
2 

 

 

B. Entropy: (2) 
 

The degree of uncertainty or unpredictability in a 

dataset is measured by the entropy equation. Higher 
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entropy denotes more disorder or mixed classes, and it 

is employed in decision tree algorithms to quantify a 

node's impurity 

H(D) = − ∑  

k

i=1

pilog2𝑝𝑖  

Where represents the percentage of samples in class 𝑖. 

The characteristic that optimizes information gain,  

C. Information Gain (Ig) Formula In Decision Tree 

Learning: (3) 
 
This formula calculates the decrease in entropy, or 

uncertainty, that results from dividing dataset D 

according to attribute A. It guides the creation of an 

ideal decision tree by assisting in the identification of 

the characteristic that most effectively divides the data 

into homogenous subsets. 

𝐼𝐺(𝐷, 𝐴) = 𝐻(𝐷) −
|𝐷𝐿|

|𝐷|
𝐻(𝐷𝐿) −

|𝐷𝑅|

|𝐷|
𝐻(𝐷𝑅) 

, Is selected to form the discriminative split 
 
This idea is expanded upon in the second model, 

Random Forest, which reduces variance and overfitting 

by building several Decision Trees on bootstrapped 

data subsets with randomized feature selection at each 

split. Soft aggregation is used to achieve the ensemble 

forecast after each tree generates a class probability 

distribution. When the anticipated threat category is 

chosen as, 
It incorporates every tree with a learning rate into the 

model as, 
 
Random Forest Class Probability Equation: (4) 
The anticipated probability of class c given an input x in 

a Random Forest is represented by this equation. It is 

calculated by taking the average of the class 

probabilities that each of the ensemble's M individual 

decision trees predicted. 

𝑃
^

𝑅𝐹(𝑐|𝑥) =
1

𝑀
∑  

𝑀

𝑚=1

𝑃
^

𝑚(𝑐|𝑥) 

Where M is the total number of trees. 
The third approach, Gradient Boosting (XGBoost), uses 

gradient-based optimization to gradually improve poor 

learners in an effort to lessen bias. It calculates first-

order gradients at iteration t. and Hessians of the 

second order ℎ𝑖 Using the loss function, choosing the 

ideal leaf weight by means of 

 

Optimal Leaf Weight in XG Boost: (5) 
 

This formula determines the ideal weight 〖w_j〗^*for 

an XG Boost algorithm leaf node. The sum of gradients 

(g_i) is balanced. Hessians (h_i) and for leaf samples, 

using 𝑖 as a regularization factor to avoid over fitting 

𝑤𝑗
∗ = −

∑   
𝑖∈𝐼𝑗

𝑔𝑖

∑   
𝑖∈𝐼𝑗

ℎ𝑖 + 𝜆
 

Boosting Update Equation: (6) 

In boosting algorithms, this equation modifies the 

forecast for sample i at iteration t. The prior prediction 

and a scaled contribution (ηf_t (x_i))) are added to 

create the new prediction. 
(x_i)) from the weak learner at the moment, where 𝑖 

represents the learning rate. 

𝑦
^

𝑖

(𝑡)

= 𝑦
^

𝑖

(𝑡−1)

+ 𝜂𝑓𝑡(𝑥𝑖) 
Weighted soft voting is used to fuse the outputs of all 

three models during inference, with weights wm are 

proportionate to the validation F1-score of each model. 

The final probability of the ensemble is calculated as 

 

Ensemble Weighted Probability Equation: (7) 
The ultimate class probability is represented by this 

equation. P┴( ^ )_ens (c│x) in an ensemble model that 

is weighted. The projected probability for class c is 

contributed by each model m, multiplied by its weight 

〖  w〗 _m. demonstrating the model's proportional 

significance within the ensemble 

𝑃
^

𝑒𝑛𝑠(𝑐|𝑥) = ∑  

3

𝑚=1

𝑤𝑚. 𝑃
^

𝑒𝑛𝑠(𝑐|𝑥). 

Boosting Prediction Update Equation: (8) 
This formula describes the iterative updating of 

predictions by boosting algorithms like XG Boost and 

Gradient Boosting. The prior prediction and a scaled 

output (ηf_t (x_i)) are added to produce the new 

prediction, for example, 𝑖 at iteration t.(x_i) where 
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𝑦
^

𝑖

(𝑡)

= 𝑦
^

𝑖

(𝑡−1)

+ 𝜂𝑓𝑡(𝑥𝑖) 
By integrating the interpretability of Decision Trees, the 

stability of Random Forests, and the high precision of 

Gradient Boosting, this integrated methodology 

ensures precise real-time cyber threat identification 

while greatly enhancing robustness against developing 

threats.  

  
Fig : Hybrid Ensemble Threat Classification Model  

In Fig : Hybrid Ensemble Threat Classification Model, A 

hybrid ensemble model for classifying network threats 

employing XGBoost, Random Forest, and LightGBM is 

depicted in the diagram. Preprocessing and dataset 

collection come first, then feature extraction and model 

training. To identify threats like DoS, DDoS, and 

botnets, each algorithm constructs decision trees in a 

unique manner. In order to obtain precise and 

dependable threat classification, the output from all 

three models is then integrated using ensemble 

approaches like voting or stacking  
 

 

Algorithm steps: 

 

Step 1-Data preprocessing 

 . Eliminate outliers and clean up missing numbers. 

 

 Normalize the features:   𝑥
´

=
𝑥−𝜇

𝜎
   

 

Step 2-Train Base Models 

(a) Decision Tree(DT): 

 Split using Entropy /Gini:   H(D) = − ∑  k
i=1 pilog2𝑝𝑖   

                                           

G(D) = 1 − ∑  

k

i=1

pi
2 

 

 Based on information gain, choose the best feature. 

(b) Random Forest(RF): 

 Utilize bootstrapped data to train many trees. 

 Total forecasts: 

𝑃
^

𝑅𝐹(𝑐|𝑥) =
1

𝑀
∑  

𝑀

𝑚=1

𝑃
^

𝑚(𝑐|𝑥) 

(c) XG Boost(XGB): 

 Determine each model's:   

𝑤𝑗
∗ = −

∑   
𝑖∈𝐼𝑗

𝑔𝑖

∑   
𝑖∈𝐼𝑗

ℎ𝑖 + 𝜆
 

Step 3-Model Weighting 

 F1-score using the gradient and hessian. 

 Assign weights:  

𝑤𝑚∝𝐹1𝑚  
 

Step 4- Ensemble Prediction 

 Combine the probabilities of the models: 

𝑃
^

𝑒𝑛𝑠(𝑐|𝑥) = ∑  

 

 

𝑤𝑚 . 𝑃
^

𝑚(𝑐|𝑥) 

 Final class:   

𝑦
^

= 𝑎𝑟𝑔 𝑚𝑎
𝑐

𝑥𝑃
^

𝑒𝑛𝑠(𝑐|𝑥) 

Step 5- Final Decision 

 Verification of confidence:   

      

𝐶𝑜𝑛 𝑓(𝑥) = 𝑚𝑎
𝑐

𝑥𝑃
^

𝑒𝑛𝑠(𝑐|𝑥) 

• If there is a lack of confidence, classify it as suspicious. 
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IV. RESULTS AND DISCUSSION:  

  
Fig.1 Confusion Matrix 

 
In fig.1 the model's great accuracy across all categories 

is clearly visible. Correct predictions are indicated by the 

majority of samples lying along the diagonal axis. In 

contrast to class 1 and class 3, which have 4,770 and 

1,038 correctly categorized instances, respectively, class 

0 (typical traffic) displays 73,393 accurately classified 

instances. The model's excellent discriminative capacity 

is demonstrated by the low number of misclassifications 

that are seen, such as a few cases of classes 2, 4, and 5 

being slightly confused with class 0. 

  

  
Fig.2 Model Accuracy Comparision 

 
In Fig.2 With an overall ensemble accuracy of almost 

98%, it is clear from the graph that all models exhibit 

great training and validation accuracy. Strong predictive 

power and the capacity to capture intricate feature 

interactions are demonstrated by the XGBoost and 

Random Forest models' near-perfect accuracy ratings. 

Light GBM's significantly poorer accuracy, on the other 

hand, suggests that deeper trees or more parameter 

tuning could be needed to bring it up to pace with the 

other models' performance. 

 
The accuracy graph demonstrates that tree-based 

ensemble models, like Random Forest and XGBoost, 

expand steadily and smoothly across iterations while 

achieving high training accuracy. Additionally, the 

validation accuracy remains near the training line, 

demonstrating how effectively the model generalizes to 

new data. The absence of a sharp decline or oscillation 

indicates that the model is not significantly overfitting. 

Random Forest is the most dependable model for 

classification since it consistently maintains a high 

validation accuracy. 

  

  
Fig.3 Model loss Comparision 

 
In Fig.3 the graph makes it clear that both Random 

Forest and XGBoost attain extremely high accuracies—

nearly 99–100%—on both training and validation 

datasets, demonstrating their robustness and potent 

prediction power in managing intricate threat patterns. 

LightGBM, on the other hand, shows a somewhat lower 

accuracy of 77–80%, which could indicate that it under 

fitted the data or that more hyper parameter 

adjustment was needed. 
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Comparision table: 
Table-1: Comparision table  

Model 

Name 

Accurac

y 

Precisio

n 

F1 

score 

Recall 

Tree based 

Ensemble 

model 

98.93% 98.9% 98.92

% 

98.92

% 

Indoor 

Localisatio

n System 

87% 85.5% 86.3% 85.5% 

Banking 

Threat 

Taxonomy 

89.5% 88.1% 88.2% 88.1% 

 
In Table-1, three systems are evaluated based on 

standard classification criteria (Accuracy, Precision, 

Recall, and F1 Score). The Tree-based Ensemble model 

is without a doubt the finest system, demonstrating 

remarkable and well-balanced performance, with all 

scores consistently circling around 98.9%. The Banking 

Threat Taxonomy has a larger error rate than the 

ensemble technique, yet it is a moderately successful 

classification tool with scores between 88% and 89%. 

The Indoor Localization System performs the lowest, 

with scores ranging from 85.5% to 87%. This means that 

although it is functional, it is significantly less accurate 

for its mission than the other two classification systems. 

  

V. CONCLUSION  

By combining the complimentary advantages of 

XGBoost, LightGBM, and Random Forest into a unified 

ensemble model, the suggested TBE-CTCF framework 

successfully gets beyond the drawbacks of conventional 

signature-based and standalone machine learning 

intrusion detection systems. The framework's 

combination of these potent tree-based algorithms 

allows it to identify tiny irregularities and intricate 

patterns in network data that individual models could 

overlook. Additionally, by combining variance-based 

uncertainty estimation, entropy, and confidence, TBE-

CTCF is able to detect new and emerging attacks in real 

time in addition to accurately classifying known 

cyberthreats. This dual feature meets a crucial demand 

in contemporary cybersecurity operations by 

guaranteeing that the system maintains its high 

accuracy while remaining resilient against changing 

attack techniques. 

 
TBE-CTCF is appropriate for implementation in dynamic 

and high-throughput cyber situations because to its 

robust detection performance and careful balance of 

accuracy, scalability, interpretability, and latency. The 

uncertainty estimation component improves the 

system's explainability, enabling security analysts to 

comprehend the reasoning behind each classification, 

while the ensemble design guarantees that decision-

making is resilient and flexible. All things considered, 

TBE-CTCF offers a proactive and flexible defense system 

that improves real-time cyber threat intelligence and 

speeds up reaction to security events. The framework is 

a major breakthrough in intrusion detection and cyber 

protection since it combines explainability, resilience, 

and adaptability. 
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