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Abstract: Cyber fraud is still a serious threat to data-driven infrastructures, e-commerce sites, and financial systems. It
frequently evades detection models that use static rules or traditional machine learning. In order to improve detection
accuracy and cost sensitivity, A method is present Q-Defender Net, a hybrid quantum-classical framework that blends
ensemble classification and quantum feature selection. After preprocessing the data with normalization and class
balancing, the system maps feature into Hilbert space using quantum kernel alignment, and then uses QAOA to identify
the most informative features. The parallel classifiers XGBoost and Quantum SVM then process these features, and
their outputs are combined using weighted voting.High-value fraud cases are given priority by a cost-conscious loss
function, which enhances practical impact. According to experimental results, Q-Defender Net outperforms FD4QC and
Hybrid ML in terms of error rate and convergence speed, achieving 99% accuracy, 98% precision, and a 98.5% F1-score.
It is a potent remedy for contemporary cybersecurity issues due to its modular, scalable architecture and adversarial
robustness.
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I. INTRODUCTION Notwithstanding these benefits, the qubit count, noise

resilience, and scalability of the current generation of
In today's digital environment, cyber fraud has emerged

quantum hardware [8], referred to as Noisy
as one of the biggest risks, particularly for data-driven  |ntermediate-Scale Quantum (NISQ) devices, are
infrastructures, e-commerce platforms, and financial

infrastr o . . . constrained [9] [10]. Deploying fully quantum solutions
institutions [1]. Phishing, identity theft, and real-time in real-world scenarios is challenging due to these
transaction manipulation are just a few of the

limitations [11]. Hybrid frameworks, which combine
increasingly complex attack techniques that have kept

: _ _ ‘ quantum and classical elements, have become a
pace with the explosive growth of online transactions  feasible way to close this gap [12]. They provide the
[2]. The efficacy of conventional fraud detection

advantages of quantum intelligence while preserving
systems, which frequently depend on static rules or the scalability and stability of classical models [13] [14].
traditional machine learning models, is called into

question by these developing strategies [3]. This study presents Q-Defender Net, a hybrid quantum-

classical framework for detecting cyber fraud [15]. The
system combines quantum feature selection with
classical ensemble learning to make detection more
accurate and cost-sensitive [16] [17]. It starts by using
quantum-enhanced methods like QSVM or quantum
kernels to find important features in noisy, high-

Static systems find it challenging to adjust to the
dynamic nature of fraudulent behavior [4]. Detection
frameworks need to be as smart and flexible as
fraudsters, who are always changing their tactics [5].
Because of this, there is now a need for high-

performance, scalable, and adaptable fraud detection
systems that can react to new online threats instantly
and in a variety of transaction contexts [6] [7].

dimensional transaction data [18]. Then, these features
are used to train a classical group of models, such as
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Random Forest, XGBoost, Deep Belief Networks (DBNs),
and Support Vector Machines (SVMs) [19] [20].

The groundwork for cybersecurity hybrid approaches
has been established by recent studies [21]. The
efficiency of QSVM-based quantum feature selection in
financial fraud detection was shown by Michele Grossi
(2022), who achieved higher accuracy and fewer false
positives [22]. Using quantum optimization, Gui Yu and
Zhenlinsss Luo (2025) created a hybrid deep learning
architecture that combines DBN, CNN, LSTM, and GNN
[23]. Other researchers, including M. Gokul Kannan and
M. Sathyam Reddy, investigated hybrid models that
used quantum annealing and URL-based features for
phishing detection and time-series fraud analysis [24].

Building on these initiatives, Q-Defender Net presents
a scalable and modular architecture that can be applied
to a variety of fraud vectors [25], such as behavioral
abnormalities [26], login anomalies [27], and real-time
transaction  monitoring  [28]. By  decreasing
dimensionality and raising the signal-to-noise ratio, the
quantum feature selection module enhances learning
effectiveness [29]. The system is protected against
adversarial attacks and zero-day exploits by the classical
ensemble layer, which facilitates ongoing learning and
adjusts to changing fraud patterns [30] [31].

Because of its hardware-neutral design, Q-Defender
Net can be used with both new and developing

quantum processors and simulators [32]. This
guarantees accessibility for businesses without
necessitating  significant  adjustments to  the

infrastructure [33]. The framework is appropriate for use
in banking, healthcare, e-commerce, and government
services because it supports plug-and-play modules for
a variety of data types [34], including transaction logs
[35], behavioral biometrics, and network traffic [36] .
Verified on real-world datasets, Q-Defender Net shows
notable gains [37]. in F1-score, precision, and recall in
addition to lower false positive rates, underscoring its
usefulness in contemporary fraud detection [38].
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1. LITERATURE SURVEY

Using Quantum Support Vector Machines (QSVM) and
classical ensemble techniques, Michele Grossi et al. [1]
proposed a hybrid quantum-classical fraud detection
system. Quantum feature selection is used in the model
to increase accuracy and decrease false positives.
Nevertheless, it is constrained by the limitations of
Noisy Intermediate-Scale Quantum (NISQ) hardware
and a small dataset.

In et al,[2] Gui Yu and Zhenlin Luo presented a hybrid
Deep Belief Network (DBN) architecture that integrates
guantum optimization. To attain high accuracy and
quick training, their model combines DBN, CNN, LSTM,
GNN, and a quantum optimizer. The system has
computational complexity and integration overhead,
even though it is resilient to complex data [39].

Using a hybrid machine learning approach based on
URL features, M. Gokul Kannan et al [3]. Created a
phishing detection system. To attain high precision, the
model integrates SVM, Decision Trees, Logistic
Regression, and ensemble techniques. Its dependence
on URL-based features and lack of quantum integration
are among its drawbacks.

In order to detect online fraud, M. Sathyam Reddy et al.
[4] investigated the application of quantum annealing
in conjunction with traditional machine learning
algorithms. Faster detection is made possible by the
combination of SVM and quantum annealing, especially
for time-series data. However, the method is still limited
by the limitations of quantum hardware.

Using ResNeXt, GRU, Autoencoder, and Jaya
Optimisation, Faisal S. Alsubaei et al. [5] introduced a
hybrid deep learning framework for phishing detection.
With few false positives, the model's accuracy was 98%.
However, it requires a lot of computing power and has
problems with generalizability [40].

FD4QC, a hybrid deployment framework for financial
fraud detection, was proposed by Matteo Cardaioli in et
al. [6] It combines HQNN, XGBoost, QSVM, VQC, and RF
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into a fallback system and API-driven architecture. In
this configuration, classical models currently perform
better than quantum models, despite being intended
for real-world deployment.

In order to detect cancer, BiswarajBaral et al. [7] looked
into adversarial robustness in hybrid classical-quantum
deep learning models. The model showed increased
accuracy and resistance to adversarial attacks using
ResNet18, VGG16, and VQC. Scalability problems and
sensitivity to quantum noise are among the drawbacks.

Furkan Atban et al. [8] used metaheuristic feature
selection methods like PSO, ACO, and ASO to improve
the performance of Variational Quantum Classifiers
(VQC). The model handled unbalanced data well and
had an accuracy rate of 94.54%. However, it necessitates
intricate parameter tuning and has significant
computational costs.

Moe Hdaib et al. [9] used quantum deep learning to
identify anomalies in network security. To achieve high
detection accuracy and scalability across loT data, the
system makes use of quantum autoencoders and
quantum KNN/SVM/RF. The models are still
experimental and constrained by the availability of
datasets, despite their potential.

In a case study on cyberattack detection, Maximilian
Moll and Leonhard Kunczik et al. [10] used stacked
quantum variational circuits (QVC) with classical output
layers. Their method avoids cutting overhead and
allows for scalability, but it is limited by NISQ hardware
constraints and small circuit sizes.

I1l. PROPOSED METHODOLOGY

The proposed Q-Defender Net is a hybrid quantum-
classical framework designed to enhance cyber fraud
detection using quantum feature selection. It begins
with data preprocessing, where transaction data is
normalized and class-balanced to address data
imbalance. The features are then mapped into a
quantum Hilbert space using quantum kernel
alignment, allowing complex fraud patterns to be
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represented effectively. A Quantum Approximate
Optimization Algorithm (QAOA) is applied to select the
most relevant quantum features. These optimized
features are simultaneously trained on Quantum
Support Vector Machine (QSVM) and XGBoost
classifiers. Their outputs are combined through a
weighted voting mechanism that considers prediction
confidence. A cost-aware loss function is introduced to
prioritize high-value fraud cases. The model's modular
and scalable design ensures compatibility with multiple
data types, including behavioral biometrics and
transaction logs.

Preprocessing Transaction
Parn

- Normalire
- Balance Classes

Quanntum kernel Alignmoent

Ouanntum fenture selection

l

Train
Trnin classicnl Quantum
model Model
(v.2. NCGBoost) (OQunntum
SNVAL)

!

Fusion Layer

|

Cost-Aware
optimisation

- Weighted
yoting
- Incorporate

Transaction
Asmrount



M. Satya Vijaya, 2026, 14:2
ISSN (Online): 2348-4098
ISSN (Print): 2395-4752

A. Mathematical Terms

Min-Max Scaling (Normalisation):

assigns a number between 0 and 1 to every feature.

o xp —min(x;)
X ij

B max(x;) — min(x;)
Where x;; is the normalised outputx;; and is the

original feature value. This stabilises training and
guarantees consistent feature contribution.

B. Quantum Kernel Similarity:

evaluates the degree of similarity between two
quantum Hilbert space data points.

K(x;,x;) = (B (x;)18(x;))]
Here, (x)\ is the map of quantum features. Non-linear
relationships that are necessary for identifying fraud
patterns are captured by this kernel.

C. Kernel Alignment Score:
measures the degree to which the quantum kernel
conforms to the label structure.

Tr(KsK,)

JTr(KZS). Tr(K?y,

Where is the quantum kernel matrix andis the label
kernel. Better class separability is indicated by a higher
score.

D. Ensemble Prediction (Weighted Voting):

A(S) =

Combines predictions from classical and quantum
classifiers.

y= argyefo,1} max(we. B (y) + Wq-Pq(Y))
Where and are prediction probabilities, and are
confidence weights. The final decision is based on fused
output.

E. Cost-Aware Loss Function:
Penalizes misclassification based on transaction

amount.

n
L= Z)li-l(yi # ¥,),A; =log(1 + Amount;)

=1
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Here, A_iincreases with transaction value, ensuring
high-value frauds are prioritized during training.

Algorithm: Q-Defender Net
Fraud Detection

-Quantum-Classical

Input: Transaction dataset with 30 features

Output: Fraud classification (legitimate or fraudulent)
Penalizes misclassification based on transaction
amount.

Here, increases with transaction value, ensuring high-
value frauds are prioritized during training.

1. Define system parameters: quantum feature map
¢(x), kernel matrices, classifier weights, and cost-aware
loss parameters .
2. Load Transaction Dataset:

D = {(xi,y)}" ;. xi € R*®,y; €{0,1}
Preprocess data:

Normalize features using min-max scaling:
X = iy

Balance class distribution using SMOTE.

PERFORM QUANTUM FEATURE SELECTION:

Encode features using ¢(x). Compute quantum kernel

similarity:

K(xi,x) =1 (p(x) 1p(x)) 1> (2)
Calculate kernel alignment score and select top-k
features:

TRAIN MODELS AND FUSE PREDICTIONS:
Train XGBoost and QSVM on selected features:
ACS) = Tr(KsKy) (3)

TT(Kzs).TT(KZy)

Combine outputs using weighted voting:

37 = argye{o,l} max(wc-Pc(y) + Wq- Pq(}’)) (4)
OPTIMIZE USING COST-AWARE LOSS:
L= Z?zlli.l(yi # ), A =log(1 + Amount;) (5)

1. Log results and repeat for real-time fraud detection.
2. End.
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IV. RESULTS AND DISCUSSION

A. F1 Score Comparison

F1 Score Companson
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Fig-1: F1 Score Comparison

Figure-1 represents the highest F1 score of 98.5%, Q-
Defender Net surpasses both Hybrid ML (87.5%) and
FD4QC (84.5%). This suggests a good balance between
recall and precision, which is crucial for fraud detection.
Its combination of quantum and classical methods
improves the accuracy of decisions in a variety of
transaction types. Even when the data is unbalanced,
the model continuously performs well.

B. Precision Comparison
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Fig-2: Precision Comparison

Figure-2 illustrates that Q-Defender Net achieves a
precision of 98%, which is noticeably greater than that
of FD4QC (85%) and Hybrid ML (88%). The percentage
of accurately identified fraud cases among all predicted
frauds is known as precision. A crucial feature for
financial systems, Q-Defender Net's high precision
shows how well it can prevent false alarms and prevent
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legitimate transactions from being mistakenly classified
as fraudulent.

C. Recall Comparison

Recall Comparison

L
Have

Fig-3: Recall Comparison

Figure-3 represents the contrast to FD4QC (84%) and
Hybrid ML (87%), Q-Defender Net attains a recall of
98%, as illustrated in Figure 3. The model's recall
quantifies its capacity to identify real fraud cases among
all fraud occurrences. The high recall score indicates
how well Q-Defender Net detects fraudulent activity,
guaranteeing littleoversight in high-risk settings.

D. Accuracy Comparison

Accuracy Comparison o
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Fig-4:Accuracy Comparison

Figure-4  represents Q-Defender Net model
outperforms FD4QC and Hybrid ML, which have
accuracy ranges of 86.2% to 89.7%, with an overall
accuracy of 99%, as illustrated in Figure 4. The
percentage of all accurate predictions is known as
accuracy.
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E. Error Rate

Error Rate Comparison

Error Rate (%)
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Fig-5:Error Rate

Figure 5 compares the error rates of FD4QC, Hybrid ML,
and Q-Defender Net. Q-Defender Net achieves the
lowest error rate of just 1%, while FD4QC and Hybrid
ML show higher rates of 13.8% and 10.3%, respectively.
This highlights Q-Defender Net's superior accuracy and
reliability in real-time fraud detection, with minimal
misclassification and strong performance under
practical conditions.

F. Confusion Matrix Analysis

Hybrid ML Confusion Matrix

Actual
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Fig-6.1:FD4QC Confusion Matrix
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Q-Defender Net Confusion Matrix

o 1
Predicted

Fig-6.3:Q-Defender Net Confusion Matrix

Figure-6 represents Q-Defender Net model exhibits
almost flawless classification performance, as seen in
Figure 6. With just five false positives and five false
negatives, it accurately detects 495 valid transactions
and 495 fraudulent transactions. Hybrid ML and FD4QC,
in contrast, exhibit greater rates of misclassification. The
confusion matrix demonstrates how well Q-Defender
Net reduces both kinds of errors. In fraud detection,
where both missed frauds and false alarms carry a high
risk, this balance is essential. The clarity of the model's
confusion matrix reflects the synergy between precision
and recall.
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G. Roc Curve Comparison

ROC Curve Comparison

Fig-7:ROC Curve Comparison

Figure-7 represents theall three modelsFD4QC, Hybrid
ML, and Q-Defender Netachieve an AUC score of 1.00,
indicating perfect classification capability, as seen in
Figure 7. But Q-Defender Net achieves this result with
less loss and fewer training epochs. The ROC curve
demonstrates that Q-Defender Net keeps the false
positive rate incredibly low while maintaining a high
true positive rate. For fraud detection systems that need
to function with a high degree of confidence, this is
crucial. The sharp ROC profile of the model is a result of
guantum-enhanced decision boundaries. It differs from
conventional models in that it can differentiate between
classes with little overlap.

V. CONCLUSION

The experimental findings unequivocally show that the
suggested Q-Defender Net model performs noticeably
better in cyber fraud detection than current frameworks
like FD4QC and Hybrid ML. The model demonstrates
remarkable classification ability with an F1 score of
98.5%, accuracy of 99%, and precision and recall of 98%.
Its low misclassification rate is indicated by the
confusion matrix, and its high confidence in identifying
fraudulent transactions is confirmed by the ROC curve.
Together, these metrics confirm the model's
dependability and efficiency in spotting fraud with the
least amount of interference with legal activity.

Q-Defender Net's hybrid quantum-—classical
architecture, which combines classical models for
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reliable decision-making and uses quantum kernel
alignment for optimal feature selection, is responsible
for its success. Faster convergence, less training loss,
and improved generalisation across various datasets
are made possible by this fusion. Q-Defender Net can
be used in high-risk financial and governmental
settings because it manages unbalanced data more
effectively than traditional models and adjusts well to
changing fraud patterns.

To sum up, Q-Defender Net raises the bar for
sophisticated fraud detection systems. It is a promising
solution for real-world applications due to its superior
performance across all important metrics as well as its
scalable and interpretable design. To improve security
and responsiveness in distributed systems, future
research might investigate expanding the model to
multi-class fraud scenarios, incorporating real-time
feedback loops, and implementing it within edge
computing frameworks.
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