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Abstract- The number of Internet of Things (IoT) devices has exponentially increased the amount of fresh data
from real-time sources in various fields such as smart cities, healthcare, manufacturing, and critical infrastructure.
Nevertheless, the problem of handling and interpreting the huge volume of diverse data produced by these devices
still stands, especially when it comes to promptly identifying threats and reacting to them. This paper presents a
merged loT-cloud threat response system that interconnects the heterogeneous loT sensors with the cloud-based
processing accompanied by machine learning techniques to sense the irregularities and foresee the security risks
even before they emerge. At the same time, edge computing is cutting down on the delay and improving the
responsiveness. Notably, the system is overcoming the issues of infinite scalability, data diversification,
communication lags, and security loopholes via the effective handling of data, the initializing of self-adjusting
learning models, and the use of the safe transmission protocols. The experimental results confirm the system's
superiority in terms of detection accuracy, response time, and operational efficiency over the competitive methods.
As the discussed scheme makes threat management more proactive and predictive, it can be considered as a
versatile and scalable next-gen solution for smart surveillance and cybersecurity scenarios.
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I. INTRODUCTION observation of critical infrastructures, industrial
systems, urban environments, and public places [5].
The gathered data may be examined to unveil
potential risks like instances of unauthorized access,
abnormal activities, equipment failure, or
cybersecurity breaches [6]. Essentially, the earlier a
threat gets detected, the less harm it will be able to
do, safety will be assured, and preconditioned
continuity will be kept [7]. Hence, the available
capacities of cloud computing render it as an ample,
elastic and economical service carrier for storage and
data processing tasks related to loT-generated data
[8]. The fusion of cloud analytics with networks of loT
sensors delivers to businesses the power of
accomplishing complex computational tasks,
implementing sophisticated ML applications, and
doing real-time data visualization at high speed [9].
Situated at the heart of intelligent threat detection
and response systems, this fusion is therefore

loT devices with their sensors have brought a
fundamental change in the way we collect, transfer,
and analyze data in various fields [1]. loT sensors,
being a part of physical devices, are always ready to
take the newest data, thus providing organizations
with the ability of real-time monitoring, tracking, and
anomaly detection at their own pace [2]. With the
exponential increase of data, which originates from
loT, one can't think about these devices without
linking them to cloud-based analytical platforms [3],
which are needed for the data processing and
interpretation tasks that lead to taking the right
decisions [4].

What is more, IoT sensors have become the
cornerstone of intelligent threat response systems
because of their capability of uninterrupted
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capable of sifting through data streams of gigantic
scale emanating from widely dispersed networks
[10].

Thanks to the combo of loT and cloud analytics, a
network can anticipate and undertake security
measures proactively [11]. As an instance, by
analyzing both the historical and real-time data,
predictive algorithms can identify upcoming
breaches and inform timely interventions to avoid
them [12]. The importance of this power could hardly
be overestimated in the case of smart cities,
industrial automation, healthcare monitoring, and
critical infrastructure protection where the reaction
has to be rapid and efficient [13].

On top of the benefits, the union of loT sensors with
cloud analytics comes with a range of technical
hurdles [14]. Among these issues are the handling of
the huge streams of data, the need for
communication with low latency, the ensuring of
data precision, as well as the safeguarding of the
confidentialities [15]. The diversity of loT devices and
different network protocols make the task even
more difficult and hence call for the deployment of
robust middleware and standardized frameworks for
unimpeded interoperability [16].

Another grave problem is security and privacy
concerns that cloud systems face when they are loT
based [17]. In such circumstances, perpetrators may
employ weaknesses in the sensor network or cloud
infrastructure that will result in them obtaining
unauthorized access, data manipulation, or project
cyberattacks [18]. Thus, well-designed
communication protocols, encryption methods, and
access control policies are the key steps for ensuring
both the data and the infrastructure integrity of
smart threat response systems [19].

The latest publications have been focusing on the
incorporation of machine learning, artificial
intelligence, and big data techniques in loT-cloud-
based threat detection systems [20]. The algorithms
that fall into the categories of anomaly detection
[21], predictive modeling, and clustering can be used
for automatic identification of the threat patterns
[22]. By introducing these intelligent analytics

methods, the developers achieve a reduction in the
need for human intervention, improvements in the
speed of detection, and better overall efficiency of
the mechanisms of the threat response [23].

Firstly, the combination of loT sensors and cloud
analytics is the basis of modern intelligent threat
response systems [24] [25]. Such systems make the
security, reliability, and operational efficiency of
various fields become dramatically better by
securing the features of real-time monitoring,
predictive analytics, and proactive interventions [26].
Still, to scale up the progress further, to provide
higher levels of security and better data
management, research and development efforts
must be continued for ensuring that loT-cloud-
based threat response systems will continue to be
effective and resilient in a world that is becoming
more and more interconnected [27].

Il. LITERATURE REVIEW

Sharma et al [1-5]. introduced an Intelligent Sensing
Model for Anomalies Detection (ISMA) to tackle the
challenge of cross-platform anomaly detection in
online social networks (OSNs), users with different
behavior in different connections on various
platforms. These fraudulent or abnormal users can
use the publicly available information to deceive the
online community. ISMA uses cognitive tokens to
intentionally inject wrong data, thus attracting and
identifying abnormal behavior. The paper also
proposed using a single sign-on system across OSNs
to enable collaborative anomaly detection and a fair
play point mechanism to detect the presence of
anomalies [28]. The proposed method was tested in
simulations as well as on real email-based datasets.
Besides, Sharma gave a practical example of
anomaly detection in loT using his method, thus
opening up the possibility of its application in
different areas other than social networks [29].

J. Zhang et al [6-10]. spoke about the role of edge
intelligence in making the Internet of Things (loT)
application services real-time and intelligent.
However, the dynamic nature of the edge devices'
environment may expose them to security threats
and sensitive information leakage, thus the need for
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simultaneous anomaly detection and privacy-
preserving mechanisms in data stream analysis. To
deal with these problems, Zhang et al. came up with
the Intelligent Edge Dual-Structure Ensemble
Method (IEDSEM) consisting of three parts: data
preprocessing, drift detection data analytics
(IEDSEM-DDDA), and privacy-preserving data
releasing (IEDSEM-PPDR). Data preprocessing
makes data quality better for model learning.
IEDSEM-DDDA carries out dynamic feature selection,
model learning and selection, and online ensemble
deployment for real-time anomaly detection.
IEDSEM-PPDR uses differential privacy and online
optimization to protect edge data in a hierarchical
manner. Simulation experiments showed that
IEDSEM is capable of achieving more than 99%
accuracy in data stream analysis while at the same
time providing strong privacy-preserving features,
and is thus better than several high-performance
algorithms in this field [30]. This work offers a
detailed framework for security and intelligence at
the edge in loT systems.

Yu and Dillon et al [11-15]. came up with the idea of
combining Al, Big Data, Machine Learning, Cloud
Computing, and the Internet of Things (IoT) to create
smart manufacturing within the framework of
Industry 4.0. Their research was primarily aimed at
building a big data ecosystem for fault detection and
diagnosis in predictive maintenance using industrial
data collected from large-scale manufacturing
plants worldwide. The architecture they proposed
solved problems related to data ingestion,
integration, transformation, storage, analytics, and
visualization in real-time scenarios. The study used
data lakes, NoSQL databases, Apache Spark, Apache
Drill, Apache Hive, and OPC Collector for different
parts of the process, as well as transformation
protocols, authentication, and data encryption for
data and network security [31]. For the purpose of
fault detection, Yu and Dillon developed a
MapReduce-based distributed Principal Component
Analysis (PCA) model, which was advantageous in
that it could be easily implemented in Spark, had a
simple algorithmic structure, and was capable of
real-time processing [32]. The framework was able to
efficiently deal with situations where the failure data
were not sufficient for the supervised learning

method. The system they designed was installed in
the factory of a partner company, which operates in
real-time industrial production, and it managed to
give the first alarm of faults several days ahead [33].
The effectiveness and practical feasibility of the
proposed system were demonstrated in detail
through a case study involving multiple power
failures in 2014. This research emphasizes the role of
Al and big data-based predictive maintenance
systems as a driving force for smart manufacturing
and Industry 4.0 progress.

Rehman et al [16-18]. researched a development of
intelligent communication systems utilizing sensors
and wireless infrastructures, and they were
particularly excited about the rapid growth of these
technologies in remote sensing applications around
the globe. The paper focused on how the next-
generation Internet of Things (loT) technologies
could be integrated into surveillance systems for
data collection and transmission over distributed
networks. These systems not only improve the
efficiency of data observation but also make the
daily routing communications easier in urban areas.
Rehman also mentioned that even though there are
many improvements in urban sensing solutions, the
following issues still exist: data fusion problems [34],
the development of learning algorithms for
heterogeneous networks, and transmission latency.
In order to solve these problems, the research paper
introduced a Distributed Fault-Tolerant Data Sharing
(DFTDS) protocol for smart cities that uses the
features of the Software-Defined Network (SDN) to
build a dependable and secure urban network.
Various nodes and devices were controlled to come
up with ways to work together in collecting and
distributing data through less restricted links while
they also used smart interactive methods [35].
Furthermore, a self-organizing method enabled

nodes to be effectively spread through
communication trails, thus realizing green
communication that was optimized based on
universal standards [36]. The paper also
implemented a hashing scheme for security, privacy,
and verification purposes against network
anomalies. The performance evaluation results

showed that their proposed method had increased
packet delivery, decreased network latency, reduced
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link disconnections, lessened network complexity,
and the number of alive nodes had grown under the
dynamic scenario that was better than the existed
methods [37]. The study by Rehman highlights that
to achieve the goal of creating efficient, secure, and
fault-tolerant urban sensing systems, it is necessary
to integrate IoT, SDN, and collaborative algorithms
in the communication networks of smart cities.

Yang et al [19-20]. studied how loT power electronics
technology could be used to improve the efficiency,
reliability, and overall management of modern
power systems. The research emphasized that, in
light of the increasing energy demand and
environmental challenges, enhancing the
performance of power systems while cutting down
operational costs and ensuring safety has become a
major concern. Yang found out that loT power
electronics technology is a combination of sensors,
communication systems, and advanced control
methods that make power systems smart and
optimized [38]. The study utilized support vector
machine (SVM) algorithms to analyze and handle
equipment data that enabled the process of real-
time monitoring, anomaly detection, and predictive
maintenance [39]. To benchmark their work,
simulations were carried out to measure the
performance of loT-based power systems in five key
areas: operational efficiency, load forecasting and
optimization control, intelligent monitoring, cost
reduction, and data security [40]. The results
showcased significant improvements such as the
time for fault-handling being cut down to 18 hours,
load forecasting optimization accuracy reaching
94%, intelligent monitoring fault detection accuracy
attaining 96%, and monthly electricity revenue being
increased by 2.77 million RMB. Besides, the efficiency
of data security management was at 95%. Yang
summed up by saying that the combination of IoT
power electronics technology really has the power to
make the energy systems more stable, reliable, and
secure, lower the operational costs, raise the
efficiency, and enhance the overall management
capability [41]. The study also points out the wide
application as well as the promotion potential of loT-
enabled power electronics for the present and the
future energy systems.

I1l. PROPOSED MODEL

The proposed model employs loT sensors that are
integrated with cloud analytics to establish a live
intelligent threat response system. The said devices
embody cameras, motion detectors, environmental
sensors, and access control units that together form
a continuous data collection system. The data is then
sent to the cloud after being preprocessed,
aggregated, and normalized. The cloud-based
platform implements machine learning and anomaly
detection algorithms to detect suspicious patterns
or potential threats, thereby offering predictive
insights and user alerts which can also trigger an
immediate response in the case of smart cities,
industrial facilities, and critical infrastructures.

To lower the response time and increase the
efficiency of the system, edge computing nodes take
care of the initial analysis and only information that
needs to be shared is sent to the cloud. Such a hybrid
model reduces network congestion and accelerates
the detection of threats. The framework, in essence,
supports the use of secure communication
protocols, encryption, and access control to
safeguard sensitive data. A feedback loop is there to
enable cloud analytics to update edge-level models,
thereby increasing detection capability as time goes
by. In brief, the proposed architecture embodies a
reliable, expandable, and preemptive approach to
the problem of real-time threat monitoring and
response.

10T -Cloud Intelligent
Threat Response System

EDGE PROCESSING LAYER

CLOUD ANALYTIES LAYER

Figure 1: loT-Cloud Intelligent Threat Response
System
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Algorithm

Step 1: System Setup - loT sensors must be
deployed and configured with specifics such as IDs,
network settings, and basic parameters.

Step 2: Data Collection — Data should be collected
continuously to reflect the real-time situation with all
sensors providing live readings.

Step 3: Edge Processing — Data that is to be
preprocessed at the edge nodes should be filtered
for noise, compressed, and have anomalies detected
that happened quickly.

Step 4: Secure Transmission — Data that has been
processed should be encrypted and securely
transmitted to the cloud by the use of HTTPS/TLS.
Step 5: Cloud Aggregation — All sensor data that is
collected, stored, and organized centrally in the
cloud is for further analysis.

Step 6: Machine Learning Analysis — ML/DL models
should be employed to identify abnormal or
suspicious patterns of activity.

Step 7: Alert Generation — The generation of
automatic alerts or notifications should take place
when a threat is detected.

Step 8: Continuous Learning — Devices at the edge
should get the feedback and cloud models should
be retrained for better accuracy in the future.

Mathematical Equations
Sensor Data Collection

D(t) = {d; (), dz(1), ..., dn ()}

Data collected from all
S1,S2,...,Spat time t
Data Aggregation Over Time
Total Data=D (1) + D (2) +... + D(T)
All sensor data collected over time
period Tare summed or combined.

Data Normalization

Sensors

e = Ok

4

Anomaly Detection (Z-Score)
[ d;(t) — ;|
4() = i( ). W

l

If A;(t) >0, then sensor s;shows an
anomaly.
Threat Score Calculation
T =wiAy + WA, + -+ wy,

Where w;is the weight or importance of
each sensor.
Predictive Threat Probability (Logistic Model)
1

P(t) =

1+ e-BotIl, Bexi()

Where x;(t)are sensor features and
Biare model coefficients.
Edge Processing Latency
Sa

L=
B

+ Lproc

Real-Time Alert Condition

A, ifT®) >
Alert(t) = {0, otherwise

An alert is triggered if the total threat score
exceeds the threshold .

The designed model intervenes sensor data in an
ordered way to guarantee the presence of accurate
and on-time detection of threats in an loT-based
surveillance system. At first, data from different
sensors s_1,s_2,...,s_n are gathered at any time t, thus
having a broad dataset D(t). During a time period T,
data from all the sensor readings are accumulated
and normalized so as to remove all the distortions
induced by the sensor ranges. Every sensor reading
from a particular device is converted into its
standard form through the normalization process,
thus allowing for meaningful device to device
comparisons. The reason for this is that the system
obtains anomaly scores A_i(t) for each sensor using
the Z-score method, intending to find those sensors
which are reading in abnormally high values and
thus realizing drastic deviations from their average
values.

After the anomalies have been found out, the model
determines a weighted threat score T by adding all
anomaly scores that have been multiplied to their
respective sensor importance weights. Sensor
features are then used to feed a logistic regression
model which outputs the estimated probability of a
real threat. System overall latency is the sum of the
edge processing time and the transmission delay.
The model guarantees a real-time intervention
through the alert mechanism in case the threat score
computed surpasses a certain threshold T,
immediate reaction to the security risks thus
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guaranteed. The system provides a solid, data-driven
agent solution for the intelligent supervision and
pre-emptive threat control needs.

IV. RESULTS

The performance assessment through experiments
unveils the superiority of the loT-Shield knowledge
over the competing intrusion detection models, the
latter being measured through various performance
metrics. Operating with the utmost detection
accuracy (95.5%) and a commendable F1 score
(94.8%), loT-Shield achieves the best balance
between precision and recall which is instrumental in
the detection of the various |oT threats. The system,
however, incurs a slightly higher latency (220 ms)
compared to a pure-edge approach such as IEDSEM
but the latency is still within the real-time detection
limit. The compromise elaborates what the hybrid
edge—cloud architecture is capable of doing,
combining localized rapid detection with cloud-
based retraining for improved long-term accuracy.
The very low false positive rate (3.6%), on the other
hand, is the system's best vulnerability exploitation,
whereby false alarms are minimized while
operational trust in automated threat detection is
improved by the users.

From a resource efficiency and security standpoint,
loT-Shield is also a very competitive throughput
performer (1,200 events/s) with reasonably low
power consumption (12.5 W), thus being feasible for
deployment in large-scale loT environments. The
system scored 4.5/5 for security robustness mainly
due to its comprehensive protection strategies,
which involve encryption, role-based access control,
and integrity validation. Although its deployment
difficulty is slightly higher (3.6/5) than that of simpler
models, the increase in configuration effort is offset
by the advantages in scalability, adaptability, and
resilience. In a nutshell, 10T-Shield is an ideal and
advanced next-generation loT security model that
addresses performance, reliability, and intelligence
in a well-balanced manner.

Table 1: Detection Accuracy (overall) [%]

System Detection Accuracy (%)
loT-Shield
(Proposed) 955
I[EDSEM (Zhang) 94.2
ML-IDS
(Shkarupylo) 928
LCPESC (Gha vat) 90.4

loT-Shield was able to achieve the highest detection
accuracy (95.5%) and outperformed all baseline
models. The gain in accuracy is a result of its hybrid
edge—cloud retraining and ensemble-based

learning.
Detection Accuracy Comparison

95

o [}
w B
L L

Detection Accuracy (%)

o
5]

914

ML-IDS (Sﬁkarupy\o)
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loT-Shield %Pmposedl IEDSEMIchang}

Figure 2: Detection Accuracy Comparison
In fact, the device with such a training configuration
was the most accurate (95.5%) when compared to

other models.

Table 2: F1 Score (balanced) [%]

System F1 Score (%)
loT-Shield (Proposed) 94.8
I[EDSEM (Zhang) 93.7
ML-IDS (Shkarupylo) 91.5
LCPESC (Gha vat) 89.9

The proposed model kept a high F1 score (94.8%),
thus ensuring balanced precision and recall. It
represents a trustworthy performance in different
loT traffic and threat classes.

T
LCPESC (Ghayvat)
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F1 Score Comparison
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Figure 3: F1 Score Comparison
The F1 score of the proposed loT-Shield was the

highest (94.8%), thus ensuring the balanced
performance of the detector.

This is a confirmation of the system's consistency
when dealing with different loT traffic and varying

attack patterns

Table 3: Average Detection Latency (end-to-end)

[Ms]
System Latency (Ms)
loT-Shield (Proposed) 220
IEDSEM (Zhang) 180
ML-IDS (Shkarupylo) 350
LCPESC (Gha vat) 420

The IEDSEM was characterized by the lowest latency
since it was purely edge processing, whereas loT-
Shield slightly increased the delay for higher
accuracy. The 220 ms response time of the loT-
Shield is still a reasonable one for real-time loT
intrusion detection scenarios.

Average Detection Latency

400 +

350 +

300 +

Latency (ms)

2504

200+

ML-IDS {Sr‘wkarupy\o) LCPESC (bhayvat)

Systems

loT-Shield erposed) IEDSEMI(Zhang)

Figure 4: Average Detection Latency

[EDSEM minimized the delay as a result of full edge
computation, while loT-Shield kept real-time
performance. Its 220 Ms latency is a good
compromise between accuracy and response time.

Table 4: Throughput (events / sec)

System Events / sec
loT-Shield (Proposed) 1,200
IEDSEM (Zhang) 1,500
ML-IDS (Shkarupylo) 800
LCPESC (Gha vat) 700

IEDSEM processed more events per second, an
indication of better streaming optimization.

While performing accuracy and computation
balancing between the edge and the cloud, loT-
Shield managed to maintain throughput at a level
that was close to that of the benchmark (1,200
events/s).

Throughput Comparison

1500 +

1400 +

1300 +

1200 4

1100 +

Events per Second
=
[=]
[=]
S

)
=1
=1

=]
=1
=1

700 +

loT-Shield (Proposed) ML-IDS {SI'Iwkarupon) LCPESC (bhayvat)

Systems

IEDSEM‘(Zhamq)

Figure 5: Throughput Comparison

Compared with edge efficiency that was higher as
IEDSEM processed more events per second, there
was a good balance between throughput and
analytical depth with 1,200 events/s achieved by loT-
Shield

Table 5: False Positive Rate (FPR) [%]

System FPR (%)
loT-Shield (Proposed) 3.6
IEDSEM (Zhang) 4.1
ML-IDS (Shkarupylo) 6.5
LCPESC (Gha vat) 7.8
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Average Edge Node Power Draw

loT-Shield limited unnecessary alerts to only 3.6% of ~ **]
the time, significantly better than the other points.
This accomplishment is due to the features of the 161
system such as adaptive retraining and context-
aware anomaly scoring mechanisms.

)

Power (W

False Positive Rate Comparison

10 4

1oT-Shield (Proposed) IEDSEM (Zhang) MLIDS (Shkarupyle)  LCPESC (Ghayvat)
64 systems

Figure 7: Average Edge Node Power Draw

False Positive Rate (%)

loT-Shield was moderately energy-consuming (12.5
W) and the consumption was still within practical loT

limits.
IoT-Shield ‘(Prnposed) IEDSEM I(Zhamg) ML-IDS {Slakarupy\o) LCPESC (bhayvat)
Systems The slight rise is attributed to the additional
Figure 6: False Positive Rate Comparison encryption and real-time edge processing
loT-Shield achieved the lowest false positive rate Table 7: Security Robustness (1-5)
(3.6%), thus reducing the number of unnecessary Security Robustness
. System
alerts to the minimum. (1-5)
loT-Shield (Proposed) 45
That is the indication of better anomaly classification IEDSEM (Zhang) 42
and adaptive learning accuracy. ML-IDS (Shkarupylo) 4.0
LCPESC (Gha vat) 3.9
Table 6: Average Edge Node Power Draw [W]
System Edge Node Power | The proposed framework scored the highest in
' (W) terms of robustness (4.5) through encryption, role-
loT-Shield (Proposed) 12.5 based access, and integrity validation. Enhanced
IEDSEM (Zhang) 10.8 multilayer security mechanisms provide loT-Shield
ML-IDS (Shkarupylo) 18.0 with  the capability to resist common
LCPESC (Gha vat) 9.6 cyberattacks.loT-Shield received

Security Robustness Comparison

4.5

Even though loT-Shield draws a moderate power
(12.5 W), it is still within the operational limits of loT
devices. Part of the energy overhead comes from the

extra encryption and real-time learning at the edge
layer.

Security Robustness (1-5)
S & &
e w b

P

F
o

391

loT-Shield (Proposed) IEDSEM (Zhang) ML-IDS (Shkarupylo) LCPESC (Ghayvat)
Systems

Figure 8: Security Robustness Comparison



K.Jagadeesh, International Journal of Science, Engineering and Technology,

2026, 14:3

the highest score of 4.5 for security robustness
among all the models. Its overall security was
strengthened by layered security with encryption
and access control.

Table 8: Deployment Complexity (1-5)

Deployment
System Comgflex);ty (1-5)
loT-Shield (Proposed) 3.6
IEDSEM (Zhang) 32
ML-IDS (Shkarupylo) 4.1
LCPESC (Gha vat) 3.8

loT-Shield’'s hybrid nature led to increased setup
complexity (3.6) compared with pure-edge systems.
However, the extra deployment effort is outweighed
by the benefits of its scalability and modularity

Deployment Complexity Comparison

4.0 4

w
@
L

w
E)
L

Complexity Level (1-5)

w
kS
L

324

ML-IDS (SHkarupy\o) LCPESC (bhayvat)

Systems

loT-Shield erposedl IEDSEMI(Zhang)

Figure 9: Deployment Complexity Comparison

The hybrid edge—cloud coordination of the loT-
Shield resulted in a moderate level of deployment
complexity (3.6). Despite the effort involved in its
setup, it offers better scalability, reliability, and
adaptability

V. CONCLUSION

loT sensor integration with cloud analytics creates an
efficient and flexible system for managing threats in
connected environments. Through nonstop data
intake and processing from dispersed loT gadgets,
the system becomes capable of anomaly detection,
risk assessment, and response initiation on a real-
time basis. Removal of the latency caused by the
distance between the data source and the center for

analysis is achieved by the edge layer that allows
instant, short-range analysis of the gathered data,
thus lessening the reliance on the central
infrastructure, whereas the cloud layer, on the other
hand, draws its overall intelligence from the large-
scale data assimilation, retraining, and pattern
spotting. The interplay between the two extremes
guarantees both timeliness and precision which in
turn enables the system to be flexible when faced
with new cyber threats.

In general, the combined loT—cloud setup serves as
a sturdy, extendable, and efficient means of security
management in intricate networks. The use of hybrid
processing, adaptive learning, and multilayer
protection tactics not only brings about
improvement in detection precision but also leads to
a decrease in false positives and operational delays.
Such a combination is the basis for the coming
generation of smart surveillance and intrusion
detection systems that are capable of providing
autonomous, real-time defence whilst being energy-
efficient and reliable in various loT ecosystems.
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