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I. INTRODUCTION 
 

Fake products can be referred to as one of the 

greatest threats to the global economy, with the 

Organisation for Economic Co-operation and 

Development (OECD) reporting that up to 3.3% of 

global business involves fake goods, which cost the 

industry around half a trillion US dollars each year. 

Counterfeit products have been putting different 

industries under threat, from pharma to luxury 

electronics. The most advanced technologies used 

for counterfeit manufacturing include label cloning, 

batch number replication, and compromising real 

distributors. All conventional counterfeiting 

techniques have inherent drawbacks; for instance,  

 

using barcodes, RFID tags, and centralized data 

systems pose serious issues related to a single point 

of failure, data silos, and end-to-end encryption 

deficiency. 

 

Blockchain technology presents an opportunity for a 

paradigm shift. Blockchain is a decentralized 

append-only database that creates an immutable 

record of transactions through cryptographic 

hashing; therefore, any manipulation made in 

retrospect becomes technically impossible. 

Nonetheless, there are issues with a naive approach 

to implementing blockchain for supply chains since 

supply chains have high requirements, including 

numerous transactions per second, large volumes of 
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media files (e.g., images or certificates of products), 

and the issue of maintaining privacy for competing 

parties. 

 

This research paper bridges these gaps through the 

introduction of the Blockchain-Integrated 

Transparent Supply Chain Framework (BIT-SCF). Our 

key contributions can be enumerated as follows: (1) 

Hybrid data model based on on-chain and off-chain 

approaches involving storage of certificates and 

images on IPFS along with their hash values stored 

on blockchain. (2) A two-tier approach to smart 

contracts which will automate the process of 

verifying provenance and raise alerts when 

anomalies are detected. (3) Physical-to-Digital 

Anchoring via QR-NFT (Non-Fungible Token) 

Binding, whereby each product is assigned a 

dynamic QR payload. (4) Permissioned Blockchain 

(Hyperledger Fabric). 

 

A number of recent researches have considered 

applications of blockchain in the supply chain 

context. For example, [2] proposed an Ethereum-

based solution but faced issues like high costs of 

transactions due to excessive gas and relatively low 

performance in terms of transaction processing. 

Similarly, [3] developed a consortium approach but 

ignored the security concerns regarding off-chain 

data storage. One key distinction of our study is the 

integration of reputation consensus mechanism to 

increase transaction speed and fake risk evaluation 

using blockchain analytical tools. 

 

II. LITERATURE SURVEY 
 

Counterfeit prevention has been tackled through 

technological, operational, and cryptographic 

means. The first techniques included overt 

characteristics such as holograms and watermarks; 

however, these were found to be replicable due to 

advancements in printing technology. Serialization 

involves giving an individual alphanumeric ID 

number to each item; this has become the de facto 

standard, but the databases that store these 

numbers often get hacked. In 2021, a pharmaceutical 

distribution firm found out that hackers had broken 

into their serialization database and used it to print 

numbers on fake medicines that hospitalized several 

people [4]. 

 

The advent of blockchain in the supply chain 

discussion was made famous by IBM through their 

Food Trust network, highlighting the traceability 

feature of perishable items. However, the Food Trust 

project is more concerned with the provenance of 

items rather than the real-time protection from 

counterfeits. In a study conducted by [5], where 45 

blockchain-based supply chain projects were 

systematically reviewed, it was observed that only 

12% incorporated physical-to-virtual anchoring 

other than the use of QR codes. The rest of them 

falsely assume that simply scanning QR codes 

ensures item authentication; this misconception has 

been termed as “digital twin assumption.” The 

attacker could duplicate a legitimate QR code on the 

forged product and it will still show the 

authentication. 

 

One recent proposal is to embed NFC chips 

encrypted through blockchain private keys, yet NFC 

chips have been found costly to implement with low-

profit products. In [7], an innovative solution of visual 

cryptography where the seal of packaging of 

products would shatter into a unique pattern and be 

photographed for verification was introduced. 

Although innovative, the implementation of the 

approach may complicate production processes. A 

third direction of investigation considers 

permissionless blockchains (Ethereum, Solana). [8] 

compared Ethereum and Hyperledger for use in 

supply chains, finding Hyperledger Fabric capable of 

processing 3,500 transactions per second compared 

to Ethereum’s 15–30 TPS. 

 

The issue of privacy is still debatable. Public 

blockchain reveals the full information on 

transactions, which contradicts the privacy policy of 

companies in terms of revealing supplier names and 

prices. Zero-Knowledge Proof (ZKP) has been 

suggested as one of the approaches to solving the 

problem [9]; however, generating ZKP requires heavy 

computations that cannot be performed on low-

power IoT devices used in warehouses.  
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Our proposed architecture relies on channel-based 

privacy in Hyperledger Fabric technology, where 

only certain parties will have access to particular 

transaction fields. Lastly, [10] proposed the concept 

of “smart contract watchdog”, which constantly 

checks if a particular item’s QR code has been 

scanned from geographically unlikely locations at 

certain time periods. Our contribution lies in using 

the ML approach. 

 

III. METHODOLOGY 
 

These include the Physical Anchoring Layer, Off-

Chain Storage Layer (IPFS), Blockchain Transaction 

Layer (Hyperledger Fabric), and Smart Contract 

Verification Layer. This solution operates under an 

assumption that there is a consortium comprising all 

the participants of the supply chain – from raw 

material suppliers to distributors, retailers, and even 

the regulator. 

 

 
Figure 1: High-Level Architecture of BIT-SCF 

 

The architecture starts with the attachment of a 

physical product tagged with a QR-NFT sticker. A 

mobile or stationary reader then reads the QR and 

logs the event such as the "shipment of product from 

factory." Event data consisting of a timestamp, GPS 

location, and product ID are sent to the IPFS node 

that then generates a content hash (Qm...). The 

generated hash and previous hash are submitted to 

Hyperledger Fabric nodes, which perform the 

validation process using the smart contract. After a 

successful validation process, the transaction will be 

written on the blockchain and the payload of the QR 

code will be updated to generate a new hash. 

 

 

Physical Anchor Through QR-NFT 

Every item of a product gets a UID when it is 

manufactured. A QR code is made using the 

quantum dot ink (which is optional in case of 

valuable products). More importantly, the QR 

payload cannot remain constant. It contains  

 The UID 

 Current IPFS hash of the certificate of 

authenticity of the product  

 The rolling code obtained from the previous 

transaction hash  

 

With each supply chain action performed on a 

product (such as packing, shipping, customs 

clearance), the QR payload is updated using 

cryptography. Therefore, in case a counterfeiter uses 

the QR of an original product, it would have a stale 

rolling code and will be declined through smart 

contract verification. 

 

Off-Chain Storage using IPFS: 

Since there is no need to store big files such as hi-

res photos, temperatures, and customs reports on 

the blockchain, every file is uploaded on the IPFS 

network, which generates a content-addressable, 

unique hash value for the file (e.g., 

`QmXoypizjW3WknFiJnKLwHCnL72vedxjQkDDP1mX

Wo6uco`). It is only the hash value of the file that will 

be stored on the blockchain. Any manipulation of the 

file will lead to a change in its IPFS hash, thereby 

generating a different on-chain hash indicating 

fraud.  

 

Blockchain Layer Architecture: 

In this solution architecture, Hyperledger Fabric v2.5 

is used as a blockchain layer with six organizations 

(supplier, manufacturer, logistics firm, distributor, 

retailer, and regulator) operating in a two-peer node 

model. Raft, which is crash fault-tolerant, is selected 

as the consensus algorithm due to its high 

transaction rate (≈3,000 TPS). PDCs can be used for 

restricted access to pricing information and 

suppliers. 

 

Smart Contract Functions:  

Three primary functions are implemented in Go: 
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registerProduct(uid, initialIPFSHash, 

manufacturerSig)`: Invoked at creation. Emits 

ProductCreated event. 

 

`transferOwnership(uid, newOwner, 

eventIPFSHash, currentRollingCode)`: Called at 

each logistics step. Verifies that the provided rolling 

code matches the on-chain state. Updates state and 

generates new rolling code. 

 

`verifyAuthenticity(uid, scannedRollingCode) → 

bool`: Public view function for consumers. Returns 

true only if scanned code matches current chain 

state and no anomalies (e.g., same UID scanned from 

two continents within 1 hour) are detected. 

  

 
Figure 2: Smart Contract State Transition Diagram 

 

Transition between these states will need successful 

validation of smart contracts involving the rolling 

code match, correct order of timestamps, and 

authorization of signers. Any failed validation of 

smart contract (for example, duplicate UID attempts, 

rolling code mismatch) results in the “Counterfeit 

Detected” state, which generates alerts to all 

consortium members and blocks further transfer 

operations. 

 

Testbed Configuration 

A supply chain consisting of 10,000 unique products 

transferring through four hops (manufacturing -> 

storage -> distribution -> retail store) was simulated. 

The entire blockchain network was running on 

Kubernetes clusters of 12 virtual machines (4 vCPU + 

8 GB RAM). Client nodes generate scan activities 

through custom-made Python scripts using Fabric 

SDK. 

 

IV. ANALYSIS 
 

BIT-SCF is tested on four criteria: tampering 

detection rate, latency time for verifying 

transactions, throughput performance, and 

protection against replay attacks. The benchmarks of 

our proposed solution are compared against Oracle 

and Ethereum-based solutions [2]. 

 

 
Figure 3: Tamper Detection Rate Under Various 

Attack Scenarios 

 

Detection is near-perfect in case of all attacks. 

Cloning attacks that involve copying a legitimate UID 

are detected successfully 99.9% of the time since the 

rolling code state is different for each product. 

Replay attacks involving using a past QR are 

unsuccessful 99.8% of the time since the rolling code 

changes for every event. Alteration of data involves 

detecting an attack using an IPFS hash mismatch. 

Centralized databases are ineffective in case of 

replay attacks as their detection rate stands at 20%. 

 

IV. RESULTS DISCUSSION 
 

After testing more than 50,000 transactions (10,000 

products × 5 events), BIT-SCF detected 4,997 out of 

5,000 inserted counterfeits (sensitivity = 99.94%). 

False positive rate (false detection of legitimate 

products as fake) was 0.02% (10 false detections). 

The most common reason was synchronization 

problems of timestamps between far-geographical 

scanners – easily addressed via improved NTP 

configuration. 

 

Verification Latency: A consumer using a QR code to 

verify the product's authenticity would expect an 
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instant response. The average latency time of BIT-

SCF's `verifyAuthenticity` function is 0.42 seconds 

(IPFS hash verification + smart contract). BIT-SCF's 

centralized database is faster at 0.19 seconds but less 

secure. Public blockchain has an average delay of 

12.7 seconds (Ethereum block time). Supply chain 

event recording (transferOwnership) via BIT-SCF 

takes an average of 2. 

 

Throughput: During peak capacity, BIT-SCF 

maintained a throughput rate of 2,850 TPS close to 

its theoretical Fabric limit. Centralized DB managed 

8,200 TPS but lacks immutability. Public blockchain 

maintained a throughput of 18 TPS, inappropriate 

for supply chain management. 

 

Comparative Analysis Table 

Table 1: Comparative Analysis Table 

 

 

Metric 

 

Centralize

d DB 

(Oracle) 

 

 

Public 

Blockchain 

(Ethereum

) [2] 

 

BIT-SCF 

(Proposed) 

 

Tamper 

Detection 

Rate 

(Replay 

Attack) 

 

 

20% 

 

55% 

 

99.8% 

 

Tamper 

Detection 

Rate 

(Cloning 

Attack) 

 

 

45% 

 

82% 

 

99.9% 

 

Verification 

Latency 

(seconds) 

 

 

0.19 

 

12.7 

 

0.42 

 

Transaction 

Throughput 

(TPS) 

 

 

8,200 

 

18 

 

2,850 

 

Immutabilit

y Guarantee 

  

Yes (PoW) 

 

 No 

(central 

admin) 

Yes 

(Consortium

) 

 

Privacy for 

Competitor

s 

 

 

No (full 

access) 

 

No 

(public) 

 

Yes 

(Channels + 

PDCs) 

 

Physical 

Anti-Replay 

Mechanism 

 

 

None 

 

Static QR 

 

Dynamic 

Rolling 

Code 

 

Annual 

Operating 

Cost (10k 

products) 

 

 

$8,200 

 

$47,000 

(gas fees) 

 

$12,500 

  

 
Figure 4: Verification Latency CDF (Cumulative 

Distribution Function) 

 

According to the CDF, BIT-SCF can verify 95 percent 

of BIT-SCF verification requests in 0.42 seconds, 

while for the insecure centralized DB, this time is 0.2 

seconds, and for Ethereum, the time is 15 seconds. 

Although the centralized database is much faster 

than BIT-SCF, it is vulnerable to tampering and thus 

is unacceptable for preventing counterfeit products 

in critical industries such as pharmaceuticals. BIT-SCF 

presents a good compromise between speed and 

security in this case, as we see from the above 

comparison. 

 

Practical Deployment Consideration: One drawback 

we noted was the need to scan the QR Code honestly 

during transfer operations. For instance, if the QR 

Code is not scanned during transfer from one 

warehouse to another, the code sequence remains 

stuck. To address this issue, we added a rule into our 
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smart contract whereby the product goes into a 

“suspend” mode if the next expected scan of the 

product is delayed by more than 48 hours. Another 

important constraint was the IPFS garbage collection 

setting, which has to be set to pin all hashes 

referenced from the blockchain. 

 

V. CONCLUSION 
 

The Blockchain-Integrated Transparent Supply Chain 

Framework (BIT-SCF) was proposed in this study as a 

comprehensive solution to the problem of 

counterfeit products that solves inherent flaws in 

current solutions such as central database 

susceptibility, QR code replay attacks, and the 

absence of supply chain competitor privacy. This is 

achieved by utilizing the Hyperledger Fabric 

permissioned blockchain platform together with 

IPFS-based off-chain storage and the introduction of 

a new dynamic rolling code inside the QR-NFT tags 

to create an evolving cryptographic product unit 

identity that is impossible to clone or replay. The 

simulation results show a 99.8% accuracy in 

detecting replay attacks, latency less than 0.5 

seconds, and 2,800 TPS throughput capacity – all for 

a high volume application like pharmaceutical drugs, 

car parts, and expensive commodities. 

 

Compared to centralized databases, BIT-SCF ensures 

immutability without compromising performance 

excessively (0.42s vs 0.19s). Compared to public 

blockchains, BIT-SCF cuts operating costs by 73% 

through eliminating gas fees and achieves two 

orders of magnitude higher throughput. Table 

comparison verifies that BIT-SCF is the unique 

system among those studied which ensures strong 

physical anti-replay capabilities, secure 

communication channels and automated tampering 

detection. 

 

Limitations and Future Direction 

Nonetheless, there are still several issues.  

 Firstly, dependence on the honest scanning of 

QR codes at every transfer point creates a weak 

link as humans can be manipulated; future 

developments will use automated IoT sensors 

such as an RFID reader at the door of every dock 

point.  

 Secondly, since Raft consensus used in the 

current implementation does not ensure 

Byzantine fault tolerance (BFT), it will be 

necessary to switch to the BFT-SMaRt consensus 

protocol in case of a malicious attacker such as 

an intentionally dishonest distributor.  

 Thirdly, quantum dot ink used in QR tags is very 

expensive ($0.30 per tag); however, our rolling 

code mechanism is compatible with any 

conventional ink as long as tampering-proof 

seals are provided. 

 

Future research includes:  

 Incorporating zero-knowledge proofs for public 

verification while protecting sensitive 

information from disclosure  

 Using ML for anomaly detection on the 

transactions feed in order to detect pattern-

based counterfeiting (e.g., sharp increases in the 

number of UID scans) 

 Performing a longitudinal field test with a 

pharmaceutical company in order to analyze the 

practical effectiveness of intercepting 

counterfeit drugs. Our smart contract will also be 

made available under an open-source license to 

encourage adoption. 

 

In summary, BIT-SCF shows that a properly designed 

integration of blockchain technology within the 

supply chain is capable of completely removing the 

problem of counterfeiting without impacting the 

system's performance, security, and economics. Only 

through cryptography and physical-state anchoring 

will trust be restored. 
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