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I. INTRODUCTION 
 

Enterprises are increasingly deploying artificial 

intelligence systems that do not merely classify, 

predict or recommend, but plan sequences of action, 

invoke software tools, read and write enterprise data, 

communicate with users and coordinate processes 

across multiple applications. Such systems are 

commonly described as agentic AI because they 

combine generative models with memory, planning, 

tool access and execution authority. In business and  

 

engineering contexts, this creates a new class of 

socio-technical system: the AI agent becomes part of 

the operational control layer of the organization 

rather than a peripheral analytics aid. 

 

The opportunity is substantial. Agentic AI can reduce 

cycle time, improve knowledge reuse, lower 

coordination costs and make complex workflows 

more responsive. The risk is equally significant. A 

model that drafts a memo creates limited 

organizational exposure; a model that approves a 

refund, changes a forecast, rejects an applicant or 
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modifies a procurement record can create legal, 

ethical, operational and reputational consequences. 

As autonomy increases, governance cannot remain a 

policy document located outside the technical 

system. It must become an engineered control 

architecture. 

 

This paper addresses the following research 

question: how can enterprises design agentic AI 

systems that combine productivity, auditability, 

bounded autonomy and accountable human 

control? The paper does not treat governance as a 

constraint on innovation. Instead, it argues that 

governance is a design capability that allows higher 

levels of autonomy to be deployed safely. The 

objective is to translate responsible-AI principles into 

concrete system components, quantitative 

thresholds and evidence-generating workflows. 

 

II. LITERATURE REVIEW 
 

The responsible-AI literature has converged around 

principles such as transparency, fairness, privacy, 

accountability, safety and human oversight [1], [11], 

[12]. However, principle convergence has not solved 

the implementation gap. Jobin et al. found broad 

agreement on high-level ethical values but 

divergence in interpretation and implementation 

[11]. This gap is amplified in agentic systems because 

actions occur dynamically, often through tool calls 

and multi-step workflows that are difficult to 

evaluate using model-only performance metrics. 

 

Risk management standards offer a more 

operational foundation. NIST AI RMF 1.0 organizes 

AI risk work around Govern, Map, Measure and 

Manage functions [1]. ISO/IEC 23894 provides AI-

specific risk-management guidance for 

organizations developing, producing, deploying or 

using AI systems [3]. ISO/IEC 42001 defines 

requirements for an AI management system and 

emphasizes continual improvement, traceability and 

organizational processes [2]. The EU AI Act reinforces 

the need for a risk-based approach, with heightened 

obligations for high-risk uses [4]. These instruments 

are necessary but not sufficient for enterprise 

architecture: they specify what must be managed, 

but not always how agent orchestration, tool access, 

human override and audit evidence should be 

engineered together. 

 

Algorithmic accountability research has proposed 

internal audits, model cards, dataset documentation 

and lifecycle accountability mechanisms [7]-[10]. 

These instruments improve transparency but are 

often applied to models or datasets rather than to 

autonomous workflows. Recent organizational 

research by Tan argues that generative and agentic 

AI may produce an AI-form organization in which 

algorithmic coordination displaces some middle-

management functions [14]. Tan's related work on AI 

as stakeholder and distributed responsibility also 

suggests that accountability in AI-enabled value 

creation must be treated as a networked, multi-actor 

structure rather than a single-point obligation [13], 

[15]. Building on these streams, this paper develops 

an architecture that locates governance within the 

agentic workflow itself. 

 

III. RESEARCH METHODOLOGY 
 

This study uses design-science research because the 

central contribution is an artifact: a reference 

architecture and risk-control model for enterprise 

agentic AI. Design science is appropriate when a 

research problem requires construction of an 

implementable solution rather than description 

alone. The artifact was developed through four steps. 

First, requirements were derived from AI governance 

standards, algorithmic auditing research and 

organizational theory. Second, the requirements 

were translated into architecture layers and control 

functions. Third, quantitative constructs were 

formalized to make deployment decisions 

inspectable. Fourth, the artifact was evaluated 

through an illustrative scenario analysis across four 

enterprise functions. 

 

The scenario evaluation is not presented as empirical 

field validation. It is an analytic demonstration 

showing how a governance-aware architecture can 

transform qualitative risk principles into measurable 

decision checks. This is important because many 

organizations are currently making agentic-AI 

deployment decisions under uncertainty, without 
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sufficient evidence of how autonomy, productivity 

and residual risk should be balanced. 

 

 
Figure 1: Governance-aware agentic AI control 

architecture 

 

IV. PROPOSED ARCHITECTURE 
 

The proposed Governance-Aware Agentic AI Control 

Architecture has six layers. The layers are not 

intended to be a rigid technology stack; rather, they 

specify the minimum control responsibilities that 

should be visible in any enterprise deployment of 

autonomous AI agents. 

 Strategic intent and risk appetite: defines the 

task objective, affected stakeholders, legal basis, 

risk appetite, prohibited uses and escalation 

rules before autonomy is granted. 

 Agent orchestration layer: decomposes goals 

into plans, selects tools, checks intermediate 

outputs and prevents unauthorized action 

sequences. 

 Data, model and tool layer: governs the models, 

retrieval sources, enterprise APIs and external 

services available to the agent. 

 Governance control plane: enforces policy gates, 

role-based access, privacy rules, consent 

boundaries, prompt controls and tool 

permissions. 

 Observability and evidence layer: captures 

prompts, retrieval sources, tool calls, outputs, 

confidence signals, exceptions, user feedback 

and incident records. 

 Human escalation and adaptive assurance layer: 

defines when a human must review, approve, 

reverse or retrain the workflow based on risk and 

uncertainty. 

  

Table -1: Design requirements for governance-

aware agentic AI 

 
 

V. QUANTITATIVE RISK-CONTROL 

MODEL 
 

The architecture is supported by three formal 

constructs. The aim is not to replace expert judgment 

with arithmetic, but to make deployment decisions 

explicit, comparable and reviewable. 

 

1. Productivity-Adjusted Residual Risk 

Let P denote estimated productivity gain, H denote 

potential harm severity, U denote system 

uncertainty, E denote exposure or scale of use, and 

C denote the strength of implemented controls. The 

Productivity-Adjusted Residual Risk (PARR) is 

defined as: 

 

PARR = ((H x U x E) / C) - λP 

 

where lambda is a governance-approved 

productivity offset parameter. The subtraction term 

does not imply that productivity ethically cancels 

harm. Rather, it formalizes the idea that low-risk, 

high-benefit deployments may be prioritized while 

high-harm deployments remain constrained even 

when productivity gains are large. Organizations 

should cap lambda or set non-negotiable harm 

constraints for sensitive domains such as 

employment, finance, healthcare and education. 

 

2. Governance Debt 

Governance Debt (GD) captures the accumulated 

gap between the autonomy granted to a system and 

the governance evidence available to justify that 

autonomy: 

 

GD = Sum from i=1 to n of (Ai - Gi) x Wi 
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where Ai is the autonomy level of workflow 

component i, Gi is the maturity of controls and 

evidence for that component, and Wi is the impact 

weight. A positive and rising GD indicates that the 

organization is expanding AI autonomy faster than 

its ability to explain, supervise and correct the 

system. This construct extends Tan's argument that 

AI-form organizations require new sensemaking and 

accountability arrangements when algorithmic 

coordination expands beyond human managerial 

visibility [14]. 

 

3. Human Override Threshold 

Human Override Threshold (HOT) defines when a 

human decision-maker must intervene. A simple 

threshold rule is: 

 

Escalate if Rt  θh or Ut  θu or Dt  θd 

 

 

where Rt is current risk score, Ut is uncertainty at 

time t, Dt is distribution shift or drift indicator, and 

theta values are approved thresholds. Unlike generic 

human-in-the-loop language, HOT specifies 

operational triggers for human authority. It also 

supports a distributed responsibility model by 

recording who approved a threshold, who reviewed 

the exception and what action was taken [15]. 

 

 
Figure 2: Closed-loop governance process for 

enterprise AI agents 

 

 

 

 

VI. ILLUSTRATIVE SCENARIO 

EVALUATION 
 

To demonstrate use of the model, four enterprise 

workflows were evaluated: customer service 

response automation, finance operations 

reconciliation, human-resource candidate screening 

and supply planning. Each workflow was scored on 

potential harm, uncertainty, exposure, control 

maturity and productivity gain using a 0-100 scale. 

Scores are illustrative and intended to show the logic 

of the framework rather than empirical performance 

in a particular company. 

  

Table -2: Illustrative deployment constraints by 

enterprise workflow 

 
 

 
Chart -1: Illustrative residual risk before and after 

governance controls 

 

The illustrative results show a consistent pattern. 

Governance controls reduce residual risk, but the 

amount of reduction depends on whether the 

workflow has clear authority boundaries and 

measurable evidence. Customer service and supply 

planning show lower residual risk after controls 

because reversible actions and review thresholds can 

be defined comparatively well. HR screening remains 

higher because rights, fairness and explanation 

issues are more sensitive. Finance operations also 

remains materially constrained because even small 

action errors can create audit and compliance 

consequences. The model therefore supports 
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differentiated autonomy instead of a binary 

approve-or-ban decision. 

 

VII. DISCUSSION 
 

The central theoretical contribution of this paper is 

the integration of enterprise architecture, AI 

governance and organizational accountability into a 

single design artifact. Much responsible-AI work 

remains principle-oriented. Much enterprise AI work 

remains performance-oriented. Agentic systems 

require a third position: governance must be 

engineered as a control system that produces 

evidence while work is being performed. 

 

The architecture also clarifies the role of human 

oversight. Human-in-the-loop governance is often 

treated as a universal remedy, but poorly designed 

review processes can become symbolic, slow or 

ineffective. The HOT construct makes oversight 

conditional, risk-sensitive and evidence-based. 

Human attention is reserved for high-impact, 

uncertain, drifting or contested situations. This is 

compatible with human-centered AI because it 

preserves meaningful human authority without 

requiring humans to manually inspect every low-risk 

action. 

 

The model further contributes to debates on AI 

stakeholder recognition and responsibility. If 

autonomous agents participate in value creation, the 

organization must decide how their outputs, harms 

and dependencies are represented in governance 

processes. Tan's Agentic Stakeholder Ecosystem 

theory argues that AI systems may need formal 

recognition within value-creation ecosystems 

without granting them moral personhood [13]. The 

present architecture translates that argument into 

engineering terms: AI agents receive operational 

representation through logs, controls, audit packets 

and risk registers, while moral and legal 

accountability remains assigned to human and 

institutional actors. 

 

For practitioners, the framework suggests that a 

responsible agentic-AI program should begin not 

with model selection but with workflow 

classification. Before deployment, organizations 

should determine task impact, action reversibility, 

affected stakeholders, data sensitivity, acceptable 

autonomy, escalation triggers and evidence 

requirements. These design decisions then inform 

model choice, tool permissions and evaluation 

metrics. 

 

Limitations and Future Research 

This paper offers a design-science artifact and 

illustrative evaluation, not a field experiment. The 

model requires empirical calibration across 

industries and organizational contexts. Future 

research should test whether PARR, GD and HOT 

predict real-world incidents, user trust, productivity 

gains or audit outcomes. Additional work is also 

needed on agent-to-agent workflows, multi-agent 

collusion, adversarial tool use, human over-reliance 

and cross-border regulatory conflicts. A further 

limitation is that numerical scoring can create false 

precision. To reduce this risk, organizations should 

treat scores as decision aids and combine them with 

expert review, stakeholder consultation and 

documented risk acceptance. 

 

VIII. CONCLUSION 
 

Agentic AI changes the nature of enterprise 

technology because AI systems increasingly act 

within workflows rather than merely informing them. 

This paper proposed a governance-aware reference 

architecture and quantitative risk-control model for 

enterprise engineering systems. The architecture 

links strategic intent, agent orchestration, data-

model-tool infrastructure, governance controls, 

observability and human escalation. The PARR, GD 

and HOT constructs provide a practical way to 

evaluate autonomy, productivity, residual risk and 

oversight. The main conclusion is that trustworthy 

agentic AI cannot be achieved through post-hoc 

ethical language alone. It requires control 

architectures that make autonomy bounded, 

evidence-generating, reversible and accountable by 

design. 
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