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Abstract- As machine learning (ML) models are increasingly deployed in mission-critical domains such as
healthcare, finance, and cybersecurity, the opacity of complex, “black-box” models raises concerns about trust,
regulatory compliance, and safety. Explainable Al (XAl) seeks to bridge this gap, yet scalable, user-friendly, and
cloud-integrated solutions for model interpretability remain scarce. This paper presents the SHAP-Driven Feature
Attribution Analyzer—a comprehensive, cloud-native XAl framework that leverages SHAP (SHapley Additive
exPlanations) for transparent and actionable feature attribution. Our motivation is to democratize high-fidelity
explainability, making ML model decisions interpretable to diverse stakeholders while ensuring seamless
integration with modern cloud platforms. We describe an end-to-end system architecture combining Next.js and
Recharts for interactive visualization, a Python-based SHAP computation engine, and Firebase for secure,
scalable backend services. The workflow spans data ingestion, preprocessing, model training (covering logistic
regression, random forest, and XGBoost), SHAP-based explanation, and intuitive visualization pipelines. We
deeply examine SHAP’s theoretical underpinnings—rooted in cooperative game theory—and its practical
computation (TreeSHAP, KernelSHAP), addressing both global and local interpretability and the handling of
feature collinearity. Our experiments demonstrate the efficacy of the Analyzer using benchmark datasets, with
results visualized via summary, beeswarm, force, and waterfall plots. Key contributions include a modular, cloud-
integrated architecture, robust security design, and extensive empirical validation. By lowering the barriers to
XAl adoption and deployment, this work addresses critical gaps in accessibility, interpretability, and
operationalization of explainable ML, paving the way for transparent, fair, and trustworthy Al systems.

Keywords— SHAP, Explainable Al, Cloud Computing, Firebase, Next.js, Machine Learning, Feature Attribution,
Visualization, XAl, Model Transparency

I. INTRODUCTION the label of “black-box” models [1], [2]. This opacity
is particularly problematic in settings where
transparency, accountability, and trust are
indispensable, and where regulatory frameworks
such as the European Union's General Data
Protection Regulation (GDPR) explicitly mandate the
explainability of automated decisions [3].

The rapid adoption of machine learning (ML) across
high-stakes domains such as healthcare, finance, and
cybersecurity is reshaping modern decision-making
landscapes. The promise of high predictive accuracy
and the automation of intricate tasks has led
organizations to increasingly rely on advanced ML
models. However, as these models grow in
complexity—embracing architectures such as deep
neural networks, ensemble methods, and gradient
boosting machines—their decision-making
processes have become more opaque, earning them

Explainable Artificial Intelligence (XAl) has emerged
as a critical field in response to these challenges. XAl
seeks to demystify the inner workings of complex ML
models, enabling stakeholders—including clinicians,
financial analysts, and system administrators—to
understand not just model predictions but also the
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reasoning behind them [4]. Among XAl techniques,
SHAP (SHapley Additive exPlanations) has gained
considerable attention due to its strong theoretical
foundations in cooperative game theory and its
ability to provide fair, consistent, and locally accurate
feature attributions [6]. Yet, despite the progress in
XAl methods, operationalizing these techniques at
scale—especially within cloud-native
environments—remains fraught with challenges
related to deployment, security, usability, and
computational efficiency [7], [8].

This paper addresses the critical need for an
integrated, cloud-native, user-friendly framework
that enables robust, transparent, and scalable
feature attribution analysis for black-box ML models
using SHAP, while explicitly addressing the
aforementioned  operational challenges. We
introduce the SHAP-Driven Feature Attribution
Analyzer, a comprehensive system architected to
democratize access to high-quality, production-
ready explainability for ML systems.
The Rise of Black-Box Models and the
Explainability Imperative

Over the past decade, the proliferation of deep
learning and ensemble approaches has dramatically
improved the performance of ML systems across a
wide range of applications. For instance,
environmental journalism platforms such as AUIM
leverage Vision Transformer-based object detectors
for real-time hazard detection, achieving high
accuracy and reducing reporting latency [AUJIM]. In
business applications, frameworks like KModels
enable the seamless integration of Al models into
enterprise workflows, abstracting away many
deployment complexities [KModels]. Similarly, cloud
platforms and Al-driven governance engines such as
AAGATE provide the infrastructural backbone for
scalable, secure, and compliant Al services [AAGATE],
[Al-Driven Innovations].

However, the increased complexity and opacity of
these models have led to growing concerns. The
“black-box” nature of modern ML systems
undermines user trust, impedes accountability, and
poses significant legal and ethical risks. For example,
Al-driven journalism platforms may be able to detect

environmental hazards, but stakeholders—including
journalists, the public, and regulators—require
transparent reasoning to trust and act upon system
outputs [AlJIM]. In regulated sectors like healthcare
and finance, the inability to explain predictions can
result in non-compliance with legal mandates such
as the GDPR's “right to explanation” [3], [5].
Moreover, the lack of explainability can exacerbate
issues of bias, fairness, and misuse, as highlighted in
emerging Al governance frameworks [AAGATE].

Explainable Al: From Theoretical Foundations to
Applied Practice

Explainable Al (XAl) encompasses a diverse set of
techniques aimed at rendering ML models more
transparent and interpretable. These techniques can
be broadly categorized into model-specific and
model-agnostic methods, as well as into local
(instance-level) and global (model-level)
explanations. Among the most prominent
approaches are feature attribution methods, which
seek to quantify the contribution of each input
feature to a model’s prediction.

SHAP stands out in the XAl landscape due to its
principled approach to feature attribution. By
leveraging Shapley values from cooperative game
theory, SHAP provides a unified measure of feature
importance that satisfies desirable properties such as
fairness, consistency, and local accuracy [6]. Unlike
traditional feature importance methods that may
offer only global explanations or suffer from
instability, SHAP delivers both local and global
explanations, ensuring that stakeholders can
understand individual decisions as well as overall
model behavior.

Despite these advantages, the practical deployment
of SHAP and similar XAl methods in production
environments remains challenging. Issues such as
computational complexity, integration with cloud-
native architectures, security, and usability often
hinder widespread adoption [7], [8]. This s
particularly true in contexts where explanations must
be delivered in real time and to a diverse set of end-
users with varying levels of expertise.
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Il. LITERATURE REVIEW

1. Explainable Al Evolution

The proliferation of black-box models has fueled a
parallel evolution in explainable Al. Early work in XAl
focused on interpretable models—such as linear
regression or decision trees—where model
parameters could be directly understood as feature
effects [11]. However, as models became more
complex, such direct interpretability was lost. The
dichotomy between “global” (model-wide) and
“local” (instance-specific) explanations emerged as a
core conceptual axis [4]. Regulatory pressures,
especially GDPR's Article 22, have further heightened
the demand for both types of explanations, with
accountability and transparency now legal
requirements in many contexts [3].

2. Model-Specific Methods

Certain ML models retain inherent interpretability.
For example, linear models expose coefficients as
direct measures of feature influence, while random
forests allow for calculation of feature importance via
impurity reduction aggregates [12]. More recent
innovations include attention mechanisms in neural
networks, which highlight salient input regions [13].
Yet, these approaches are limited in scope; they do
not generalize to arbitrary black-box models and
may fail to account for complex feature interactions.

3. Model-Agnostic Methods

Model-agnostic XAl techniques seek to explain any
predictive model, regardless of internal structure.
Notable methods include:

LIME  (Local Interpretable  Model-agnostic
Explanations): LIME generates local surrogate
models to approximate predictions near a specific
instance, offering interpretable linear explanations
[14].

However, LIME's reliance on local linearity and its
sensitivity to sampling can limit fidelity.

Kernel SHAP: As an extension of LIME, Kernel SHAP
uses SHAP's theoretical principles to obtain locally
accurate feature attributions by solving a weighted
linear regression problem [6].

Partial Dependence Plots (PDP): PDPs visualize the
marginal effect of a feature by averaging model
predictions over its value range [15], while Individual
Conditional Expectation (ICE) plots display instance-
level effects [16]. These tools are powerful for global
trend analysis but may obscure interactions.

4. SHAP Theory

SHAP is grounded in cooperative game theory,
specifically the concept of Shapley values, which
provide a unique solution for fairly distributing
payouts (feature contributions) among players
(features) in a coalition (model input) [17].

The Shapley value for feature (i) is defined as:

[ \phi_i = \sum_{S \subseteq F \setminus {i}} \frac{|S|!
(IF[ - IS| = T)HIF['} [F{S \cup {iB(x_{S \cup

{i}) - £ S(x_S)]] where, ( F) is the set of features, and
(f_S) is the model restricted to subset (S ). SHAP's
strength lies in satisfying three axioms:

Additivity: The sum of feature attributions equals the
model output difference. Consistency: Increasing a
feature’'s marginal contribution never decreases its
attribution. Missingness: Features not used receive
zero attribution.

Practical computation is realized via TreeSHAP (for
tree-based models), DeepSHAP (for neural nets), and

GradientSHAP (gradient-based estimation) [18].
However, exact computation is exponentially
complex in  the number of features, so

approximations are often necessary [19].

5. Visualization in XAl

Effective visualization is essential for XAl adoption.
SHAP explanations are typically presented via:
Summary Plots: Aggregate feature importance and
impact.

Beeswarm Plots: Show distribution of SHAP values
per feature across samples. Bar Charts: Rank features
by mean absolute SHAP value.

Waterfall Plots: Decompose individual predictions as
cumulative feature effects.
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Force Plots: Interactive, instance-specific
visualizations highlighting positive and negative
contributions [20].

6. Cloud-Native ML Systems

Cloud platforms have become the de facto standard
for scalable ML deployment. Firebase, in particular,
offers real-time databases, cloud storage, and
serverless compute (Cloud Functions), facilitating
seamless integration of ML workflows [21]. Patterns
such as persistent stores (durable storage), transient
stores (temporary processing), and secure stores (for
sensitive data) are central to cloud-native
architectures.

7. Existing Tools & Research Gaps

Several XAl toolkits and dashboards exist, such as
FeatureEnVi, WiSANCloud, and various interactive
dashboards [22]. However, these often suffer from
limited accessibility, shallow interpretability, and
complex deployment requirements. There remains a
pronounced gap in cloud-native, user-friendly, and
scalable XAl solutions that support SHAP-based
explanations out-of-the-box [23].

l1l. METHODOLOGY

1. System Architecture

The SHAP-Driven Feature Attribution Analyzer
adopts a modular, layered architecture consisting of:
Data Ingestion Layer: Handles user uploads (CSV,
Excel), schema validation, and storage.

Preprocessing Layer: Cleans data, manages missing
values, and performs feature engineering. Model
Training Layer: Supports multiple algorithms
(Logistic Regression, Random Forest, XGBoost), with
hyperparameter tuning.

Explainability Engine: Computes SHAP values using
TreeSHAP for tree models and KernelSHAP for
others.

interactive
waterfall)

Visualization Layer: Delivers
(summary, beeswarm, force,
Recharts in the Next.js frontend.

plots
using

Cloud Integration Layer: Employs Firebase Firestore
(persistent store), Cloud Storage (transient store),
and Security Rules (secure store), orchestrated via
Cloud Functions.

Authentication Layer: Implements OAuth-based user
authentication and access control.

UML-based Description: The system is structured
using component diagrams, with clear interfaces
between data, model, explainability, and
visualization modules. Activity diagrams trace the
flow from user upload to report generation.

2. Workflow Diagram (Described)
The Analyzer's workflow proceeds as follows:

User Upload: User submits dataset via the web Ul
Validation: Backend validates schema and data
types. Preprocessing: Cleans, transforms, and splits
data (stratified).

ML Training: Model is trained with chosen algorithm
and hyperparameters.

SHAP Calculation: SHAP values are computed for
both global and local interpretability. Visualization:
SHAP outputs are visualized interactively.

Reporting: Users can export analysis as PDF or share
via cloud links.

3. Algorithmic Flow

Feature engineering includes imputation, one-hot
encoding, and scaling. The training pipeline is
automated, supporting reproducibility with fixed
random seeds. SHAP computations are triggered
post-training, with dataflow sequences ensuring that
only processed, validated data reaches the
explainability engine.

4. SHAP Computation Method

TreeSHAP: Utilized for tree-based models; achieves
polynomial-time computation by leveraging the tree
structure to efficiently enumerate feature coalitions
[24].
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KernelSHAP: Used for arbitrary models; employs
weighted linear regression over sampled coalitions.

Collinearity Handling: Features with high mutual
information or correlation are grouped, and
attributions are interpreted with caution.

Stability Metrics: Model Information Preservation
(MIP) and Normalized Mean Rank (NMR) are
computed to assess SHAP consistency across runs.
Global/Local SHAP: Both aggregate (global) and
instance-specific (local) attributions are computed
and visualized.

5. Frontend & Backend Methodology

Frontend: Built with Next.js for server-side rendering,
Tailwind and ShadCN for responsive Ul, and Recharts
for rich, interactive visualizations.

Backend: Firebase Authentication for user
management, Cloud Functions for serverless
execution, and a Python-based ML engine for model
training and SHAP computation.

6. Firebase Integration Steps

Authentication: OAuth and custom rules for secure
access. Firestore: Stores user metadata, project
states, and model artifacts. Cloud Storage: Holds
large datasets and exported reports.

Cloud Functions: Orchestrate model training, SHAP
computation, and report generation. Security Rules:
Fine-grained access control, encryption at rest and in
transit.

7. Dataset & Preprocessing

Cleaning: Removal of duplicates, handling of missing
values (imputation/omission). Feature
Transformation: Encoding categorical variables,
scaling numeric features.

Stratified Split: Ensures train-test splits preserve class
distribution. Augmentation: Synthetic sampling
(SMOTE) for imbalanced datasets. Reproducibility:
All processing steps are logged and versioned.

8. Model Training Pipeline
Algorithms Supported: Logistic Regression (LR),
Random Forest (RF), XGBoost. Hyperparameter
Tuning: Grid/random search.

Evaluation: Accuracy, precision, recall, F1, ROC-AUC.
Continuous Learning: Models can be retrained with
new data uploads.

9. Visualization Pipeline

Summary Plot: Displays feature impact and
directionality. Beeswarm Plot: Shows distribution of
SHAP values per feature. Correlation Heatmaps:
Identifies feature interdependencies.

Force Plot: Decomposes individual predictions into
additive contributions. Waterfall Plot: Visualizes
cumulative feature effects for single instances.

IV. SYSTEM DESIGN

1. System Architecture Diagram (Described)
The architecture comprises several interconnected
modules:

User Interface Module: Next.js-based web portal for
data upload, configuration, and results. Data Upload
Module: Handles file ingestion, schema checks, and
error feedback.

Model Execution Module: Triggers backend training
and SHAP analysis.

Visualization Module: Renders SHAP plots and
supports interactive exploration. Report Generator:
Converts visualizations and explanations into
exportable  formats.  Authentication  Module:
Manages user sign-in, session, and access control.
Firebase Backend: Provides database, storage, and
compute orchestration.

2. SHAP Integration Diagram (Described)

SHAP computation is tightly coupled with model
training. Upon model convergence, feature
attributions are computed and serialized. Backend
Cloud Functions invoke the SHAP engine, passing
model artifacts and test data, storing results in
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Firestore, and pushing visualization-ready data to
the frontend.

3. Data Flow Diagram (DFD Level 0 & 1)

Level O: User — Ul — Backend — Storage/Database
- Visualization — User.

Level 1: Expands to show sub-processes: data
validation, preprocessing, model selection, SHAP
computation, visualization rendering, and report
generation.

DFD Level 1
' )
Upload
> ¢ ~
Validation
- v ~
Preprocessing
> v ~
Training
- ¢ ~
SHAP
> v ~
Visualization
- _

4. UML Diagrams

e Use Case: Users upload data, configure models,
view explanations, and export reports. Sequence:
Data upload - Vvalidation - training -
explainability — visualization — report. Activity:
Parallel tasks for model training and SHAP
computation.

o Component: Modular separation of Ul, backend,
storage, and explainability engine. Class: Data
models  for Users, Datasets, Models,
Explanations, Visualizations.

(9]

. Module Descriptions
Ul Module: Responsive, interactive dashboard
for user engagement. Data Upload Module:
Ensures data integrity and schema conformity.

e Model Execution Module: Orchestrates training
and SHAP analysis.

e Visualization Module: Dynamic, interactive plots
for both global and local explanations. Report
Generator: PDF/HTML export, including figures
and textual summaries.

e Authentication module:
access.

Secure, role-based

6. Technology Stack

e Nextjs: Web framework for Ul and SSR.

e Tailwind & ShadCN: Design system for
consistent, adaptive styling.

e Firebase: Backend-as-a-Service for
authentication, storage, and serverless compute.
Recharts: Visualization library for interactive
SHAP plots.

e Python SHAP Engine: Dedicated compute for
model training and explanation.

~

. Security Architecture

e Authentication: OAuth 2.0 with Firebase Auth.

e Access Rules: Fine-grained, per-user/project
permissions. Encryption: Data at rest and in
transit using industry standards.

e Error Handling: Graceful failure, logging, and

alerting for anomalies.

V. MODEL EVALUATION,
VISUALIZATIONS & RESULTS

-

. Dataset Overview

e Experiments were conducted using benchmark
datasets (e.g., UCI Adult, Heart Disease):

e Size: Ranging from 10,000 to 50,000 samples.

e Features: 15-40, including both categorical and
numerical types.

e C(lass Distribution: Balanced and imbalanced

scenarios were considered; stratified sampling

ensured representative splits.

2. Confusion Matrix

e Confusion matrices quantify model predictions:

e True Positives (TP): Correctly predicted positive
cases. True Negatives (TN): Correctly predicted
negative cases. False Positives (FP): Incorrectly
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predicted positive cases. False Negatives (FN):
Incorrectly predicted negative cases.

Confusion Matrix

60

50
40
- 30
- 20
=10
For example, on the test set:
TP: 320
TN: 430
FP: 45
FN: 35
Interpretation: High TP and TN indicate strong

predictive performance; FP/FN rates guide model
refinement and risk assessment.

3. Model Performance Table

Model Accuracy| Precision |Recall| F1-Score
ROC-AUC
Logistic Reg. |0.83  0.80| 0.81 0.90
0.85
Random Forest|0.87  0.85| 0.86 0.93
0.88
XGBoost 090 0.89]|0.89 0.96
0.91

XGBoost consistently outperforms other models,
thanks to its robust handling of feature interactions
and regularization.

4. Visualizations

SHAP Summary Plot: Highlights top contributing
features (e.g., age, cholesterol, income), with color
indicating feature value and position indicating
impact.

Beeswarm Plot: Shows variability and distribution of
SHAP values per feature across instances. Waterfall
Plot: Decomposes individual predictions, illustrating

how each feature contributes to deviation from the
base value.

Force Plot: Interactive visualization of instance-level
explanations, distinguishing positive and negative
influences.

Interaction Values: Identify pairs of features with
synergistic or antagonistic effects, guiding feature
engineering.

1o
ut magnitud

¥
!
Feature value

2 1 c 1
SHAP value (impact on model output)

5. Comparison of Models

XGBoost's superior performance is attributed to its
ability to model nonlinearities and complex feature
interactions, as reflected in both predictive metrics
and the granularity of SHAP explanations. SHAP also
reveals that certain features, though less important

7
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globally, exert significant local influence,
underscoring the need for both global and local
interpretability.

6. Bar Chart Description (Model Comparison)
The bar chart compares the performance metrics—
Accuracy, Precision, Recall, and F1 Score—across
Logistic Regression, Random Forest, and XGBoost.
XGBoost consistently outperforms the other models
across all metrics, particularly in F1 Score and
Accuracy, highlighting its robustness and balanced
performance. Random Forest also performs
competitively, but Logistic Regression shows
comparatively lower precision and recall. This visual
comparison helps in selecting the best-performing
algorithm.
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VI. DISCUSSION

30 as a0

The SHAP-Driven Feature Attribution Analyzer offers
several insights:

Global vs Local SHAP: Global explanations (mean
absolute SHAP values) identify overall important
features, while local SHAP values illuminate the
rationale for individual predictions. This duality is
critical in domains such as healthcare, where both
cohort-level and patient-specific explanations are
needed [25].

Model-Dependent Bias: While SHAP is model-
agnostic in principle, implementation details (e.g.,
TreeSHAP vs KernelSHAP) can introduce subtle
biases, particularly in highly collinear or sparse
datasets [26].

Collinearity Issues: SHAP can distribute attribution
among correlated features, potentially diluting the
perceived importance of any single feature. Careful
preprocessing and feature grouping can mitigate
misinterpretation.

Computational Challenges: Full enumeration of
feature coalitions is infeasible for large feature sets;
TreeSHAP and sampling-based methods offer
tractable approximations, though at some fidelity
cost [18].

Cloud Deployment Benefits: Leveraging Firebase and
serverless compute enables scalable, secure, and
responsive  deployment, lowering operational
barriers.

Usability and Accessibility: The Analyzer's intuitive
interface, interactive visualizations, and exportable
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reports make XAl accessible to non-expert users,
supporting regulatory compliance and user trust.

VII. CONCLUSION

This work presents the SHAP-Driven Feature
Attribution Analyzer—a fully integrated, cloud-
native framework for explainable machine learning.
By combining rigorous SHAP-based feature
attribution with scalable cloud deployment and rich
visualization, the Analyzer addresses critical gaps in
operational XAl. Our system supports end-to-end
workflows, robust security, and empirical validation,
democratizing access to trustworthy Al explanations.
We anticipate that such frameworks will become
essential infrastructure for transparent, fair, and
accountable ML deployment in

high-stakes applications.

Future Work

Future enhancements will focus on:

o DeepSHAP Integration: Enabling efficient feature
attribution for deep neural networks.

e Real-Time SHAP for Streaming Data: Supporting
explanation of live, streaming predictions.
Fairness Analysis: Incorporating bias detection
and mitigation within the explanation workflow.
AutoML Integration: Allowing automated model
selection and hyperparameter tuning with built-
in explainability.

e Enterprise Deployment: Scaling with Kubernetes,
supporting multi-tenant environments, and
integrating with organizational governance
frameworks.
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