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I. INTRODUCTION 
 

Cloud computing offers a comprehensive range of 

services and is available in many deployment 

options. It provides dependable service for analytical 

data but is not suitable for managing transactional 

data. The majority of cloud services are implemented 

inside a hybrid cloud architecture. The cloud vendors 

are establishing a service agreement with cloud 

providers in order to provide dependable services to 

their customers. Software and hardware providers 

are transitioning to a cloud environment instead of 

owning the software and gear. Cloud suppliers are 

relieved from the responsibility of managing 

software and hardware upkeep.  

 

Cloud computing has technological challenges when 

processing data in a dispersed context [1-8]. The 

researchers in the field of cloud computing are 

creating and advancing novel methods for handling 

large-scale transactions in order to prevent workload 

inconsistencies. They are also working on 

concurrency controls to enhance the access of 

serialisation. Additionally, they are developing 

approaches to ensure consistency in transaction 

processing systems, with the aim of improving 

efficiency. Furthermore, they are designing a scalable 

data storage model to enhance data management, 

and explori Hence, ensuring security is a prevalent 

and significant issue in cloud computing.  

 

Therefore, implementing layered security measures 

is essential to safeguard each service and prevent 

data loss. An important concern is the preservation 

of robust consistency state at the database level, 

particularly for services that handle transactional 

data [9-15]. Therefore, the majority of research 

efforts [15-24] are focused on developing robust 

methodologies and architectures to enhance the 

security of cloud services and reinforce the 

consistency of state in cloud distributed database 

systems. This study proposes a resilient security 

strategy for cloud transactions by using the CDL 

architecture. The primary contribution of this study 

is  

 

 The development of an appropriate framework 

for managing transactional data.  

 Data storage in the cloud occurs in a third-party 

environment and is accessible by distant clients. 

Cloud companies manage the database using 

their own infrastructure and provide it as a 

service.  

 Cloud providers acquire and manage the 

infrastructure, platform, software, and database 
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of the cloud, offering various services to their 

customers.  

 Consequently, ensuring security at the storage 

level in the cloud is a challenging task. The 

proposed CDL architecture has three sequential 

verifications in order to enhance data security. 

The structure of the paper is as follows: Section 2 

presents a comprehensive review of the existing 

literature. Section 3 provides a comprehensive 

explanation of the proposed work's overarching 

structure. Section 4 presents the outcomes and 

analysis of the suggested system in relation to 

several performance measures. The task is concluded 

in Section 5. 

 

II. RELATED WORKS 
 

“The use of remote storage systems, especially 

cloud-based storage services, has increased at an 

exponential rate due to recent technical 

developments. Data privacy, integrity, and 

confidentiality are just a few of the cloud-specific 

security concerns brought on by outsourcing. 

Consequently, data security is still the biggest 

problem with cloud storage and is preventing it from 

being widely used. The users entrust their data to 

third-party servers in the cloud, which are overseen 

and regulated by CSPs. However, it becomes 

exceedingly tough to offer confidential data in multi-

tenant setups. One viable alternative to these 

methods of data secrecy is client-side encryption [7, 

8].  

 

The decryption keys are being kept by the user, away 

from the cloud provider. Nevertheless, this approach 

raises a number of important management issues, 

such as the need to store and ensure the availability 

of keys on the client side. When developing solutions 

to ensure the security and privacy of outsourced 

data, it is important to take factors such as usability, 

deployment simplicity, resilience, performance, and 

flexibility into account. Based on the first use of ID-

Based Cryptography (IBC) to guarantee data secrecy, 

authors [9] suggested a cryptographic method for 

cloud storage. Under this scheme, each client 

computes an ID-based pair of keys that the data 

owner may use to control who has access to their 

encrypted data stored in the cloud.  

The adaptable method of sharing that is made 

possible by using a key based on a data ID. In order 

to reduce computation complexity on the client side, 

a content hash keying method–based client side de-

duplication strategy for cloud applications has been 

suggested [10]. To improve user-to-user dynamic 

sharing and data secrecy in cloud storage situations, 

CloudaSec [11] employs a public key based method. 

The data owner encrypts the data before uploading 

it to the cloud. They also encrypt the metadata, 

which helps keep the data private. To provide both 

forward and backward secrecy, CloudaSec uses a 

conference key distribution system based on 

simultaneous Diffie-Hellman exchanges.  

 

Therefore, metadata and the keys to decrypt data 

can only be accessed by authorised users. The writers 

looked at several mobile cloud computing security 

frameworks. Because mobile devices have limited 

resources, most security frameworks use the cloud to 

offload tasks that are taxing on processors [12]. 

Service providers must resolve security concerns 

related to network security, data security, data 

confidentiality, data breach, and other related 

problems in order to achieve a mobile cloud 

computing environment that is safe. Lack of full 

isolation among instances of virtual machines 

operating on the same physical server also 

introduces additional security risks. A novel 

provenance system with granular access control was 

suggested by the authors, building on the Attribute-

based signature (ABS) approach [13].  

 

By combining ABS and group signature techniques, 

we can ensure that the user remains anonymous. The 

data owner experiences a decrease in compute and 

communication overhead when user access is 

transferred to the cloud server with broadcast 

encryption. In order to address security 

vulnerabilities such as mobile device compromise, 

traffic interception, and Identity Management 

Systems (IDM) server compromise, an architecture 

known as consolidated IDM (CIDM) was developed. 

This architecture separates the authorization 

credentials to prevent unauthorised access in the 

event of an IDM compromise or traffic interception.  
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To prevent mobile device compromise, it provides an 

extra layer of security by employing challenge-

response methods that are based on humans. Based 

on the results of the trials, CIDM provides its 

customers with better security assurances while 

using less energy and communicating less than the 

present IDM systems.  

 

The authors look at a method that uses digital 

signatures with qualities obtained from their 

construction and software activity to guarantee 

authenticity and provenance in cloud-based services. 

Keys are produced dynamically using the 

characteristics collected as the service execution 

progresses. We provide a method for generating 

keys in many dimensions by directly mapping from a 

space of multi-dimensional features to a key space. 

To determine the key space's entropy, an entropy 

algorithm is created [15].  

 

Businesses may safeguard their customers' private 

information stored in the cloud with the help of the 

authors' suggested multi-factor biometric 

fingerprint authentication and protection gateway 

[16]. Cloud service providers and other dangerous 

users will not be able to access users' login 

credentials, ensuring data privacy and high security.  

 

As an integral aspect of the protection gateway, the 

authors used data anonymization and sophisticated 

tokenization techniques to safeguard the 

confidentiality of the critical piece of information 

from malevolent individuals both within and outside 

the system. Cloud computing security necessitates a 

precise perspective, which may be fostered via 

confidence, reducing risk towards a reliable third 

party [17]. In this article, the authors provide a 

system that combines PKI, SSO, and LDAP to 

guarantee authentication, data availability, integrity, 

and secrecy in communications and data.  

 

This method establishes a security mesh by ensuring 

that all involved entities have access to a horizontal 

level of service, which sustains crucial confidence. 

Incorporating client controlled encryption 

capabilities into the common cloud computing 

environment is crucial for guaranteeing data 

protection against the likely security holes in any 

given cloud system. Taking charge of the security of 

the data that clients might store on distant 

workstations is the key advantage of implementing 

a client controlled security approach. Data 

encryption technology allows for the most effective 

security of data, as we said before. Cloud systems 

have identified important channels for data to go to 

and from the central cloud area, necessitating the 

development of a dedicated encryption-decryption 

mechanism. In response, we built a cloud data locker 

algorithm that fixes this problem and all the security 

issues. 

 

III. PROPOSED WORK 
 

Cloud Data Locker (CDL) is a framework that includes 

components such as Communication Manager (CM), 

CDL Manager (CDLM), OTP Manager (OTPM), OTP 

Generator (OTPG), OTP Verifier (OTPV), DSN 

Manager (DSNM), DSN Generator (DSNG), DSN 

Verifier (DSNV), Security Manager (SM), Crypto 

Engine (CE), and Cloud DB (CDB). The features of this 

framework are illustrated in Figure 1. The 

connections between the Cloud Service Controller 

(CSC) and the D1FTBC server are initiated by the 

Communication Manager (CM). First, in order to 

send and receive one-time passwords (OTPs), Cloud 

Data Locker (CDL) verifies the user's information with 

OTP Manager (OTPM).  

 

User information is validated by the OTP Generator 

and Verifier, which are maintained by the OTP 

Manager (OTPM). The second step is for the One-

Time Password (OTP) to verify the service provider's 

data storage in order to transmit and receive the 

Data Security Number (DSN). Once the first two 

stages have been verified and executed successfully, 

the following step may be initiated.  

 

The Security Manager (SM) is responsible for 

keeping the encrypted data stored in Cloud DB 

(CDB) via Crypto Engine (CE) up to date throughout 

this phase. After encryption, this engine stores the 

decrypted data in the cloud database and prepares 

it for execution. Cloud transaction data is accessible 

to the security manager (SEM) on the CDL server via 

the CDL crypto engine. 
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Figure. 1 Framework for CDL server 

 

Data in the cloud is moved around in an open setting 

over a network. Customers want a cloud solution 

that can transmit data quickly and securely. The 

results of the comparison of several algorithms show 

that AES outperforms DES and RSA, among others. 

Because of this, the crypto engine uses AES for both 

encryption and decryption.  

 

Table: 1 Comparative Analysis of RSA, DES and AES 

 
Cloud data transaction services may see an 

improvement in response speed and an increase in 

data security. This implies that the supplier has no 

idea what information the clients and vendors keep. 

Authentication mechanisms like DSN and OTP prove 

this. Consequently, cloud data transactions are 

guaranteed to have top-level safety thanks to the 

three-level verification process. 

 

Pseudocode for CDL  

“Step 1 : Send OTP to user  

Step1.2 : Get OTP from user  

Step1.3 : Verify the user  

Step2 : Send Data Security Number (DSN) to Cloud 

Data storage provider  

 Step2.1 : Data Security Manager match the DSN in 

Data storage provider  

 Step2.2 : Verify the Cloud Data storage provider 

Step3: If (User & Data storage == Verified)  

 Step3.1 : Access the Crypto Engine and decrypt the 

data  

 Step3.2 : Send data to the transaction process  

 Step3.3 : Get the committed data  

Step3.4 : Access the Crypto Engine and encrypt the 

data  

 Step3.5 : Update the data successfully.” 

 

Algorithm for Cloud Data Locker  

When it comes to data-level security, the Cloud Data 

Locker has you covered.  The three-stage verification 

approach was helpful in the efficient creation of this 

algorithm. It checks the user and data storage levels 

by calling UserVerification and 

DataStorageVerification, respectively. It may access 

the encrypted cloud data using an effective 

cryptographic mechanism when these two processes 

are successfully verified. 
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Figure 2 CDL algorithm 

 

The suggested algorithms provide security at every 

level. The User Authentication Authorization and 

Accounting algorithm guarantees the authentication 

of users and devices, as well as the authorization and 

accounting for each new transaction. The Cloud 

Service Controller guarantees the security of service 

levels and monitors the state of virtual machines in 

the cloud. The D1FTBC protocol, along with the 

3PSTBC protocol, guarantees security at the process 

level.  

 

The Cloud Data Locker implements a three-stage 

data verification procedure in order to guarantee 

data-level security. The suggested D1FTBC is 

designed to easily attain a greater level of 

consistency in a cloud setting. In a cloud context, 

virtual computers are distributed across multiple 

locations, making it challenging to maintain optimal 

data transaction consistency. However, the proposed 

D1FTBC consists of many sub-components, 

including a Transaction Manager, Consistency 

Performance Metric, Transaction Tree, 3PSTBC 

Protocol, and Shortest Path Tree Manager (SPTM), all 

of which work together to achieve a better level of 

consistency for each transaction.  

 

The proposed Cloud Data Locker guarantees data 

security by the deployment of a three-stage 

verification method to authenticate the user, service 

provider, and cloud data storage. Access to 

encrypted transactional data is only possible via a 

three-stage verification procedure. The two-phase 

commit mechanism is often used to guarantee the 

ACID characteristics. In a distributed cloud system, 

virtual nodes are widely dispersed and it is 

challenging to maintain ACID characteristics. The 

proposed 3PSTBC protocol guarantees ACID 

guarantees in a cloud context. The suggested 

D1FTBC uses an efficient tree-based replication 

technique. The third phase of the 3PSTBC protocol is 

designed to facilitate the replication of data across 

virtual machines in the cloud. The Shortest route 

Tree Manager (SPTM) generates an optimal shortest 

route tree to facilitate efficient replication and 

minimise execution time. 

 

IV. PERFORMANCE ANALYSIS 
 

This section presents the performance analysis of the 

proposed method. Figure 3 depicts the performance 

outcomes of CDL server authentication with a graph 

illustrating the relationship between average 

response times and the quantity of requests per 

minute.  

 
Figure. 3 Performance Analysis of D1FTBC server /  

CDL  Server 
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 Figure 3 displays the performance outcomes in 

relation to the average response time for 

authenticating the D1FTBC server and CDL server. 

Upon analysing the benchmark data from 50 to 300 

service requests, it seems that the system 

demonstrates a linear increase in the average 

response time when compared to the benchmark 

data from 1 to 50 service requests. The rate of 

increase of the curve is beginning to decrease 

between 300 and 400 concurrent service requests. 

When the service requests to authenticate the 

D1FTBC server and CDL server are increased, there is 

a corresponding increase in the mean response time 

of these requests, reaching a balanced level. 

 

Performance Analysis on Data level security  

Figure 4 and Figure 5 provide the screenshot of the 

implemented OTP and DSN verification. The data 

illustrates the duration of execution for different 

components of the CDL server as the arrival rate 

increases. 

 
Figure. 4 Screen Shot of OTP verification 

          Figure. 5 Performance of Data Level Security 

 

Figure 6 Screen Shot of DSN Verification 

Figure 6 presents a performance study of the 

components of the proposed CDL server as the 

arrival rate increases. The graphic represents the 

relationship between the execution time and the 

number of service requests per minute. During the 

implementation of CDL, when there are a 

considerable number of service requests ranging 

from 50 to 500, the components of the proposed 

system seem to show a linear increase in execution 

time. The CDL component exhibits a superior level of 

responsiveness, necessitating the implementation of 

a three-stage verification process for data access and 

the adoption of a cryptographic method to manage 

transactional data.  

 

The retrieval of encrypted data from the cloud 

database takes longer response time due to the 

implementation of three-stage verification 

procedures, which enhance security. Decrypting the 

cloud data using the cryptographic engine also 

requires a considerable amount of time, as shown in 

the benchmark. OTP verification is a client 

authentication technique that requires replies from 

every client before proceeding with a transaction. It 

exhibits superior reaction time compared to the 

processes of retrieving encrypted data and 

decrypting data. The service provider verification is 

an automated interaction between machines that 
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exhibits a shorter reaction time compared to other 

components in the CDL server. The figure illustrates 

the relationship between the execution time and the 

workload characteristics of each component. It 

demonstrates that as the system components 

increase, the performance of the CDL server 

improves in a linear manner. 

 

Latency Analysis 

The primary goal of this work is to determine the 

latency of various points (events) in the proposed 

design. Latency refers to the time delay between the 

start and end points of an event, which is quantified 

in terms of execution time. 

 
Figure.7 Latency for increasing service requests 

 

Figure 7 displays the duration of the latency analysis, 

with the plot representing the relationship between 

execution time and the number of service requests. 

The graph precisely depicts the disparity in execution 

time for the given position. 

 
Figure 8 Latency Analysis of CSC Server / D1FTBC 

Server 

 Figure 8 depicts the graphical depiction of the 

percentage increase in delay. Based on the graph 

observations, it is apparent that the Latency 

Increment Percentage (LIP) grows as the service 

request increases. Nevertheless, the LIP (Limited 

Information Pool) approaches a saturation point of 

21% when the number of service requesters 

surpasses 1000”. 

 

V. CONCLUSION 
 

This article discusses many challenges in cloud 

computing, including security concerns, service 

availability, and authentication mechanisms. The 

focal point of the study is the implementation of the 

Cloud Data Locker Algorithm (CDL). This method is 

used to securely store sensitive data in the cloud. At 

this stage, we verify the legitimacy of a user who 

gains access to the cloud storage by using the key 

that is held on the Cloud Service Provider. The key is 

used to secure the given storage space for a user in 

any data centre. The user may retrieve or get their 

info at any moment by using the key. Efficient data 

retrieval may be achieved by implementing an index 

table inside the Cloud Service Provider. It allows for 

a situation where sensitive information may be 

securely stored and accessed from the cloud using 

effective security measures such as data encryption. 
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