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I. INTRODUCTION 
 

The most important network used for 

communication purpose in recent days is the WSN. 

Much research on development is done in the WSN. 

The communication without the medium physical 

touch is the main route for the nodes that are 

present in WSN. Signals are the major source of 

communication between each node. The role of WSN 

is to send the packets to each node that will 

communicate the signals. The major application of 

the WSNs is divided into environmental monitoring, 

acoustic detection, and seismic detection, military 

surveillance, inventory tracking, medical monitoring, 

smart space, etc. WSN receives many offenses to the  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

users, and they face lots of problems to overcome 

these offenses. These attacks are classified based on 

their impacts, data integrity, power consumption, 

routing, and so on. Though there are more tasks for 

the user, security and integrity is a major problem. 

The unguided transmission medium is more sensitive 

to the attacks of the other users. It creates a problem 

for the user compared with the guided transmission 

medium. The importance is given to secure data 

transmission than the unreliable medium. 

Key management, providing security and 

authentication, secure routing, energy efficiency, and 

resilience to node capture are the key factors for 

WSN security. The current cryptographic algorithms 

Abstract 

The finely tuned and sorted out data that is transmitted from the base station are dissected for the 

harmful condition which is finished by the remote sensor organize. Security is the primary hindrance in 

WSN as the sensors are kept in a nearby cir-cuit. The WSNs are for the most part upset by different 

risky outer and inner attacks. They are calculation assets, limited memory limit and battery life, 

preparing power, absence of alter safe bundling and the utilization of unreliable remote 

correspondence channels. To unravel these issues, a novel convention is proposed multi-layer security 

convention with vitality power utilization specially appointed on request separation vector directing 

convention. The propelled encryption standard calculations take a shot at the above convention for 

coding and unraveling with the significant two components. The most limited course utilizing the 

vitality power utilization as the Neighbor node is accomplished in EPC AODV. Along these lines will 

get WSN with a low parcel misfortune. A system was created to change and conserv-ative for MLSP 

with EPC-AODV for utilizing as the source course. The layer by layer interpre-tation will be finished by 

the MLSP. The principle job of the source node is to recognize the most straightforward receptive way 

for the essential keys of the middle of the road nodes. Source node will presently begin supplanting 

the auxiliary nodes in totally encoded regions utilizing the AES encryption tech-nique. The substitution 

of the information parcels is finished by the MLSP. The MLSP will supplant the middle of the road 

nodes with the optional key, where the last nodes are the beneficiary of the made sure about 

information. The reproduction aftereffects of the protected information move indicated that MLSP 

accomplishes 90+% parcel conveyance rate, 89% throughput and 0.31 ms start to finish delay in the 

system. 
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showed lesser improvements. The recent works 

showed the MLSP with EPC AODV protocol is used 

for the security and integrity of the WSN data used. 

The current work EPC routing is the replacement for 

the traditional AODV routing. This AODV routing 

helps to improve data integrity and long life span 

WSN. EPC AODV  is routing with the highest energy 

for the battery power and degree of probability of 

sensor nodes. The recent study focuses on the study 

of the wireless sensor network with the EPC AODV 

mechanism, which has the external battery power 

supplied that exists outside. The new technique 

implements the EPC  routing that finds a better way 

where the network will have maximum energy 

consumption. The energy was depleted from the 

nodes in various modes that are active, transmit, and 

effective sleep modes—the very small routing path 

from source to destination with the help of various 

energy nodes. Energy consumption with AODV 

routing finds the adjacent nodes with the energy 

consumption sensor nodes. 

The route forwarding algorithm provided the exact 

path. The path found out by this algorithm is the 

source that tests the request and response. The 

present study aims to use MLSP with the AES 

encryption strategy to prevent the distribution of the 

source routes. The MLSP provides layer by layer 

decryption techniques. The shortest way to identify a 

node, which has the collection of the keys that are 

primary for the intermediate nodes. Data packets 

that use the MLSP route with the key that is 

secondary for all the intermediate nodes. Data 

forwarding using EPC AODV along with MLSP and 

using AES encryption data is protected against 

intruders. The nodes that have secure data 

forwarding implement data transmission in the 

network in a reliable way. 

The study was divided into various sections. One is 

concerned with the review of the existing literature. 

The literature review is protected by QoS in  WSNs.  

Another section deals with the integration into the 

regular process called MLSP. The penultimate section 

gives the result and discussion obtained from the 

analysis of the simulators. The final section gives the 

conclusion and future study. 

 

II. RELATED WORK 
 

The comparison was made between the proactive 

destination-sequenced distance vectoring (DSDV), 

reactive dynamic source routing (AODV and DSR), 

and hybrid zone routing protocols (ZRP) with the 

WSN [1]. Analyses are done with the elemental units 

called metrics: throughput, several packets dropped, 

average delay, and routing overhead. AODV gives 

the best routing compared with varieties. The 

packets are dropped higher when the performance 

of the DSDV is poor. 

WSN is delayed, and energy is constrained in the 

network [2]. The sources of the destination of the 

packets show the result which relates the sources to 

destination. This study explains the delay and energy. 

The route selection process is based on minimum 

node delay and its energy. It also worked on the 

selected route criterion that shows minimum energy 

consumption. The data transmission rate is reduced 

on the path of maximum congestion. This leads to 

the data transmission rate at the MAC layer, which is 

minimized with the 802.11. The results showed that 

the proposed protocol is very effective than the 

already existing protocol, which has a delay at the 

end level. 

WSN contains sensor nodes with the capability of 

sense and computation [3]. They are used in various 

aspects due to their low cost. The study also focuses 

on the concept of security in these sensor networks 

[4]. This provides security against external attacks. 

Internal attackers connected with the node that is 

present in the network have a unique inject routing 

message. These messages are existing for malicious 

purposes. The very high challenging task is security 

and reliable communication in mobile Adhoc 

networks (MANET) [5]. Data is attacked and lost due 

to the mobility of data. This can be reduced with the 

help of secured routing protocols such as secure 

Adhoc on-demand distance vector routing (SAODV) 

and secured backup routing protocol (SBRP) [6–8]. 

The route discovery and route maintenance were 

investigated with more power consumption. This can 

be reduced with the process and network having a 

lesser life span. This is created by the client/server 

architecture with centralized with the sink nodes that 

have a different path, paths selection, and paths 

maintenance. Different routing protocols are 

summarised in [9], and some are shown in the secure 

routing protocols [10, 11]. The data collection and 

the publication are done in the data-oriented privacy 

and presented in WSN [5]. Context-oriented privacy 

focuses on the protection of the contextual 

information, which are relating the node's location 

and timing information and with the traffic 

transmitted in a WSN [12]. 

An authentication mechanism was proposed which 

performs a per-fragment sender authentication. 
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These will remove messages obtained from the 

receiver’s buffer for nodes suspicious [13]. The recent 

investigation shows the performance of ad-hoc 

routing protocols that show the accuracy, 

effectiveness, traffic load and the end to end delay 

concerning the in energetic intermediate nodes 

which lack in the application [14–16] OPNET 

simulator in AODV and DSR routing classes. OPNET 

simulator is introduced to show the performance 

with the different parameters which change mobility 

models. These mobility models have an impact on 

their role in both AODV and DSR routing class which 

will be the solution to solve the problem caused by 

the Mobile Adhoc Network (MANET) apart from the 

presentation of both AODV and DSR routing class, 

and also in nodes that are present in between the 

data transfer rate from origin to the final destination 

[17]. 

The MANET routing protocols perform various 

functions that are gathering-based routing protocol 

(GRP), AODV, optimized link state routing (OLSR), 

and DSR based on end-to-end delay, network load, 

retransmission attempts, and throughput. These are 

done with the simulation tool OPNET modeler. In this 

comparison, AODV and DSR perform better than any 

other protocols. The throughput of AODV and DSR is 

higher when compared with other protocols, and 

results are delayed in the AODV lesser when 

compared with other protocols [18]. 

Energy utilization in the Rivest Cipher 4 (RC4) and 

AES algorithms in wireless local area networks (LAN) 

is examined in the year 2003 RC4, and AES 

encryption algorithms and their performance 

evaluation are done with the various research 

techniques. The matrices present in the assessment 

are given below: It is shown that the encryption can 

be done at the endpoints of the route when route 

creation is performed. This gives a solution to fight 

against the denial-of-service attacks common to 

sensor networks. CPU workload [19], encryption 

throughput, key size variation, and energy cost. 

Experimental results showed that the encrypting 

large packets are more energy-efficient and fast. A 

smaller packet size AES encryption is more efficient 

when compared with RC4. A combination of RC4 and 

AES will save energy to provide encryption for any 

packet size. 

The proactive routing protocols are not comfortable 

with the energy challenged planetary exploration 

application, which is the large consumer of the 

network bandwidth dramatically [20]. So the reactive 

routing protocol would be the best selection for the 

wireless planetary exploration sensor network. The 

most commonly and widely used protocol is AODV 

[21], which is accepted throughout the globe. 

The most important protocol for successful 

importation of the AODV is using the ad hoc on-

demand multipath distance vector (AOMDV) to the 

multipath field [22]. A lot of studies are done in 

energy-aware routing protocols. This shows that it is 

an on-demand energy-aware routing protocol 

according to the power control [23]. The energy 

consumption was done with the traffic load and 

transmission range, where the maximum energy 

consumption is decreased with the strategy by 

combining the circular paths with the large and short 

paths [24]. This helps in the application of adaptive 

energy with the routing protocol, which is the lowest 

energy consumer [25]. Based on the Mars 

exploration, the routing scheme will help in 

balancing [26] of the energy among multiple paths. 

MANETs plays a vital role in ubiquitous computing 

[27]. MANETs in emergency network shows by the 

Multimedia Communication Security. MANETs 

dynamic changing nature is reducing security 

problems. Radio technologies and their 

interoperability, coexistence, and energy 

consumption issues, routing is also important for the 

critical challenge given to the PSN. In this research, 

going to do a novel wireless B2B routing protocol, 

called optimized routing approach for critical and 

emergency networks (ORACLE-Net), to improve 

routing performance [28] in disaster management. 

In this protocol [29], the pair of nodes is used to 

estimate the link quality and link delay. The quality of 

the Link is calculated with the reception rate, 

received signal strength indicator, and link quality 

index. A reliable path is selected from the source to 

the destination based on the paths traversed by 

forwarding ants and backward ants [30, 31]. The 

network layering is done for the formation of service 

areas in each layer, and different types of nodes from 

the location where it was available before that have 

the default gateways. The exist- ing algorithm, 

namely service zone gateway prediction (SZGP), is a 

hybrid type of routing mechanism. It is incorporated 

pre-computed multipath hop-by-hop distributed 

routing, with a periodically updated hierarchical 

multilayered structure. 

The results that are obtained from the experiments 

showed that the performance of the SZGP algorithm 

about the basic performance parameters are similar 

to those of the well-known AODV algorithm, but 

about the power efficiency of the proposed 
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algorithm outperforms AODV significantly. Energy-

efficient is a challenging issue in wireless sensor 

networks, which is an advanced technology used in 

planetary exploration [32–34]. The rechargeable solar 

batteries are fixed with the planetary surface sensor 

system. The special dual-mode energy-driven 

(DMED) routing protocol for the planetary 

exploration examines the proposed model, with the 

model known as the AODV protocol called QwS-

AODV protocol. It is different than the classical 

Secure AODV, the QoS-AODV protocol aiming for 

the addition or removal of security services existing 

in the network performance [35]. 

 

III. PROPOSED WORK 
 

1. Architecture: The major use of wireless sensor 

networks (WSNs) is in national security, military 

surveillance, and medical care. A security 

mechanism should always be energy-efficient 

and high memory when compared to the other 

sensors, which have limited power, memory, and 

computational resources. The present study is to 

utilize the network simulator (NS2) for 

regenerating a secure network and information 

with the cryptographic algorithm. The 

architecture diagram is shown in Fig. 1. It 

represents the overall proposed work. MLS 

protocol with AES encryption technique to 

receive secure and exact data that gives better 

results than have secure data transfer using QOS 

parameters that have packet delivery ratio. 

2. Security: Security becomes an important 

component in the network as it is dealing with 

the owner’s environment. Analyzing the network 

without human interaction is a very hard task in 

the absence of security. Arranging the security 

protocol is a challenging job with the nature and 

existence of the resources. The fixed to wireless 

networks are the mechanism that is used for 

security purpose. 

3. Deploy Nodes: The total environment was 

monitored in and around by the sensor nodes, 

which are collected by the sensor nodes and 

finally send to the sink. The present study mainly 

focuses on the normal sensor nodes. The role of 

the source node is to send the data packets 

where the data is passed from one sink to 

another sink. Each node will have a registration 

with the server that gives an Id, primary key, and 

secondary key. The source aims to identify the 

optimum path, which will organize the primary 

key for all the intermediate nodes. All the nodes 

will have the primary and secondary keys. The 

networking role is to find out the communication 

between the nodes for the security purpose. 

4. Node Authentication: The nodes that are initially 

communicating with the other will be able to 

protect the characteristics of the node. This will 

be attaining recognition for entering into other 

nodes.with the sensitive information and to 

create the replica of the node, which is obtained 

by the resources and information that are 

sensitive and private information. The 

mechanism used for the WSN data 

authentication is symmetric [36]. The message is 

received from the sender, which is authenticated 

to identify whether it is reliable or not. The 

authentication gives us the resources from which 

the nodes or the message from the sender 

originates and finally gives the information to 

the authenticated nodes [37]. The basic needs for 

the security requirements are Data integrity and 

sensor authentication, which is essential for most 

of the sensor applications. Data authentication is 

provided by the MAC and digital signature [38]. 

The asymmetric cryptosystem is much higher 

when compared with the energy of nodes, the 

nodes of computing power and communication 

bandwidth, the computational overhead of 

symmetric cryptosystem. This causes main 

characteristics with the use of the symmetric 

cryptosystem as resource conservation for the 

wireless sensor networks. 

 
Figure 1: Overall proposed architecture. 
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5. Response Segment: The detection of the attack 

was identified and verified by the response 

segment. The connection between the malicious 

nodes is stopped when there is an attack or 

delay in the path. There is a choice of alternative 

route identified for the improvement of the 

performance of the network. 

6. Key Generation: The traditional wireless networks 

that contain key management skills are not 

adapted in the wireless sensor network because 

of the characteristics of the recent sensor 

techniques. The need for the security solution is 

available for the wireless sensor networks 

encryption technology. The requirements for the 

encrypting wireless sensor networks are 

certification, confidentiality, integrity. The key 

issues are resolved by key management. They are 

various cryptosystems, based on their key 

management divided into symmetric key 

management and asymmetric key management. 

The key used for the encryption and decryption 

is the same, which is very simple, having small 

calculation and storage amount. The symmetric 

key has an advantage over the asymmetric key 

due to the computational complexity. But key 

management and security are very less in the 

symmetric key. 

7. Estimating the Shortest Path with EPC AODV: The 

proposed research is focused on investigating 

WSN performance through the introduction of a 

mechanism termed as EPC AODV, which 

possesses external battery power. The best 

routing in a network can be ascertained through 

EPC with the energy power consumption 

mechanism and is the point where the maximum 

energy is available. Equal external energy is 

involved in routing all nodes. The overall energy 

consumption mechanism is the management 

technique applied for external energy supply. 

The energy depletion, which takes place at the 

different nodes is taken into consideration by the 

mechanism irrespective of whether the nature of 

the nodes is active, sleep, transmits, and receive 

modes. The neighbor with the maximum energy 

required for transmitting is selected by routing. 

The selection of the neighbor becomes an easy 

task in this way. Also, the energy present in the 

network is maintained in its current state. 

8. Multi‑layer Security Protocol (MLSP): The AES 

strategy for encryption and MLSP protocol is 

used to secure routes and ensure that they are 

anonymous. A layer by layer technique for 

decryption is provided by the 

 
Figure 2: Node diagram (scenario). 

 

MLSP protocol. The node diagram for the proposed 

work is shown in Fig. 2. The optimal path will be 

found by the sources which collect the primary key 

for all intermediate nodes. A primary and secondary 

key is attached to each node. In WSNs, information is 

transmit- ted and converged through the use of a 

multilayer routing protocol with security enabled. 

Special characteristics are available for sensor 

networks, similar to multi-hop networks, and this is 

especially important when in-depth research is 

necessary or when dealing with the aspect of routing 

security. Scholars of domestic and foreign origin 

have proposed a variety of routing protocols for 

wireless sensor networks. Many of the typical security 

protocols are described in this section. A significant 

improvement in the success rate of submission of 

data messages can be realized through multilayer 

routing. It is also capable of balancing node energy 

consumption so that the survival time of the node is 

prolonged. Multi-Layer routing serves as an effective 

mechanism to prevent selective forwarding attacks. 

The data redundancy problem is taken into 

consideration by this protocol, and the fused data is 

acquired through an association between the nodes. 

In this way, the efficiency of data transmission is 

improved, and network energy is saved. 

1. Algorithm - MLSP 

2. Begin (); { 

3. Initialize node(50); 

4. Initialize source and designation 

5. node(node6,node40); 

6. Initialize the each nodes set  Primary and 

Secondary key(k1,k2); 

7. for i = 0 to n do { 

8. 6. VNi   Max( energy); 

9. VNi = Epc AODV( ); /// Sensing nodes//// 

10. 8. S   Sensed attribute; 

11. 9. Hth    Hard value(i); 

12. 10. Sth   Soft value(j); 

13. 11. P   Data packet; 

14. 12. Ri   Residual energy; 
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15. 13. F    Flag; 

16. 14. if S ≤ Hth AND Ri> 0 THEN 

17. 15. send P 

18. 16. set F = 1 

19. 17. else if Sth≤ S < Hth AND Ri > 0 THEN 

20. 18. send P 

21. 19. set F = 0 

22. 20. else 

23. 21. no transmission 

24. 22. end if 

25. 23. if (nodes = range (VNi)) THEN { 

26. 24. Node  forword(Transmitted); 

27. 25. Node  identifier to shortest path(node); 

28. 26. else 

29. 27. node is under other LNi 

30. 28. end if 

31. 29. end for }} 

32. 30. for i = 0 to n do { 

33. 31. for j = j+1 to n do { 

34. 32. VNij  nodes receive identifier collect 

key(k1) 

35. 33. if (node collect Key = = identifier key) 

THEN { 

36. 34. Node = encrypted packet (key) 

37. 35. send  Key; 

38. 36. Source node forward to neighbour node 

39. 37. If (key = secondary key) { 

40. 38. Source node  forward another neighbor 

node 

41. 39. end if } 

42. 40. Source node forward encrypted data(P); 

43. 41. if (source node = = >destination node 

VNi) 

44. THEN { 

45. 42. forward data destination node 

46. 43. else 

47. 44. forward data   LNij 

48. 45. LNij   VNi 

49. 46. VNi   destination node 

50. 47. end if 

51. 48. destination node decrypted(P); 

52. 49. end for end for }}} 

53. 50. End 

 

The Algorithm Steps 

Step 1 The network contains a distribution of N 

nodes. 

Step 2 The same amount of energy is consumed by 

all nodes in the initial scenario. 

Step 3 A unique numeric ID is assigned to every 

packet that is sensed by a node. It is then 

broadcasted to all nodes in the network. 

Step 4 When a node receives an ID, it checks if the 

same is already available in its memory. 

Step 5 If the answer is in the affirmative, the data is 

discarded. 

Step 6 Otherwise, the node with the higher residual 

energy and shortest distance path is selected. 

Step 7 Otherwise, in the case of the node with the 

same distance and residual energy, the packets are 

transmitted with a higher timestamp value. 

Step 8 The location information of the node is to be 

maintained, and the same process must be 

continued until a destination is found. In the case of 

packet collision, the contention window must be 

reduced through a mechanism where priority is given 

to the node which has higher residual energy. 

Step 9 The MLSP method of secure data transmission 

is used, where every node possesses a primary key 

and a secondary key. 

Step 10 Path nodes are selected based on the 

primary keys. 

Step 11 The encryption and decryption by AES from 

layer to layer are carried out through MLSP. 

Step 12 A check must be performed to verify 

whether the data has reached the destination. 

Step 13 If the answer is in the affirmative, then the 

packet IDs must be broadcasted to all nodes. 

9. Multilayer Encryption Using AES: The process of 

making information indecipherable without the 

assistance of specialized knowledge is referred to 

as encryption. Communication has been 

protected for centuries through the use of 

encryption, and just individuals and 

organizations which possess an unusual security 

requirement employ this mechanism. Although 

encryption can make information secure, there is 

still the need for other forms of communication 

methodologies for ensuring well-rounded 

security. In particular, to determine if a specific 

message is authentic and its integrity is 

preserved, other techniques including message 

authentication code (MAC) or digital signatures 

are necessary.The science of using the discipline 

of mathematics for the processes of encrypting 

and decrypting data is referred to as 

cryptography. When the source Node recognizes 

the shortest path, the primary keys of all the 

other intermediate nodes are collected, and the 

AES encryption technique is initiated. The 

encryption process in the AES algorithm is shown 

in Fig. 3. Data packets undergo decryption 

through the MLSP routing technique through the 

use of the secondary key for all the intermediate 
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nodes. This is how the destination nodes acquire 

a secure data network and all node information, 

including Node Id and related info- mat ion is 

stored. The source establishes the optimum path, 

and it collects the primary key for all 

intermediate nodes. Every node has a 

corresponding secondary and primary key. 

 

10. Decryption Using AES: When the file encryption 

process is complete, and the decryption process 

is initiated, the user has to supply the same 

Secret Key, which was given while encrypting the 

file. If the Secret Key is the same as the one 

entered during the encryption process, then it is 

possible to decrypt the file with success. 

Otherwise, an error message is displayed. 

Ciphertext can be transferred back into the plain 

original text through the use of the same 

encryption key by applying a set of reverse 

rounds for the transformation.The Neighbour 

node decrypts the packet, and the information is 

sent to the destination node. The decryption 

process in the AES algorithm is shown in Fig. 4. 

When an unknown node enters inside a network, 

it can be detected without specifying any other 

nodes. The destination node decrypts the packet 

through the AES mechanism and with the help of 

the secondary key. Finally, the original data is 

viewed by the destination node. There is 

dynamic variation related to the capacity of the 

paths, and the paths change in real-time 

according to the data transfer carried out over a 

network. Thus, the packet delivery ratio increases 

and the average end-to-end delay decreases. 

 
Figure 3: Encryption Process. 

 

 
Figure  4: Decryption Process. 

 

1. Working Procedure in Encryption and Decryption 

2. Initially, the file is selected from the disk for the 

process of encryption. 

3. When the file is selected, a 16-byte secret key 

must be supplied in the form of a password 

4. After entering the 16-byte long secret key, the 

password must be confirmed by re-entering it, 

and then ‘Encrypt’ must be clicked. 

5. The filename FiilenameEncryption.txt is 

designated to the encrypted file for storing on 

the disk. 

6. The decryption of the encrypted files happens 

from the ‘Decrypt’ screen. From here, the 

encrypted file is selected, and the name of the 

secret key which was entered during the 

encryption process is selected. 

7. It is not possible to delete the encrypted files in 

this system, and the delete option is also not 

available from the right-click menu of the 

encrypted files as it is disabled. This feature is 

enabled in the form of a security mechanism 
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IV. RESULT AND DISCUSSION 
 

The NS2 simulator was used to validate the 

performance associated with the proposed scheme 

under consideration. Simulation parameters are 

shown in Table 1. The results from the simulation 

demonstrate that efficiency is evident concerning the 

performance of the proposed scheme when 

considering the different metrics from Table 2. Shows 

the comparison with different approaches that are 

available from the literature [39, 40]. The AODV and 

EPC-AODV values were used as existing technical 

values. 

Table -1: Simulation parameters 

 

 
 

1. Energy Consumption 

The amount of energy available for communication 

and data processing is energy consumption. In the 

network, variances in energy consumption from 50 to 

1000 nodes are shown in Fig. 5. When 50 nodes are 

present, the network energy consumption attains a 

maximum limit of 15.10 J. When the nodes are 

increased from 50 to 250, the value of the energy 

consumption goes down. When the nodes are 

further increased from 250 to 750,    a progressive 

decrease in the maximum energy consumption of 

the network is observed. 

 

 

 
Figure 5: Energy Consumption 

 

Beyond 750 nodes, the maximum energy consumed 

in the network is 10.0 J, which is observed to assume 

decreased values. When the nodes in the network 

are 1000, the energy consumption is 8.04 J. This is a 

minimal relative value. 

The average energy consumption in contrast with 

several other techniques, including AODV, MLSP, and 

EPC-AODV methods. The methods which employ 

MLSP produce superior outputs when compared to 

other existing techniques. 

 

2. Packet Delivery Ratio 

The number of packets that a node is capable of 

transferring at a specific time is referred to as the 

packet delivery ratio. It is better to compare the 

packet delivery ratio with the normal WSN, which are 

the implemented Energy properties and the 

elimination of duplication. This comparison graph is 

available in Fig. 6. 

In the proposed detection mechanism, which has a 

91% packet delivery when there are     50 nodes in a 

network, and the value of the curve lowers to 89% 

for 250 nodes in the network. When there are a small 

number of nodes in a network, the packet rate is 

high. Once again, the curve rises to a point where the 

packet ratio is measured at 88.1% for   500 nodes 

present in the network. When there are 750 nodes in 

the network, the curve 

 

 
Figure 6: Packet Delivery Rate. 

 

Reaches the value of 84%. When the nodes in a 

network are increased from 750 to 1000, the packet 

delivery ratio reduces to 81.2%. The overall delivery 

ratio for packets is higher than the approach, which 

shows 81.2%. The packet delivery ratio is the ratio of 

the number of packets delivered to the destination. A 

greater value of the packet delivery ratio indicates a 

better performance of the protocol. 

The Packet Delivery Ratio is compared with several 

techniques in existence, including AODV, EPC-AODV, 

and MLSP methods. The proposed methods which 
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use MLSP yield better output when compared to the 

existing techniques. 

 

3. End to End Delay 

The delay time required to receive and retransmit the 

packet in each node is referred to as an end to end 

delay. The result of the comparison is indicative of 

the fact that the delay is less when compared to the 

wireless sensor network in its normal state, as 

illustrated in Fig. 7. 

A minimum of 0.12 ms is recorded for the end-to-

end delay for a network with 50    nodes, and the 

curve lies between 0 and 250. When the network has 

250 nodes end to end delay reaches 0.12 s to 0.18 

ms. 

For a network with 750 nodes, the curve reaches a 

value of 0.21 ms for the end-to- end-delay in the 

network. When there are 1000 nodes in the network, 

the curve reaches a value of 0.28 ms in terms of end-

to-end delays in the network. The end-to-end delay 

represents that, when there are a minimum number 

of nodes in a network, the delay is at its minimum 

and there are more nodes when there is a minor rise 

in the end-to-end delay for that network. Average 

end-to-end delay is the average time that a data 

packet consumes to arrive at a specific destination. 

The way a protocol performs has an inverse 

relationship with its end-to-end delay.   The end-o-

end delay comparison in light with several other 

techniques including 

AODV, MLSP, and EPC-AODV. The proposed 

methods which make use of MLSP produce better 

output when compared to other practices. 

 
 

Figure 7: End to End Delay. 

 

4. Throughput 

The average number of packet transfers achieved by 

a particular node is referred to as throughput. When 

this throughput is then compared with a normal 

WSN and an enhanced WSN, results indicate that the 

latter performs better by 70% in comparison with the 

normal WSN. Fig. 8 below depicts this comparison. 

The throughput curve indicates that a 96% 

performance enhancement is achieved. When the 

network nodes are 50, the throughput curve 

achieved 64%, and a minor improvement in the 

throughput is realized when the network nodes 

increase from 50 to 250. The throughput increases 

from 64 to 69.98% when there are 500 nodes present 

in the network. As the size of the network grows 

from 500 to 750 nodes, there is also a comparable 

increase in the throughput from 69.98 to 79.5%. This 

indicates the efficient performance of the proposed 

work. An increase from 87.6 to 96.6% is obtained in 

the throughput curve of the network when the size 

of the node is 1000. 

Throughput performance comparisons are depicted, 

and several techniques, including AODV, MLSP, and 

EPC-AODV, are the methods represented. 

 

5. Alive Nodes 

Alive nodes are the nodes that are active in the 

network. The proposed methods which use MLSP 

produce an output which is better when compared 

to the other techniques used presently. The Alive 

nodes curve represents the fact that the proposed 

approach reaches 80%  in terms of performance 

increases. When the network nodes exceed 50, Alive 

nodes in the network reach 100%, and a minor 

improvement in the Alive nodes is achieved when the 

node number increases from 50 to 250. Later, Alive 

nodes decrease from 100 to 98.9%    of the value of 

the Alive nodes for the specific network containing 

500 nodes. When an increase from 500 to 750 nodes 

is attempted for the network size, the Alive nodes 

percentage increases from 95 to 98%. This shows the 

performance of the existing approach. An increase 

from 92 to 95% is realized in the Alive nodes curve 

for a network that has a size of 1000. 

 
Figure 8: Throughput Performance. 

 

Alive nodes performance comparison is depicted in 

Fig. 9, and several existing techniques are compared 

in this context, including AODV, MLSP, and EPC-

AODV methods. The methods which use MLSP 
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generate much better output when compared to the 

existing techniques. 

 

6. Density 

Density is defined as a ratio of the number of edges 

to the number of possible edges in a network with 

nodes. Using the proposed approach, the Density 

curve reaches 86% in terms of performance 

improvement. A network with 50 nodes translates to 

a Density of 42%, and there is a slight improvement 

in the Density when the node number rises from 50 

to 250. In this case, the Density decreases from 42 to 

40% of the Density value for a network with 500 

nodes. When the network size grows from 500 to 

750 nodes, an increase in Density from 36 to 38% is 

observed. This shows the performance of the existing 

network. A decrease from 35% for a Density curve of 

a particular network with node size 1000 is observed 

in this case. The better output is produced by the 

proposed methods which use MSLP in comparison 

with the existing techniques. 

The comparisons between density performances are 

depicted in Fig. 10, and this is true for the AODV, 

MSLP, and EPC-AODV methods. 

 

7. Network Lifetime 

The lifetime of the proposed work shown in Fig. 11. 

For a 50 node network initially, a Network lifetime of 

10% is reached, and the Network lifetime improves 

slightly when the nodes increase from 50 to 250. The 

Network lifetime decreases another time from 9.5 to 

9% when 500 nodes are present in the network. 

When the network size is increased from 500 to 750, 

the Network lifetime also increases from 8.7 to 9%. 

This depicts the performance of the author's 

network. A decrease is observed in the Network 

Lifetime value of the curve from its 8.3% value with 

1000 nodes. The better output is produced when the 

proposed methods make use of MSLP in comparison 

with the existing techniques. 

 

 
Figure 9: Alive Nodes Performance. 

 

 
Figure 10: Density Performance. 

 
Figure 11: Network Lifetime Analysis. 

 

A comparison of Network Lifetime analysis is 

performed with several techniques including Energy-

aware and Secure Routing with Trust (ESRT), MLSP, 

Light Weight Trust-Based routing protocol (TLB-

AODV), and Reputation-Aware AODV(R-AODV). 

Methods that use MSLP generate better output in 

comparison with other techniques [41–43]. 

The approach proposed here reaches a performance 

improvement of 30% in terms of packet loss 

performance according to the results from the 

packet loss curve. When the initial number of nodes 

in a network is 50, a 1.9% threshold in terms of 

packet loss is achieved. A slight improvement is also 

achieved when the nodes increase from 50 to 250. 

Packets loss increases from 1.9 to 3.1% of the packet 

loss value of the network in the case of 500 nodes in 

the network. When size increase from 500 to 750 

nodes takes place, network packet loss goes down 

from 2.9 to 4.8%, and this depicts the performance of 

the existing network. An increase of 5.8% is observed 

in the packet loss curve for a network that has 1000 

nodes. When MLSP is used as a technique in the 

proposed method, the output produced is better in 

comparison with the existing techniques. 

Packet loss comparison with existing techniques 

including Energy-aware and Secure Routing with 

Trust (ESRT), MLSP, Light Weight Trust-Based routing 

protocol (TLB- AODV), and Reputation-Aware 

AODV(R-AODV) is illustrated in Fig. 12. The output 

produced is better in the case of proposed methods 

that use MLSP in comparison with exist- ing 

techniques [41–43]. 
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The approach proposed here shows that the Security 

performance reaches 95% according to the security 

performance curve. When there are 50 nodes in the 

network initially, the performance of the author 

network is shown. An increase in the security 

performance curve is observed for a network size 

with 1000 nodes. The proposed methods which use 

MLSP produce good output when compared to the 

existing techniques. The overall security performance 

shows a comparatively high value at 90+%. 

Routing technique performance comparisons are 

depicted in Fig. 13 about several other techniques 

such as DSR, DSDV, MLSP-AODV, and ECC methods. 

Methods that use MLSP-AODV produce outputs that 

are better when compared to existing techniques. 

 

V.  CONCLUSION 
 

The Network Simulator (NS2) is used to implement 

the proposed MSLP. 

 In wireless networks, AES based secure 

transmission attains communication delays 

specified by applications at a lower cost in terms 

of energy expended through the dynamic 

adaptation of transmission power and routing 

decisions. 

 The approach proposed by the authors is 

designed to focus on the security and energy 

power consumption of the sensor network. 

 

 
Figure 12: Packets Loss. 

 

 
Figure 13: Routing Techniques. 

 This routing protocol provides reliability by 

reducing the packet drop and end-to-end delay 

when compared to existing protocols. 

 The security and energy power consumption 

using the MLSP technique is found to be 

effective, which adopts aware energy routing. 

 In the future, the work can be extended through 

the introduction of different attack types along 

with security mechanisms. This approach used in 

military applications to detecting intruders with 

enhanced security mechanisms. 
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