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I. INTRODUCTION 
 

Today, the manufacturing companies is toward the 

start of the new industrial revolution, commonly 

called as Industry 4.0 that offers many opportunities 

of digitalization of all stages of industrial production 

[1]. The main purpose of the Industry 4.0 is the 

emergence of digital manufacturing systems, also 

named as smart (connected) factory, which means 

networking of industrial automation systems to 

modernize the businesses of the companies by 

improving interoperability, efficiency and 

productivity [2, 3]. Industry 4.0 operates on several 

technologies, including the artificial intelligence, big 

data and cloud computing. But, the growth of the 

Machine-to-Machine (M2M) communication and 

Industrial Internet of Things (I-IoT) technologies are 

key to realizing the vision of Industry 4.0 [4-6].  

 

Both M2M communication and I-IoT have similar  

Functionalities to enable the fully connected 

manufacturing systems [7].M2M communication can 

be considered as an early form of I-IoT and allows 

automated data transmission between the machines 

and field devices (i.e., sensor, actuator and controller) 

independently without human intervention. 

Traditionally, M2M  Technology focus on the 

industrial automation systems and telemetry 

applications for remote monitoring and control of 

single process [8]. M2M links are established both by 

wires as well as wireless interfaces.  Due to the lower 

installation and maintenance costs and easier 

network scalability, wireless connectivity offers 

important cost savings compared to wired 

connections especially for hard-to-wire industrial 

applications.  

 

Wireless connectivity is often relying on cellular 

systems (3G, 4G LTE, LTE-A and LTE-M), Wi-Fi or 

another wireless link. To achieve M2M connection, 

the machines and field devices are equipped with 

embedded controller and RF transceiver module, 

which are specifically designed to application needs 

[9]. Internet of Things (IoT) is a telecommunication 

infrastructure, which is used to connect the physical 

devices, vehicles, buildings and everyday objects to 

the Internet and/or other connected devices for 

remote monitoring and control purposes. Each 

physical object communicates with the existing 
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Internet infrastructure via either wired or wireless 

connections. Initially, the IoT concept was 

implemented on commercial products. As Internet 

usage has grown rapidly, the IoT technology 

becomes an integral part of the industrial systems in 

growing number countries worldwide [10-12].  

 

I-IoT has a potential to drive the digital 

transformation in manufacturing by making possible 

to analyze data at every stage of production and 

extend the industrial processes to the cyber-physical 

systems (CPSs). The CPSs provide the basis for the I-

IoT based applications and creates Industry 4.0-ready 

solutions for smart factories. In a CPS, the networked 

embedded devices monitor and control the physical 

process through closed feedback loops. Embedded 

devices usually have sensing and actuation functions. 

Thus, the computational resources and 

communication capabilities are integrated to interact 

with the physical process [13-15].  

 

Manufacturing industry requires more intelligent and 

connected factory operations to provide rapid 

response to customer demands. Smart factories of 

the future need communication protocols that allow 

easier integration, configuration and maintenance of 

automation systems. There is no doubt that I-IoT and 

its subset M2M technologies will reshape the 

manufacturing ecosystem by integrating global 

digitalization trends within industrial plants. This 

study provides an overview for the current status of 

industrial communication networks and networking 

technologies. The interoperability among different 

communication protocols are also handled in this 

context.  

 

II. INDUSTRIAL COMMUNICATION 

NETWORKS 
 

The real-time monitoring of field devices and control 

of machines are challenging task in today’s industrial 

processes, which consist of distributed controllers. 

Clearly, the efficient control of any industrial process 

depends on the reliable communication system. The 

real-time monitoring and control tasks can be 

achieved by exchanging data in several network 

architectures [16]. The most widely available 

industrial networks technologies can be classified 

into three main categories: traditional fieldbus 

networks, Ethernet based networks and wireless 

networks [17].  

 

1.Serial Communication Protocols 
 

Initially, the industrial devices have been used serial 

protocols (RS-232, RS-422 and RS-485) to 

communicate one with another. These protocols 

have different characteristics, namely the number of 

devices that can communicate in the same time, bit 

rates for data transmission and the maximum cable 

length. The RS-232 protocol is the most common 

serial interface, in which only two devices are 

connected together at the same time. The main 

disadvantages of this standard are the limited cable 

length (20 meters) and possibility of noise 

occurrence. The RS-422 protocol uses balanced 

differential electrical signal (+5 and –5 V), as 

opposed to unbalanced signals referenced to ground 

(+5 and 0 V) with the RS-232, and permits more than 

one device to use the same bus. Differential data 

transmission increases the noise immunity and 

reduces the noise emissions in a harsh environment. 

Thus, the robust transmission over longer cable 

lengths (1200 meters) is possible securely and cost-

effectively. The RS-422 protocol creates point-to-

multipoint connections over twisted pair wire. Each 

device has a unique ID and master can broadcast 

data to several (up to 10) slaves [18, 19]. 

 

The RS-485 protocol is an improved version of the 

RS-422 protocol, because that can handle more 

devices (up to 32). The RS-485 allows more than one 

master device, but only one master device send data 

at the same time. The master devices can receive 

data back from each slave. The RS-485 protocol is a 

better fit for industrial applications and offers the 

multipoint communication which allows multiple 

devices to be connected over a single bus. It has 

been widely used for industrial automation 

applications. However, the field devices are usually 

connected with fieldbus from 1990 onwards [20].  

 

2.Fieldbus 
 

The fieldbus is an isolated link that provides two-way 

connection between the devices in the field as shown 

in Figure 1. There are several fieldbus standards 

(PROFIBUS, INTERBUS, MODBUS, as well as CAN-

based solutions such as DeviceNET and CANopen) 

are built on the physical layer of the RS-485 protocol. 

Fieldbus offers several advantages, such as reduced 

cabling cost, simple configuration, reliability, 

flexibility and easy configuration when compared 

traditional point-to-point connections. These 
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advantages put forward the fieldbus technology and 

made it more and more adoptable in industrial 

plants. The main drawback of the fieldbus networks 

is the lack of a unique standard among large number 

(on the order of about 100) of different and 

incompatible solutions of different manufacturers 

[20, 21]. 

 

  
Figure 1 Traditional vs. fieldbus connections. 

 

3. Industrial Ethernet 
 

At the beginning of the 2000s, the industrial Ethernet 

has gained popularity due to the advantages of 

higher speed, increased connection distance and the 

ability to connect more devices. Ethernet is the major 

wired local area network (LAN) technology that 

connects computers. The physical layer and data link 

layer properties of IEEE 802.3 standard is specified by 

Ethernet. Unfortunately, the Ethernet standard 

cannot provide the consistency requirements when 

timing is critical. The industrial Ethernet standard 

build on Ethernet in its original form. But the 

industrial Ethernet has a modified Media Access 

Control (MAC) layer to achieve very low latency and 

deterministic responses in a predictable timespan. 

There are many different industrial Ethernet 

protocols (Ether-CAT, PROFINET, EtherNet/IP, Sercos-

III) have been widely accepted in automation systems 

at the control level [22-24].  

 

Today, while Fieldbus is a good candidate for the 

process automation, industrial Ethernet is also 

viewed as a potential solution for the vertical 

integration of automation devices, as it enabled a 

seamless data flow between the factory floor and 

upper layers. In fact, many companies are starting to 

use both fieldbus and industrial Ethernet solutions 

depending on the application. As shown in Figure 2, 

the sensors and actuators were connected to remote 

monitoring and control systems like Programmable 

Logic Controller (PLC), Distributed Control Systems 

(DCS), Supervisory Control and Data Acquisition 

(SCADA) using several fieldbus protocols. The PLC, 

DCS and SCADA systems became interconnected 

through industrial Ethernet protocols. There is also a 

tight integration between SCADA with 

Manufacturing Execution System (MES) and 

Enterprise Resource Planning Systems (ERP) via 

Ethernet with TCP/IP protocols [25, 26]. 

 

  
Figure 2 Fieldbus and industrial Ethernet. 

 

In third-generation automation systems, the 

information flows increased across all levels of the 

plant in both vertical and horizontal lines. Therefore, 

the design of complex communication systems is not 

possible without a layered structure. In general, as 

shown in Figure 3, the network architecture of an 

industrial automation system consists of five zones in 

different levels of the hierarchy. This layered 

architecture is called as an automation pyramid.  

 

Each level has separate information characteristics 

such as package length, transmission speed and real-

time communication requirements [27]. The 

automation pyramid is usually examined by 

partitioning into two distinct parts. The bottom levels 

of the pyramid cover the field devices, PLC, DCS and 

SCADA systems. The top levels refer to the MES, ERP 

systems for manufacturing management. The bottom 

levels of the pyramid focus on hardware 

functionalities. Upper levels use the data coming 

from lower levels to make intelligent decisions about 

the manufacturing operations [28]. 
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Figure 3 The automation pyramid. 

 

4.M2M and I-IOT 
 

Over the last decade, as machines and industrial 

control systems become increasingly more 

automated, ever larger amounts of information need 

to be processed. Industry 4.0 aims to bring together 

information from many distributed production 

facilities. The higher data volumes, nowadays called 

“big data”, and the integration of complex field 

devices demand better connectivity capabilities in 

industrial automation. This is especially true when 

taking into account the emerging smart factories, 

which are essentially needs vertical integration inside 

its boundaries. The M2M communication and I-IoT 

technologies can be used to break the constraints of 

hierarchical structure in automation pyramid by 

offering more flexible approach without closed 

barriers between adjacent layers [29].  

 

Both M2M communication and I-IoT technologies 

allow networking of machines and field devices, but 

they slightly differ in the underlying platform to 

power their solutions. M2M communication aims to 

monitor the limited number of machines and does 

not necessarily require to use the Internet 

connection. Despite that I-IoT provides flexible 

network architectures via cloud computing 

technology, which enables the easy deployment, 

configuration and integration of new services into an 

automation system [30]. Indeed, I-IoT approach is an 

extended form of M2M that also includes Machine-

to-Human (M2H) and Human-to-Machine (H2M) 

communications. Thanks to Internet Protocol version 

6 (IPv6) with 128-bit address, it is possible to connect 

billions of things (machines and field devices) with I-

IoT based applications [31]. 

 

The monitoring of industrial plants can be easily 

realized in a few second. Today, M2M 

communication applications are still used in modern 

industrial automation systems significantly when it 

comes to horizontal communication between 

networked machines, but I-IoT comes forward as a 

technological platform to make vertical 

communication when data needs to be transferred 

from field devices on the factory floor to the cloud 

and back again.  M2M helps the realization of 

operational technologies (OT), while the I-IoT 

enables the smart factory concept for Industry 4.0 

through information technologies (IT). However, the 

emergence of IT-OT convergence necessitates the 

interoperability among industrial devices from 

different vendors [32]. 

 

5.Wireless Technologies 
 

I-IoT describes a smart manufacturing environment 

in which system components are continuously 

communicating with each other in order to support 

an automated production process. The integration of 

wireless technologies in fourth-generation 

automation systems is the new trend of industrial 

networking. Wireless networks offer reduced setup 

cost, faster installation and more application 

flexibility in industrial plants when compared with 

wired counterparts. Therefore, wireless networks are 

becoming more attractive by the day as they 

eliminate the problems inherent with wired networks. 

The traditional wireless technologies (ZigBee, 

Bluetooth, Wi-Fi) are standardized in the Institute of 

Electrical and Electronic Engineers (IEEE) 802 family 

and they have different range, data rate, power 

consumption specifications. These technologies are 

the basis of many home and office-based wireless 

network setups. But they are not designed to meet 

the industrial automation requirements such as low 

latency guarantee for real-time data transmissions 

and high service reliability [21, 33]. 

 

The employment of wireless networks enhances the 

industrial communication capabilities and also allows 

the manufacturers to build devices to increase overall 

efficiency and productivity. Today, the Wi-Fi and 

ZigBee technologies are still being used in non-

critical applications in process control. In order to 

contribute the evolution of the industrial wireless 

networks, the well-known HART (Highway 

Addressable Remote Transducer) communication 

protocol is extended as wirelessHART. Besides, the 

ISA10.11a standard is redesigned, commercially 

referred to as ISA100 Wireless, to meet the 

operational needs of industrial applications. 

WirelessHART is a world-wide standard adopted by 
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many organizations for process control. It supports 

mesh topology and channel hopping to improve the 

link reliability even in critical and harsh applications. 

I-IoT based systems can be implemented with 

wirelessHART and ISA100 Wireless technologies. 

Figure 4 shows the I-IoT application with 

wirelessHART based network model [33, 34].      

 

 

 

  
Figure 4 I-IoT application with wirelessHART. 

 

6.Time-Sensitive Networking 
 

Low-latency guarantee is a critical requirement for 

real-time data transmission in wireless networks. For 

mission-critical applications in industrial automation 

scenarios, the cycle times for data transmission of 

time-sensitive process data are often less than 1 

millisecond. IEEE 802.3 Ethernet-based protocols with 

TCP/IP are non-deterministic, and reaction time is 

often around 100 milliseconds. Industrial Ethernet 

protocols employ special preventive measures to 

avoid data collisions and offer lower latency and 

higher reliability with deterministic responses. Ether-

CAT and Sercos-III protocols have response times on 

the order of 1 millisecond or faster [35, 36]. Recently, 

the Time Sensitive Networking (TSN) concept is also 

rising in popularity in industrial Ethernet based 

networks. TSN is an Ethernet extension defined by 

the Time-Sensitive Networking Task Group as part of 

IEEE 802.1 to satisfy real-time requirements in 

industrial communication [37, 38]. 

 

III. OPC AND INTEROPERABILITY ISSUES 
Automation systems operate by using continuously 

repeated the request and response sequences that 

are triggered by the controllers. The sensors gather 

data about the process send it to the PLC. The PLC 

forwards the data that are only needed from 

operator to the SCADA systems. The MES collects, 

organizes and records the process variables that can 

be monitored and visualized on SCADA screens. ERP 

system manages the process by planning future 

activities. To achieve efficient manufacturing process, 

one key issue is the realization of horizontal and 

vertical integration of heterogeneous industrial 

devices. In automation pyramid, most of the system 

components are communicated by using different 

protocols. At this point, interoperability between 

different communication protocols is a significant 

challenge to create a smart factory [39].  

 

Since 1996, Open Platform Communications 

Foundation, also known as Object Linking and 

Embedding (OLE) for Process Control, is a de-facto 

organization whose standards provide an open 

connectivity platform over both wireless and wire-

line networks for interoperability. OPC standard is a 

collection of specifications and describes, in plain 

words, a standardized communication framework for 

reliable data transmission between the layers of the 

automation pyramid. The field devices of different 

manufacturers and also the independent fieldbus 

deployments can be connected each other via OPC. 

Up to now, the OPC Foundation continues to set the 

standard specifications, with participation of industry 

vendors and software developers, that extending 

from OPC Classic to OPC UA [40, 41]. 

 

OPC Classic is a family of specifications (OPC DA: 

data access, OPC A&E: alarm and event data, OPC 

HDA: historical data access, collectively called as OPC 

Classic) to integrate the different automation 

products from multiple vendors. In OPC Classic, DA 

specification describes the access to current process 

data, A&E specification handles an interface for 

event-based information that specifically includes 

acknowledgement about the process alarms and 

HDA organizes the functions to access archived data. 

OPC Classic specifications depend on the 

Component Object Model (COM) and Distributed 

COM (DCOM) technologies that are developed for 

Microsoft Windows operating systems. The COM 

technology enables the software components to 

interact with one another in a networked system. The 

OPC Classic architecture uses a client/server model 

for the information exchange and defines the COM 

objects with interface specification. The COM objects 
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is used to transfer data between OPC servers and 

clients, as well as servers and servers. The OPC server 

encapsulates the access to the process data, provides 

an interface to the OPC objects and manages them. 

The objects can be on the same or on different 

machines. OPC client connects to the OPC server and 

access the data. The DCOM technology enables the 

client-server interaction through a network 

connection by allowing remote access [42].  

 

  
Figure 5 The interoperability in automation pyramid. 

 

OPC Unified Architecture (UA) standard, released in 

2008, incorporates all successful and beneficial 

features of the OPC Classic specifications and 

improves them with XML and web services (HTTP, 

SOAP). OPC UA standard has a service-oriented 

architecture and provides a common protocol stack 

for the control needs of a connected factory. It allows 

operating system independent connectivity and 

provides communication interfaces among all 

component of the industrial automation system.  

 

The Microsoft’s COM technology dependency and 

DCOM technology limitations are also removed by 

this way. OPC UA combines the functionality of OPC 

Classic specifications into single configurable address 

space and provides an information model for 

representing information data without being 

restricted to any specific communication protocols. 

The field devices from different vendors are modeled 

and integrated into the address space of OPC UA 

servers using the object-oriented techniques. Thus, 

the platform-independent solutions can be applied 

from field devices up to cloud-based ERP systems. As 

an example, a SCADA system establishes a 

connection with PLC by only using custom driver [40, 

41]. The employment of I-IoT system model for 

automation applications is not so easy due to the 

used different communication frameworks. Because 

most of the industrial communication protocols are 

often incompatible with the communication 

protocols implemented on IoT platforms. Therefore, 

OPC-UA is increasingly seen as an indispensable part 

of I-IoT applications that require real-time interaction 

between devices with predictable latency [13, 43]. 

OPC UA standard is suitable for vertical and 

horizontal integration at all levels of automation 

pyramid from factory floor to the cloud as shown in 

Figure 5. In there, the gateway devices work as a 

bridge between the field devices and cloud-based 

servers. Messaging protocols (e.g. AMQP, MQTT, 

CoAP, JMS, etc.) are being adopted to I-IoT 

applications for this purpose [12, 44, 45]. 

 

IV. CONCLUSION 
 

This study has surveyed the existing communication 

networks in industrial automation systems. In 

addition, technical challenges and design objectives 

are described. Particularly, the fieldbus, industrial 

Ethernet and wireless technologies are discussed. 

Furthermore, the M2M and I-IoT based system 

implementations are presented in detail. As a 

consequence, the success of industrial automation 

systems depend on a reliable and efficient 

communication network that connects all the 

components of the factory to work together 

effectively. Today, many different communication 

protocols have been used in the industrial plants and 

the communication networks become more 

heterogeneous day by day.  

 

At this point, OPC UA represents a valuable 

contribution to realize horizontal and vertical 

integration between control levels of industrial 

automation systems. Recently, the wireless network 

technologies are evolving from consumer market to 

industrial applications. Today, the wireless network 

applications have been frequently used in industrial 

automation systems. On the other hand, the rise of 

the M2M and I-IoT technologies provides an 

opportunity for the remote monitoring and control 

of the whole industrial process. Especially, I-IoT 

based platforms can bring interoperability between 

OT and IT by communicating with most of the 

industrial devices. Looking to the future, there is no 

doubt that the industrial automation systems will 

continue to evolve to deliver time-sensitive 

communication links with better reliability. This 

means that the latency and packet dropout problems 
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can be considered as two major technical challenges 

to significantly degrade the control performance of 

industrial plants, which need to be solved.  Our next 

studies will aim to find out how the networked 

control systems meet today's demanding industrial 

challenges. 
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