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I. INTRODUCTION 
 

Visual cryptography [1] is a method for protecting 

image-based secrets that has a computation-free 

decoding process. Visual Cryptography is a special 

encryption technique to hide information in images 

in such a way that it can be decrypted by the human 

vision if the correct key image is used.  

 

Visual Cryptography uses two transparent images. 

One image contains random pixels and the other 

image contains the secret information. It is 

impossible to retrieve the secret information from 

one of the images. Both transparent images and 

layers are required to reveal the information. In this 

project introduces the concept of visual information 

pixel (VIP) synchronization [2] and error diffusion [11] 

to attain a color visual cryptography encryption 

method that produces meaningful color shares with 

high visual quality. VIP synchronization retains the  

 

 

 

positions of pixels carrying visual information of 

original images throughout the color channels and 

error diffusion generates shares pleasant to human 

eyes. A binary image [3] can be divided into shares 

that can be stacked together to approximately 

recover the original image. Unfortunately, it has not 

been used much primarily because the decryption 

process entails a severe degradation in image quality 

in terms of loss of resolution and contrast.  

 

In this project introduces the concept of optimal 

visual information pixel synchronization using 

genetic algorithm and error diffusion to attain a 

color visual cryptography encryption method that 

produces meaningful color shares with high visual 

quality.  VIP synchronization [9] retains the positions 

of pixels carrying visual information of original 

images throughout the color channels and error 

diffusion generates shares pleasant to human eyes. 

For more efficient secret image extraction we use 
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genetic algorithm along with contourlet image 

denoising method, feature preservation and noise 

suppression. 

 

 

II. SCOPE OF THE PROJECT 
 

To achieve high level visual cryptography with 

maximum PSNR (Peak Signal to Noise Ratio). This 

paper develops an encryption method to construct 

color EVC scheme with VIP synchronization and error 

diffusion for visual quality improvement. VIPs 

synchronize the positions of pixels that carry visual 

information of original images across the color 

channels so as to retain the original pixel values the 

same before and after encryption. Error diffusion is 

used to construct the shares such that the noise 

introduced by the preset pixels are diffused away to 

neighbours when encrypted shares are generated. It 

is obvious that there is a trade-off between contrast 

of encryption shares and the decryption share, 

however, we can recognize the colorful secret 

messages having even low contrast. Either VIP 

synchronization or error diffusion can be broadly 

used in many VC schemes for color image  

  

III. EXISITNG SYSTEM 
 

Hou devised [2] schemes for color shares by applying 

halftone methods and color decomposition. Hou 

decomposed the secret color image into three 

(yellow, magenta and cyan) halftone images. He then 

devised three colored 2-out-of-2 VC schemes which 

follow the subtractive model for color mixture by 

exploiting some of the existing binary VC schemes 

 

Disadvantages: 

 Reconstructed colors are interpreted by some 

mixing rules of colors 

 Produce shares with low visibility 

 Suffers from the problem of pixel expansion in 

the size of encrypted shares 

 

IV. PROPOSED SYSTEM 
 

In this project introduces the concept of VIP 

synchronization and error diffusion to attain a color 

visual cryptography encryption method that 

produces meaningful color shares with high visual 

quality. VIP synchronization retains the positions of 

pixels carrying visual information of original images 

throughout the color channels and error diffusion 

generates shares pleasant to human eyes. 

 

Advantages: 

 High PSNR for reconstructed image 

 High visual quality 

 

V. ENCRYPTION AND DECRYPTION 
 

Figure.1 shows the diagram for encryption. The 

secret image (RGB) is converted into (CMY). From 

this CMY image shares are created by means of 

random permutation. This shares are added to the 

reference images by means of VIP synchronization 

along with error diffusion to produce encrypted 

shares. 

 

 
Figure.1. Diagram for encryption. 

 

 
Figure.2. Diagram for decryption. 

 

Figure.2 shows the diagram for decryption. The OR 

operation is carried between share 1 and share 2. 

Contourlet transform aimed at improving the 

representation sparsity of images over the WT. The 

main feature of these transforms is the potential to 

efficiently handle 2-D singularities, i.e. edges, un-like 
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wavelets which can deal with point singularities 

exclusively. Feature preservation and noise 

suppression deals with persevering the image 

intensity. Since reconstructing such a surface from 

point samples requires a smoothing step, the 

resulting surfaces lack the very important surface 

features such as sharp edges and corners. In this 

work, our primary aim is to remove this limitation 

and produce smooth surfaces that still preserve the 

important high frequency details. 

 

VI. SYSTEM ARCHITECTURE 
 

The block diagram of the project is given in fig.3. A 

secret binary image is crypto-graphically encoded 

into n shares of random binary patterns. The n shares 

are Xeroxed onto n transparencies, respected two 

shares created from the secret image, Share 1 and 

Share 2 respectively Share 1 is added with Reference 

Image 1 and Share 2 is added to Reference Image 2. 

When OR operation is carried along with contourlet 

image denoising method, genetic algorithm, feature 

preservation and noise suppression for Reference 

Image 1 and Reference Image 2 the secret image is 

retrieved.        

 

In each of the m sub pixels of the encrypted share, 

there are  number of VIPs, denoted as  and the 

remaining  pixels deliver the message information of 

the secret message image. Thus, in our method, each 

sub pixel m carries visual information as well as 

message information, while in other methods extra 

pixels are needed in addition to the pixel expansion 

m to produce meaningful shares. Since each VIP is 

placed at the same bit position in sub pixels across 

the three color channels, VIP represents accurate 

colors of the original image. For VIP synchronization 

we use genetic algorithm. A genetic algorithm (GA) is 

a search heuristic that mimics the process of natural 

evolution.  

αh (s1) +h (ref 1)=E (s1) 

h- halftone image, α-genetic algorithm factor. 

each pixel is filtered and fed back to future inputs. To 

produce the i th halftone share, each of the three 

color layers are fed into the input fij (m, n) s the 

reference image. If Sij(m, n) is a VIP, gij(m, n)is 

determined by the output of the thresholding 

quantization. Otherwise gij(m, n) is prefix 

  

This heuristic is routinely used to generate useful 

solutions to optimization and search problems. 

Genetic algorithms belong to the larger class of 

evolutionary algorithms (EA), which generate 

solutions to optimization problems using techniques  

inspired by natural evolution, such as inheritance, 

mutation, selection, and crossover.                  

 

 
Figure.3. Block diagram of proposed system model. 

   

 
Figure.5. Block diagram of error diffusion with share 

encryption. 

  

In the reconstruction of images Contourlet transform 

is used which aimed at improving the representation 

sparsity of images over the WT. The main advantage 

of the CT over other geometrically-driven 

representations, e.g. curvelets, is it’s relatively simple 

and efficient wavelet-like implementation using 

iterative filter banks. Due to its structural 
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resemblance with the wavelet transform, many image 

processing tasks applied on wavelets can be 

seamlessly adapted to contour lets. 

 

VII. IMPLEMENTATION 
   

The codings are simulated using MATLAB. Figure.6 is 

the secret image. Figure.7 and Figure.8 are two 

shares created from the secret image. Share 1 is 

added with Reference Image 1 and Share 2 is added 

to Reference Image 2. When OR operation is carried 

along with contourlet image denoising method, 

feature preservation and noise suppression for 

Reference Image 1 and Reference Image 2 the 

output is obtained as shown in figure.11.         

                                 

          
Figure.6. Secret Image. 

  

          
Figure.7. share1. 

  

           
Figure.8. share2. 

 

                                                                                     
Figure.9. Reference image 1. 

              

                
Figure.10. Reference image 2. 

                

  
Figure.11. Output image. 

 

VIII. CONCLUSION 
 

In this project, we have extended traditional visual 

cryptography by employing new schemes which 

overcome its limitations. We have used VIP 

synchronization and error diffusion for visual quality 

improvement. VIPs synchronize the positions of 

pixels that carry visual information of original images 

across the color channels so as to retain the original 

pixel values the same before and after encryption. 

Error diffusion is used to construct the shares such 

that the noise introduced by the preset pixels are 

diffused away to neighbours when encrypted shares 

are generated... In this project we have proposed and 

applied the concept of optimal visual information 

pixel (VIP) synchronization using genetic algorithm 

and error diffusion to attain a color visual 

cryptography encryption method that produces 

meaningful color shares with high visual quality. For 
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more efficient secret image extraction we have used 

contourlet image denoising method along with 

genetic algorithm. Our proposed method has high 

PSNR in secret image comparing to the existing 

method.  
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