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I. INTRODUCTION 
 
Cyber security is basically a protection of 
information which traverses over the internet 
network. As we know that it’s required to hide the 
information from unauthorized access theft and 
damage. ”This is the concept of computer security 
from the damage of internet use”. When we use 
internet we can come in touch with the threats 
developed by attackers who can damage you either 
online or offline with their multiple damaging 
techniques. 
 
1. Threats: 
This is an intruder’s weapon to attack on someone 
online or offline.  
 
Types of Threats: 
There is innumerous software available that is a life 
line for intruders to survive “Malicious software’s”.  
 
Malwares or malicious software can enter into the 
computer system without user permission to steal 
private and confidential data of the user it can be 
bank details and passwords .They can also send 
unusual ads. And can make changes in your system 
files. 
 
They get into the system through various means: 
 With free downloads. 
 Through on suspicious link. 

 
 
 
 
 
 
 
 By Opening unrecognized mails from malicious 

source. 
 By exploring malicious websites. 
 By Not installing an updated version of antivirus 

in the system. 
 

II. TYPES 
 

 Virus 
 Worm 
 Logic Bomb 
 Trojan/Backdoor 
 Root kit 
 Advanced Persistent Threat 
 Spyware and Adware 
 
1. Virus: 
Computer virus is programs which harms computer 
systems and can destroy or erases data form 
system. A digital system virus is a harmful 
PROGRAM that self replicates by copying itself to 
tramps her program.  
 
This program can spread in other executable code. 
These programs are created to infect computer 
system, achieve administration control over the 
computer system. 
 
Hackers create computer viruses with criminal 
intention to trick the user over the network. 

Abstract- Cyber security is a necessity now days for information technology as well as Internet world. This is 

required to understand the requirement cyber world which is facing different types of risks, that exist in the 

online world and protecting Confidential and critical information are required for our nation’s security and 

economy.  When we think about the security of the country we need to worry first of all about cyber security. 

This is the first concern we should think over it and need to take many security measures to stop the cyber- 

crime. This article is mainly focus on new technologies, challenges and cyber ethics in the field of cyber 

security. Cyber crimes emphasize the necessity to be ready to up-to-date on global cybercrimes reasons, 

especially we should to pay attention while using mobile and personal computing devices. 

Keywords: Cyber security, Cyber crime, Cyber ethics. 



 Sayma Natekar.  International Journal of Science, Engineering and Technology, 2021, 9:5  

Page 2 of 4 
 

International Journal of Science, 
Engineering and Technology

An Open Access Journal

1.1 Symptoms: 
 It will look like Letter is falling to the bottom of 

the screen. 
 The computer system will become slow. 
 The size of available free memory will get 

reduces. 
 The hard disk will run out of space. 
 The computer does not boot. Perfectly 
 
Types of Computer Virus: 
These are explained as following below. 
 Parasitic: Parasitic are the executable (.COM or 

.EXE execution starts at first instruction). 
Propagated by attaching itself to particular file 
or program. They generally resides at the start 
or at the of a file, e.g. Jerusalem. Boot 

 Sector: They Spreads with infected floppy or 
pen drives used to boot the computers. During 
system boot, boot sector virus is loaded into 
main memory and destroys data stored in hard 
disk, e.g. Polyboot, Disk killer, Stone, AntiEXE. 

 Polymorphic: They Changes itself with each 
infection and creates multiple copies. 
Multipartite: use more than one propagation 
method. >Difficult for antivirus to detect, e.g. 
Evolutionary, Cascade, Evil, Virus 101, Stimulate. 
Three major parts: Encrypted virus body, 
Decryption routine varies from infection to 
infection, and Mutation engine. 

 Memory Resident: They Installs code in the 
computer memory. Gets activated for OS run 
and damages all files opened at that time, e.g. 
Randex, CMJ, Meve. 

 
2. Worm: 
A worm is a destroying program that fills a 
computer system with self-replicating information, 
clogging the system so that its operations are 
slowed down or stopped. 
 
Types of Worm: 
 Email worm: It attaches with fake email 

messages. 
 Instant messaging worm: It Throw instant 

messaging applications using loopholes in 
network. 

 Internet worm: It Scans systems using OS 
services. 

 Internet Relay Chat (IRC) worm: IT Transfers 
infected files to web sites. 

 Payloads: IT Deletes or encrypt file, install 
backdoor, creating zombie etc. 

 Worms with good intent: IT Downloads 
application patches. 

 
4. Logical Bomb: 
A logical bomb is a destroying program that 
performs an activity when a action has occurred. 
These are hidden in programming code. Executes 
only when a specific condition is met, e.g. 
Jerusalem. 
 
5. Script Virus: 
This is commonly found scripting viruses has written 
using the Visual Basic Scripting Edition (VBS) and 
the JavaScript programming language. 
 
6. Trojan / Backdoor: 
Trojan horse is a destroying program. It behaves as 
computer games or application software. If it 
executes, the computer system damages. Trojan 
horse usually comes with monitoring tools and key 
loggers. These are active only when specific events 
are alive. These are hidden with packers, creepers 
and wrappers. Thus, difficult to detect through 
antivirus. These can use manual removal or firewall 
precaution. 
 
7. Root Kits:  
Root Kit is a Collection of tools that allow an 
attacker to take control of a system. It can be used 
to hide evidence of an attacker’s presence and give 
them backdoor access. It can contain log cleaners to 
remove traces of attacker. 
 
It is divided as: 
 Application or file root kits: replaces binaries 

in Linux system 
 Kernel: targets kernel of OS and is known as a 

loadable kernel module (LKM) Gains control of 
infected m/c by: 

 DLL injection: by injecting malicious DLL 
(dynamic link library) 

 Direct kernel object manipulation: modify 
kernel structures and directly target trusted part 
of OS 

 Hooking: changing applicant’s execution flow 
 
8. Advanced Persistent Threat: 
This Creates by well funded, organized groups, 
nation-state actors, etc. Desire to compromise 
government and commercial entities, e.g. Flame: 
used for reconnaissance and information gathering 
of system. 



 Sayma Natekar.  International Journal of Science, Engineering and Technology, 2021, 9:5  

Page 3 of 4 
 

International Journal of Science, 
Engineering and Technology

An Open Access Journal

9. Spyware and Adware: 
Normally can get installed along with free software 
downloads. Spies on the end-user, attempts to 
redirect the user to specific sites.  
 
Main tasks: Behavioral surveillance and advertising 
with pop up ads Slows down the system. 
 
10. Backdoors: 
A backdoor bypass the usual authentication used to 
access a system. The purpose of the backdoor is to 
grant the cyber criminals future access to the 
system even if the organization fixes the original 
vulnerability used to attack the system. 
 
11. Key loggers: 
Key logger records everything the user types on 
his/her computer system to obtain passwords and 
other sensitive information and send them to the 
source of the key logging program. 
  
12. Ransom ware: 
Ransom ware grasps a computer system or the data 
it contains until the victim makes a payment. 
Ransom ware encrypts data in the computer with a 
key which is unknown to the user. The user has to 
pay a ransom (price) to the criminals to retrieve 
data. Once the amount is paid the victim can 
resume using his/her system. 

 
III.PREVENTION TECHNIQUE USED BY 

CYBER SECURITY 
 
1. Authentication: 
Cryptography can provide two types of 
authentication services:  
 Integrity authentication can be used to verify 

that non-modification has occurred to the data. 
 Source authentication can be used to verify the 

identity of who created the information, such as 
the user or system. 

 
2. Encryption:  
Encryption is the process of encoding information. 
This process converts the original representation of 
the information, known as plaintext, into an 
alternative form known as cipher text.  
 
Ideally, only authorized parties can decipher a 
cipher text back to plaintext and access the original 
information. Encryption does not itself prevent 

interference but denies the intelligible content to a 
would-be interceptor. 
 
3. A digital signature: 
A digital signature is a mathematical scheme for 
verifying the authenticity of digital messages or 
documents.  
 
A valid digital signature, where the prerequisites are 
satisfied, gives a recipient very strong reason to 
believe that the message was created by a known 
sender (authentication), and that the message was 
not altered in transit (integrity).[1] 
 
4. Antivirus software:  
Antivirus software or also known as anti-malware is 
a computer program used to prevent, detect, and 
remove malware. Antivirus software was originally 
developed to detect and remove computer viruses, 
hence the name. However, antivirus software started 
to protect from other computer threats.  
 
In particular, modern antivirus software can protect 
users from malicious browser helper objects (BHOs), 
browser hijackers, ransom ware, key loggers, 
backdoors, root kits, Trojan horses, worms, 
malicious LSPs, dialers, fraud tools, adware, and 
spyware. 
 
5. Firewall may refer to: 
Firewall (computing), a technological barrier 
designed to prevent unauthorized or unwanted 
communications between computer networks or 
hosts. Firewall (construction), a barrier inside a 
building, designed to limit the spread of fire, heat 
and structural collapse 
 
Firewall (engine), the part of a vehicle that separates 
the engine compartment from the rest of the 
vehicle.  
 
Firewall (physics), a hypothetical phenomenon 
where a freely falling observer spontaneously burns 
up at the horizon of a black hole. 
 

IV. CONCLUSION 
 
This paper is basically trying to tell about the 
various cyber- attacks and the various security 
methods that can used to prevent our device from 
getting attacked. Also it helps to overcome several 
loopholes on their computer operation. 
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