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/Abstract—Modern enterprise, cloud and mobile networks are large, complex and dynamic, and manual
monitoring and configuration are slow, error-prone and unable to react quickly to failures, congestion and
attacks. Al agents offer an intelligent approach in which software entities use machine learning, reasoning and
automation to monitor, analyse and manage network operations with minimal human intervention. This paper
reviews Al agents for autonomous network management. It traces the concept from the autonomic computing
vision and its monitor-analyse-plan-execute loop, through software-defined networking and intent-based
networking, to industry frameworks for zero-touch and autonomous networks. Machine learning techniques for
traffic prediction, anomaly and fault detection, reinforcement learning for routing and resource management,
graph neural networks for performance modelling, and language-model agents for configuration and
troubleshooting are examined. Future directions such as 5G and 6G network automation, open radio access
network controllers and network digital twins are discussed. A layered architecture with data collection, analytics,
agent decision, orchestration and intent interfaces is proposed, together with research gaps, objectives, a
comparison of techniques and a discussion of challenges including trust, safety of automated actions and data
quality. The review concludes that Al agents can make networks more adaptive, reliable and secure while reducing
operational cost.

Index Terms—AI agents, autonomous networks, network management, software-defined networking, intent-
based networking, reinforcement learning, zero-touch automation, digital twin J

resource management, fault management and security
as key areas.

I. INTRODUCTION

Networks today connect data centres, branch offices,
cloud services, loT devices and millions of mobile users.
Configurations change frequently, traffic shifts by the

This paper reviews Al agents for autonomous network
management, proposes a layered architecture and

hour and failures or attacks can cascade within seconds.
Human operators, working through command-line
interfaces and dashboards, struggle to keep pace, and
many outages are caused by configuration mistakes.

The vision of self-managing systems was articulated by
Kephart and Chess [1] in the form of autonomic
computing, in which systems configure, optimize, heal
and protect themselves according to high-level goals
set by administrators. Two decades later,
programmable networks and machine learning have
made this vision practical for networking. Boutaba et al.
[2] surveyed ML for networking and identified traffic
prediction, classification, routing, congestion control,

discusses the obstacles to fully autonomous operation.
IIl. Background and Fundamental Concepts
A. The MAPE-K Loop

Autonomic management follows a closed loop of
Monitor, Analyse, Plan and Execute over a shared
Knowledge base (MAPE-K) [1]. An Al agent implements
this loop: it observes the network, interprets the
observations, decides on actions and applies them,
learning from the results.

B. Self-* Properties

Fig. 1
autonomous

summarizes the four self-* properties of
networks:  self-configuration,  self-
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optimization, self-healing and self-protection, together
with the Al techniques that support each.
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Fig. 1. Self-* properties of autonomous networks and
supporting Al techniques.

I1. ENABLING TECHNOLOGIES

Software-defined networking (SDN) separates the
control plane from the data plane and exposes
programmable interfaces such as OpenFlow [3],
allowing agents to change forwarding behaviour
through software [4]. Intent-based networking [5] lets
operators express desired outcomes rather than device-
level commands. The ETSI zero-touch network and
service management framework [6] defines an
architecture for end-to-end automation.

l1l. LITERATURE SURVEY

Kreutz et al [4] provided a comprehensive survey of
SDN, explaining how centralized controllers and open
interfaces make network behaviour programmabile, a

prerequisite for Al-driven management. Boutaba et al.
[2] reviewed ML across networking problems and noted
that data availability and generalization across networks
are major challenges.

Reinforcement learning (RL) has been used for control
decisions. Mao et al. [7] showed that a deep RL agent
can learn resource scheduling policies that outperform
heuristics, and Pensieve [8] used RL to adapt video bit
rates to network conditions, improving user experience.
Valadarsky et al. [9] explored learning to route, training
agents to choose routing configurations that perform
well across changing traffic demands.

For performance modelling, RouteNet [10] used graph
neural networks to predict delay and jitter for any
topology and routing configuration, allowing an agent
to evaluate candidate changes before applying them, a
capability closely related to network digital twins.

For security and fault detection, Kitsune [11]
demonstrated online unsupervised anomaly detection
with autoencoder ensembles that run on modest
hardware. In mobile networks, Polese et al [12]
described the open radio access network (O-RAN)
architecture, whose RAN intelligent controllers host Al
applications that optimize radio resources in near real
time. Saad et al. [13] envisioned 6G networks in which
Al is native to network operation. More recently,
language-model agents that reason and act with tools
[14] have been explored for translating intents into
configurations and assisting troubleshooting. Table |
summarizes these works.

Sr. | Ref. | Year Methodology Findings Research Gap

No.

1 [11 | 2003 Autonomic computing Defined self-managing Conceptual; no network
vision (MAPE-K) system properties specifics

2 [4] | 2015 Survey of software- Programmable control Controller scalability
defined networking enabling automation concerns

3 [71 | 2016 Deep RL resource Learned policies beat Simulated environment
management heuristics

4 [91 | 2017 Learning to route RL routing robust to Small-scale evaluation

demand changes

5 [2] | 2018 Survey of ML for Mapped ML to networking | Generalization challenges
networking tasks noted

6 [11] | 2018 Kitsune online anomaly Unsupervised real-time Sensitive to training
detection intrusion detection contamination
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Sr. | Ref. | Year Methodology Findings Research Gap
No.
7 [10] | 2020 RouteNet graph neural Accurate delay prediction Training data generation
network for any topology cost
8 [5] | 2022 Intent-based networking Outcome-driven network Implementation guidance
concepts management limited
9 [12] | 2023 O-RAN architecture Al apps in RAN intelligent Security and interoperability
survey controllers issues
TABLE | Summary of Literature Survey e Operator inaats _ ]| _ Policy ransiaton
IV. RESEARCH GAP "’";"’” s
The following gaps are identified: g JLOSTNBEEY ]l TS
) Alsrmms

e G1: Most Al models are evaluated in simulation or : T
on a single network and generalize poorly to other S Riatpticn ]| T esktion ” aaeios
topologies and traffic. GN pesformsnce model ]

e G2:Safety guarantees for automated actions are ‘ '; : DRV RS St Ty
limited; a wrong action can cause widespread Decition T e
outages. i

e G3:Explaining agent decisions to network orchestration] [ 59t ontoter | [ Automation toos
operators is rarely addressed. o Rolioace

e G4:Coordination among  multiple  agents
managing different domains can lead to conflicting I e T T T ]

actions.
e Gb5:Validating LLM-generated  configurations
before deployment remains an open problem.

V. OBJECTIVES
The objectives of this review are:

. To study the concepts of autonomic and
autonomous network management.

. To review Al techniques for monitoring,
optimization, healing and protection of networks.

. To propose a layered Al-agent architecture for
autonomous network management.

. To compare techniques in terms of capability,
data needs and maturity.

. To discuss challenges and future developments
such as 6G, digital twins and generative Al.

V1. PROPOSED SYSTEM ARCHITECTURE

Fig. 2 shows the proposed architecture, which
implements the MAPE-K loop with specialized agents
and a digital twin for safe validation.

Fig. 2. Proposed Al-agent architecture for autonomous
network management.

1. Intent And Interface Layer

Operators state objectives such as "keep video latency
below fifty milliseconds” or “isolate infected hosts,”
through dashboards or natural-language interfaces.
Intents are translated into measurable policies.

2. Data Collection Layer

Streaming telemetry, flow records, logs, alarms and
configuration states are gathered from routers,
switches, controllers and radio units.

3. Analytics Layer

ML models predict traffic, detect anomalies, localize
faults and assess security threats. A graph-based
performance model estimates the effect of possible
changes.

4. Agent Decision Layer

Specialized agents for performance, fault and security
plan actions. A coordinator resolves conflicts between
agents. Candidate actions are tested on a network
digital twin before approval.
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5. Orchestration And Execution Layer

Approved actions are applied through SDN controllers
and automation tools, and results are monitored; if
outcomes worsen, changes are rolled back
automatically.

VIl. METHODOLOGY AND WORKING

The control loop is shown in Fig. 3. An RL agent
observes state s,, takes action a, and receives reward r;
it learns a policy that maximizes the expected
discounted return

G=2y"r (M

where y is a discount factor between zero and one. A
reward for traffic engineering may combine
throughput, latency and link utilization, for example

r = oaThroughput -
A-max(Utilization) 2)

B-Latency -

Anomalies are flagged when a model's reconstruction
or prediction error exceeds a learned threshold.

A
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Fig. 3. Closed-loop (MAPE-K) workflow of the Al
network agent.

Network availability, mean time to detect, mean time to
repair and the proportion of incidents resolved without
human intervention are used to evaluate the system.

VIil. COMPARATIVE ANALYSIS

Table I compares Al techniques for network
management. Supervised and unsupervised ML are
mature for prediction and anomaly detection; RL is
powerful for control but risky without safeguards; GNNs
model topology-dependent performance; and LLM
agents are promising for intent translation but need
validation.

Technique Use Maturity Risk
Supervised Traffic / fault | High Low
ML prediction
Unsupervise | Anomaly High Low-
d ML detection Medium
Reinforceme | Routing, Medium | High
nt learning resources
Graph neural | Performance Medium | Low
networks modelling
LLM agents Intent, config, | Emergin | Medium
troubleshooti | g —High
ng
TABLE Il Comparison of Al Techniques for Network
Management
IX. CHALLENGES AND FUTURE SCOPE
Table 1l summarizes the main challenges. Future

developments include fully zero-touch operation in 5G
and 6G networks, Al-native radio controllers, high-
fidelity digital twins for what-if analysis, generative Al
assistants that write and verify configurations, and
standards for interoperable agents across vendors and
domains.

Challenge Mitigation

Unsafe automated Digital-twin validation;

actions auto rollback

Poor generalization Transfer learning;

diverse training data

Operator trust Explanations; human
approval for high

impact

Agent conflicts Central coordinator;

policy priorities

Data quality Telemetry standards;

data validation

TABLE Ill Challenges and Mitigation
X. CONCLUSION

Al agents are bringing the long-standing vision of
autonomic networking into practice. The reviewed
literature shows that ML can predict traffic and detect
anomalies, RL can learn effective control policies, GNNs
can model network performance and programmable
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infrastructures allow agents to act. A layered
architecture with intents, analytics, coordinated agents,
digital-twin validation and automatic rollback can
deliver self-monitoring, self-optimizing, self-healing
and self-protecting networks. Trust, safety and
explainability must be addressed so that operators can
confidently delegate control to Al agents.
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