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INTRODUCTION 

With the development of industrial robots, 
programmed robots have reached high levels of 
performance in real-time applications, accuracy, 
robustness and compatibility. A robotic network 
refers to a group of robots connected through a 
wired or wireless communication network. 

An individual robot in networked robotics is 
regarded as a node. With sensing data and 
information shared among nodes, the operators can 
transmit command data remotely and receive 
measurement feedback, thus ensuring that a specific 
operation is carried out. The development of 
networked robotics has allowed them to be utilized 
in a variety of applications, such as long-distance 
medical surgery, disaster relief and other specialized 
cases. 

With the development of cloud computing, big data 
[3] and other emerging technologies [4], [5], the 
integration of cloud technology and multi-robot 
systems allows for the design of multi-robot systems 
with high performance and high complexity. 

With the development of cloud computing, big data 
[3] and other emerging technologies [4], [5], the 
integration of cloud technology and multi-robot 

systems allows for the design of multi-robot systems 
with high performance and high complexity. 
However, some     technical challenges cannot be 
ignored. 

With the introduction of cloud technologies, the 
selection of the types of computation distributions 
and communication modes that should be applied in 
different scenarios is critical for overall performance. 
When, the robotic cloud’s current applications and 
main results are summarized, while in the end of the 
article we discuss prospects for the future 
development of the cloud robotics. 

In this paper, there are three main contributions as 
follows: 

1• The major enabling technologies of cloud 
robotics are analyzed, including big data, cloud 
computing, open source resources, cooperative 
robot learning, and network connectivity. 

2• The most typical applications (e.g., SLAM, 
grasping and navigation) are introduced. 

3• The key problems and challenges of current cloud 
robotics system are stated: resource allocation and 
scheduling, data interaction between the robots and 
the cloud platform, cloud security, and service 
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quality guarantee method and effect analysis. Then, 
the robotic cloud’s current applications and main 
results are summarized, while in the end of the  
article we discuss prospects for the future 
development of the cloud robotics. 

SYSTEM ARCHITECTURE OF CLOUD ROBOTICS 

Networked  robotics can be seen as transition state 
between pre-programmed robots to cloud-enabled 
robots. As previously mentioned, cloud robotics aim 
at transferring the high complexity of the computing 
process to the cloud platform through 
communication technology. This greatly reduces the 
computational load on individual robots.  

 

Figure 1: System architecture of cloud robotics. 

Figure 1 describes the main architecture of the 
robotic cloud. 

The architecture of cloud robotics is mainly 
composed of two parts: the cloud platform and its 
related equipment and the bottom facility. The 
bottom facilities usually include all types of mobile 
robots, unmanned aerial vehicles, machinery and 
other equipment. Accordingly, the cloud platform is 
composed of a large number of high-performance 
servers, proxy servers, massive spatial databases and 
other components. 

The term ``networked robotics'' refers to the 
communication mode of cloud robotics and multi-
robot systems are composed as cooperative 
computing networks using wireless communication 
technologies. The major advantages of cooperative 
computing networks are the following: 

1) A collaborative computing network can gather 
computing and storage resources, and can 
dynamically allocate these resources according to 
specific work requirements; and 

2) Because of the exchange of information, decisions 
can be made cooperatively between machines. The 
nodes' computing and storage capabilities' 
deficiency in networked robotic systems may lead to 
large delays, while in cloud robotic systems the 
nodes can collaborate with spare nodes by 
transferring computing or storage task     

   

 

Figure 2: Implementation of cloud robotics in 
industrial environment.  

Then the characteristic data of the grab motion are 
downloaded and sent to the mechanical equipment 
for execution of the operation. An example of the 
applications of cloud robotics including SLAM and 
Grasping is shown in Figure 2. 

In summary, the main features of the cloud robotics 
architecture are as follows.  

1) In the cloud infrastructure, where computing tasks 
are dynamic and resources are elastic and available 
on-demand. 

 2) The cloud robotics' ``brain'' is in the cloud. The 
results of processing can be obtained through 
networking technologies, while tasks are processed 
individually. 
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3) Computing work can be delegated to the cloud, 
which leads to a smaller robot load and greatly 
extended battery life. 

III. MAJOR DRIVING FORCES BEHIND THE 
DEVELOPMENT OF CLOUD ROBOTICS 

Cloud robotic systems' structure involves a number 
of cloud, networking and embedded systems' 
technologies, as well as all kinds of wireless 
communication protocols. In this section, we mainly 
discuss four major driving forces: cloud computing, 
big data, open source, robot cooperative learning, 
and network connectivity. 

A. CLOUD COMPUTING FOR ROBOTICS 

As we know, cloud computing which is suitable for 
sampling based analyses, has been widely used in 
large-scale parallel computing applications with 
great success. 

In the robotics field, due to the high computing 
performance of cloud-based systems, when the 
computing task is uploaded to the cloud, the 
computational load of computing equipment is 
reduced to a great extent. 

B. BIG DATA FOR ROBOTICS 

Big data can provide automation systems with 
access to massive resources in a cloud infrastructure, 
which might be a key solution to cope with the 
challenge of limited onboard resources [10]. The 
previously mentioned grasping problem is a 
continuing challenge for robotics. With the support 
of cloud resources, grasping can be achieved 
through several strategies. One of the advantages of 
big data that it provides an index of pictures, maps 
and object data from a global database for the 
terminal (this paper mainly refers to various types of 
machine equipment). These data include images, 
videos, maps, sensor networks, and so on. The most 
typical example is RoboEarth. 

C. OPEN SOURCE FOR ROBOTICS 

With the development of cloud technology, the spirit 
of open source is infiltrating into the cloud robotics 
field. Among them, the most representative is ROS 
and RoboEarth.  

ROS is a well-known framework, whose open source 
license allows the improvement of the code reuse 
rate and development efficiency of this robot 
operating system. 

There are two major parts to ROS: system 
maintenance and distribution. 

(1) Main: This is the core part, designed at the Willow 
Garage research laboratory in collaboration with 
other developers, which provides maintenance. It 
provides some of the basic tools for distributed 
computing, as well as the entire ROS of the core part 
of the program. 

(2) Universe: the global scope of the code,         
maintained by the international ROS community 
organization. It includes libraries of code written in 
several programming languages, such Open-CV and 
PCL. In general, the Universe comprises algorithms, 
frameworks and hardware drivers. 

 D. ROBOT COOPERATIVE LEARNING 

A multi-robot system is a fundamental field of 
robotics. With the support of other robots in a team, 
a multi-robot system can optimize the individual 
shortcomings and significantly improve the total 
accuracy and complexity of tasks. Cooperating 
learning, one of the most important topics in multi-
robot systems, still faces a lot of challenging 
problems. 

E. NETWORK CONNECTIVITY 

Connectivity develops with multi-robot system as 
well. Traditional inter communication within robotics 
is a typical Machine to Machine (M2M) 
communication architecture. Collaborative learning 
requires that the global task priority is greater than 
the priority of the node task, and this applies to 
dynamic packet interaction and control as well. 
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These constraints result in higher requirements on 
the control algorithm. It is worth noting that inter-
machine communications usually use proactive and 
ad hoc routing protocols. 

TYPICAL APPLICATIONS OF CLOUD ROBOTICS 

In recent years, the study of cloud robotics has 
achieved rapid development through the support of 
relevant cloud technologies. 

A. SLAM 

The emergence of cloud technology allows SLAM to 
break the bottleneck caused by limited on-board 
computing and storage equipment. Riazuelo et al. 
[39] proposed a framework to allocate expensive 
map optimization and storage in the cloud where 
the system provides the interface to a map database. 

There are many similar platforms and projects 
around the world. Using a cloud platform, a 
significant portion of computing, map fusion and 
filtered state estimates can be completed in the 
cloud, which provides strong support for the 
formation of the map. 

B. GRASPING 

The grasping of unknown objects is of great practical 
significance of robotics in the industrial sector. 
Grasping problem was first proposed by Ferrari and 
Canny [7] and Mirtich and Canny [8] to cope with 
geometric analysis of polyhedral objects while the 
initial solution cannot deal with non-polyhedral 
objects. 

After feature analysis and model matching, data with 
operating characteristics will be downloaded to the 
manipulator so that the mechanical hand can grasp 
the object. It is worth mentioning that after the 
completion of the grasp, the relevant data can be 
stored in the cloud for sharing [9] in cases of similar 
need. 

C. NAVIGATION 

Another classic application is navigation. There are 
two types of navigation problems: the local 

navigation problem and the global navigation 
problem. Cloud computing is not only able to 
provide sufficient storage space to deal with large 
amounts of data for mapping, but also features 
enough computing capacity to allow map searching 
and establishment. 

Through cloud computing, available commercial 
maps (e.g., Google maps) can also be exploited to 
provide flexible, reliable, and autonomous 
navigation. 

KEY ISSUES AND CHALLENGES 

This section focuses on key issues and challenges in 
cloud robotics. The collaborative learning mentioned 
before is actually only one of the aspects of 
computing resource allocation and scheduling. 
According to the real-time requirements of different 
scenarios, establishing a balance between real-time 
demands and processing performance is a core issue 
of resource allocation and scheduling. Cloud storage 
means the remote storage of data. 

Finally, the introduction of service quality assurance 
systems and effects' analysis, in order to maintain 
the network flow for a given bandwidth enhances 
real-time performance and computational efficiency. 

A. RESOURCE ALLOCATION AND SCHEDULING 

Uploading computational tasks with high complexity 
to the cloud is one of the most notable 
characteristics of cloud robotics. Considering 
different working equipment, interface settings, and 
network environments, for a given computational 
task, the choice of uploading, self-processing or 
assigning the task to the nearest node has an 
important impact on overall performance. 

B. DATA INTERACTION BETWEEN ROBOT AND 
CLOUD PLATFORM 

Devices and sensors from different manufacturers 
may output data with different structures. In fact, 
even different models of a product from the same 
manufacturer may result in considerable differences 
in the output data's structure. The diversity of data 
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structures presents high requirement on the 
compatibility of the cloud input interface. To solve 
this problem, current mainstream cloud platforms 
often provide multiple interfaces for various types of 
data formats. 

C. CLOUD SECURITY 

The introduction of cloud technology has greatly 
expanded the complexity of multi-robot operations. 
At the same time, it also introduced new technical 
challenges: the privacy and security issues brought 
by the cloud technology. Therefore, network, storage 
and server virtualization, are essential subsystems, 
which means that security mechanisms such as VM 
security isolation, access control, VM resource 
constraints, etc. need continuous improvement. 

CONCLUSION 

This paper described the origin and development of 
cloud robotics, from the allocation of resources and 
communication mode perspectives and analyzed 
cloud robotics communication architecture. Four 
major elements of robot clouds are summarized and 
the key technologies to promote development are 
analyzed. Finally, some aspects of cloud robotic 
systems in different practical application are 
discussed. Cloud robotics, through the sharing of 
computing resources with the cloud platform, push 
multi-robot systems and collaborative learning to 
new heights. By delegating high complexity 
computational loads to the cloud platform, the 
robots no longer require high performing onboard 
equipment, thus greatly reducing the cost of the 
application of multi-robot systems. With the 
development of cloud computing, big data and 
other fields, the robotic clouds in SLAM, grasping, 
navigation and other applications will achieve better 
performance. 
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