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INTRODUCTION 

Internet of Things (IoT) is an innovative paradigm 
that is making ground in the setup of modern 
wireless telecommunications rapidly. The basic 
impression of this concept is the extension of 
Internet into real world by taking up everyday 
objects. Physical     agents are no longer separated 
from the virtual world but are controlled remotely 
acting as physical contact points to Internet services 
[2]. 

The definition of Kevin Ashton was in the 
background of supply chain management. 
Nonetheless, the wide range of applications has 
made the definition more inclusive. Although, the 
description of ‘Things’ has changed with the 
evolution of technologies, the focal point of 

computer sensing information without human aid 
remains the unchanged. A profound evolution of 
current Internet into a network of interconnected 
objects which not only collect information through 
sensing and interacting with the physical world, but 
also employ current internet standards to deliver 
services for information transfer, communications, 
applications, and analytics. Open wireless 
technologies such as Bluetooth, RFID, and Wi-Fi; 
have led IoT from its infancy to the verge of fully 
renovating the current Internet into a fully 
incorporated future Internet[4]. 

Undoubtedly, the main strength of IoT is its high 
impact on numerous aspects of routine lifestyle and 
actions of the potential users. The success of IoT 
from the point of view of a private user will be 
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evident in both domestic and working fields. In this 
situation, e-Health, assisted living, enhanced 
learning are few of many possibilities where the 
new paradigm will play a leading role. From the 
business user’s perspective, the most important 
applications will be in automation and industrial 
manufacturing, intelligent transportation, logistics, 
and process management [5]. 

The purpose of this paper is to define the concept 
of Internet of Things, its enabling technologies, and 
the use of these technologies in context of its basic 
applications and to create low-cost and low-power 
systems for efficient monitoring of critical data in 
remote areas and providing efficient services to the 
users. Also this paper discusses the main threats 
and attacks to the security of IoT system, and gives 
a brief overview of the cryptographic techniques 
used in sensor networks to provide information 
security in an IoT environment. 

METHODOLOGY 

A. IoT Architecture Technology Middleware 

The IoT middleware is a software layer composed of 
a set of sub-layers placed between the technical 
and the application levels. The fundamental 
property of hiding the various technological details 
in middleware allows the programmer to free from 
problems that are not directly relevant to his focus, 
which is the development of the particular 
application enabled by the IoT infrastructures [7]. 

The middleware architectures for the IoT follow the 
Service Oriented Architecture (SOA) approach. The 
realization of the SOA principles allows for 
decomposing composite systems into applications 
consisting of simpler and well-defined components. 
A SOA approach also permits for reusing  of both 
hardware and software, because it does not require 
a fixed technology for the service implementation 
[8]. 

The middleware relies on the layers explained as 
follows: 

1. Application Layer 

Applications are present on top of the structural 
design, providing all the system’s functions to the 
user. Indeed, application layer is not deliberated to 
be part of the middleware but use all the functions 
provided by the middleware layer. 

1) Service Composition Layer 

Service composition layer is usually the upper layer 
of the SOA middleware. The main function of this 
layer is provided, the simple configuration of single 
services presented by network objects represented 
in order to build certain applications[9]. In this layer 
creation and management of complex services, can 
be seen with respect to the flow of business 
processes with workflow languages like Business 
Process Execution Language (BPEL) and Jolie [10]. 

2) Service Management Layer 

Service management layer offers the key features 
that should be available to every object and allows 
the management of each object in IoT framework. A 
fundamental set of services includes: status 
monitoring, service settings and object dynamic 
discovery. In order to meet the needs of the 
application of this layer it provides remote use of 
new services during process time. Service 
management layer also includes an enhanced set of 
functionalities associated to the Quality of service 
management, lock management, etc. At this layer a 
storing mechanism is present to know the records 
of services allied to each object in network[5]. 

3) Object Abstraction Layer 

The Internet of things depends on broad and 
heterogeneous objects, each to achieve the 
provision of certain functions on their own dialect. 
So an abstraction layer is able to access the diverse 
devices with a mutual language and the process of 
harmonization required. Therefore, unless a device 
provides detectable Web services over an IP 
network, it is necessary to introduce a cladding 
layer consisting of two sub-layers: the 
communication sub-layer and the interface layer. 
The interface layer provides a web interface exposes 
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methods through a standard Web services interface 
is available and is responsible for managing all 
incoming mail / outgoing communication with the 
outside world involved responsible. The 
communication sub-layer is responsible for the 
reasoning behind the web service techniques and 
translation of these methods in a specific set of 
commands to the device to interact with objects in 
the real world[10]. 

4) Trust, Confidentiality and Security 
Management 

The incorporation of electronic communication 
objects in our lives a threat to our future. Therefore 
middleware functions should ally for the managing 
trust, confidentiality and security of all data 
exchanged. The corresponding functions can be 
either on a particular layer of the foregoing, or 
(often happens) distributed throughout the stack, 
from object abstraction to the service composition 
in a fashion that does not disturb system 
performance or introduce excessive overheads. 

This section provides an overview of the possible 
DoS attacks on these layers along with methods to 
counter these attacks. 

a) Physical Layer: the responsibilities of 
this layer include modulation, frequency selection, 
and data encryption etc. the most common type of 
attack on physical layer are Jamming and 
Tampering[39]. As conferred in the previous 
section, jamming disrupts the communication 
system by operating on the same frequency used 
by the network nodes. The defense mechanisms 
used against jamming are Spread Spectrum and 
Blacklisting. 

Another physical layer attack is tampering, in which 
sensor node are vulnerable to physical harm. The 
defense mechanism for this type of attack is 
tamper- proofing the physical package of the node. 

b) Data Link Layer: this layer is 
accountable for medium access, error control, and 
multiplexing of data channels. Three types of 

attacks are possible at this layer viz. collision, 
exhaustion, and unfairness[4]. Collision occurs when 
two nodes try to transfer data at the same 
frequency concurrently. It changes the data portion 
of the colliding packets causing an error at the 
receiving end. The defense against this type of 
attack is achieved through error- correcting codes. 

Resource exhaustion is another type of attack at 
data link layer, where repeated collisions are used 
by the attacker. A possible solution for this problem 
is to limit the data rate, such that only limited data 
can enter and transmitted effectively to the 
destination without exhausting the network. 
Another approach to eliminate this attack is time-
division multiplexing. 

c) Network Layer:This layer is accountable 
for packet routing [8]. The main attacks on this layer 
are spoofing, Sybil, selective forwarding and 
sinkholes etc. [39]. Spoofing is the most direct 
attack on any network which targets the routing 
information while it is exchanging between the 
nodes. Adding Message Authentication Code 
(MAC) to the message can help eliminate this 
attack. 

d) Transport Layer:This layer is responsible 
for managing a reliable end-to-end connection. 
There are two possible attacks on this layer i.e. 
flooding and de-synchronization [39]. Flooding 
occurs when a large number of connection requests 
are sent to a vulnerable node. The legitimate 
requests are ignored as the connection becomes 
exhausted. 

De-synchronization is the disruption of existing 
connection. The countermeasure for this attack is to 
provide authentication of all packets exchanged 
between the nodes. 

Cryptography in Sensor Networks 

Since sensor nodes have limited storage and 
computational resources, the traditional methods of 
Internet security are too expensive for sensor 
networks. As all the security services are provided 
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by cryptography, therefore selection of proper 
cryptographic method is extremely important in 
sensor networks [7]. 

There are two types of cryptography: Symmetric key 
cryptography and Asymmetric key cryptography. A 
single key is used for both encryption and 
decryption in symmetric key cryptography, while 
asymmetric key cryptography uses separate keys 
for encryption and decryption [9]. 

Use of encryption algorithms, key distribution 
policies, intrusion detection mechanism and 
security routing policies, can help minimize the 
security threats to the sensor networks [2]. These 
methods are explained below: 

a) Key management :It is an important and 
complex issue in symmetric key cryptography. 
Several schemes are proposed for solving this issue, 
the most common being the key pre-distribution 
schemes, which distributes keys onto sensor nodes 
before deployment. The sensor nodes can use these 
keys for secure communication setup after 
deployment. 

Key pre-distribution schemes are further divided 
into two types based on the possibility of sharing 
keys between two sensor nodes: deterministic and 
probabilistic. The main idea of probabilistic scheme 
is to pre-load each sensor randomly with a subset 
of keys from the key pool before deployment. On 
contrary, deterministic scheme guarantees that the 
two intermediate nodes share one or more pre-
distributionkeys. 

b) Secure routing strategies:Data routing and 
forwarding is a vital service for establishing 
communication in wireless sensor networks. There 
are several security issues in routing data. In order 
to improve security, many routing protocols are 
being designed especially for sensor networks. 
According to network structure, these protocols are 
classified as [39]: flat-based routing, hierarchical- 
based routing, and location-based routing. Equal 
functionality is assigned to all nodes in flat-based 
routing. In hierarchical-based routing, different 

roles are played by nodes in the network. In 
location-based routing, the positions of sensor 
nodes are used to route data across network. 

c) Intrusion detection mechanism: Sensor 
networks are vulnerable to many forms of 
intrusions. When the security flaw is detected in 
sensor networks, the intrusion detection 
mechanism provide additional security layer in IoT 
and suitable security remedies are provided [3], [4]. 
These mechanisms monitor network for suspicious 
activities against normal behavior. 

CONCLUSION 

Internet of things is an emerging field which has 
improved the quality of human life with its vast 
automated applications. The functionalities 
provided by IoT can save time and computational 
power of users to help improve results in the 
diverse application areas. This paper presented the 
overview of the enabling technologies and 
applications of IoT in different fields. Further, some 
of the security issues regarding the wireless 
technologies involved in deployment of IoT are 
presented along with their possible 
countermeasures. The future of internet is IoT, but 
there is still a need for further research in this field 
because of the ever increasing demands ofusers.  
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